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What is IMDE?

* A platform and supporting policy, process and governance, that facilitates
federation of operational data, to enable enhanced situational awareness,
mission planning, and coordination across DHS and the Homeland Security
Enterprise.

* Three-pronged approach to DHS enterprise data federation
1. Data Federation Engine with granular access controls
2. Coordinated Enterprise Data Stewardship (non-materiel)

3. Shared Enterprise Data Services



Problem Statement

Many software projects experience budget and schedule overruns due to
poorly defined requirements at the onset

Enterprise-level projects have feature complexity, require rigorous
requirements and are especially prone to catastrophic failure

Most cybersecurity failures are detected after compromise, without the
opportunity to mitigate the problems over time

Most focus in programs is to cybersecurity technical controls; the policy and
operational controls related to feature complexity are equally as important



Our Methodology

Approach policy, operational, and technical controls holistically

|dentify specific operational risk cyber activities in IMS; Align to WBS
Choose balanced federal and contractor expertise

Limit resources allocated to lower benefit measures



Knowledge Exchange Gap

* As projects become more complex and require more specialized
expertise and division of labor, the right way to collaborate is turning
point of success vs failure
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Bridging the Gap

 Structuring large amount of info helps its comprehension and
consistency (risks drivers for security), that is the general purpose of
product and action-based WBS
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Common Practice

* There are several risk mitigating
frameworks and standards

* For example, the ISO 27000 series,
ISFkSIOGP, NIST 800 series, SOX, and
Risk IT

* Concentrating on security concerns,
these do not make a specific point of
bridging the §ap between technical
approach and operational risk at an
early stage

* Risk Breakdown Structure (RBS)
* Hierarchical structure of potential risk
sources
* Risk cube

* Subjective, does not address lowest
level elements

Best Practice

* Common Practice + addresses
operational aspects

* IMDE WBS expansion prior ADE-2A
* DHS Standard IT LCC WBS

 Added additional elements that refer
to risks

e Different elements for:
e Acquisition and planning stage
* Program Mgmt, Systems Engineering,
BPR
* Choose operational controls early
on

* ldentify cost contributors, avoid
wasting scarce resources and cost
overruns



Risk Management Framework (RMF)

Prepare Essential activities to prepare the organization to manage security and privacy risks

Categorize the system and information processed, stored, and transmitted based on an impact analysis

Select the set of NIST SP 800-53 controls to protect the system based on risk assessment(s)

Implement Implement the controls and document how controls are deployed

Assess Assess to determine if the controls are in place, operating as intended, and producing the desired results
Authorize Senior official makes a risk-based decision to authorize the system (to operate)

Monitor Continuously monitor control implementation and risks to the system




RMF and IMDE: Data Governance

IMDE early-stage risk identifying activities: added WBS elements under Prepare and Categorize
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RMF and IMDE: Other Systems Engineering
Activities
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RMF and IMDE: Other BPR/Change Management
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Embed

IMDE WBS

WBS Indent Level|WBS/Item Number|WBS/CES Description Definitions Source

1 IMDE Program Estimate WBS

2 1.0 Investment All costs to the government to implement, fully, at all required operational sites, the system required to achieveand |pDHS Standard IT WBS
3 1.1 Program/Project Management The program management element is defined as the business and administrative planning, organizing, directing, DHS Standard IT WBS
4 1.1.1 Planning Phase Program/Project Management This cost element includes the direct activities of persons performing program management functions in the planning DHS Standard IT WBS
5 1.1.1.1 Government Personnel This cost element includes the direct activities of government persons performing program management functions inthe |DHS Standard IT WBS
5 1.1.1.2 Contractor Personnel This cost element includes the direct activities of contractor personnel performing program management functions inthe |DHS Standard IT WBS
5 1.1.1.3 Government TDY This cost element includes the travel costs (e.g., transportation, per diem, etc.) of persons in the program management DHS Standard IT WBS
5 1.1.1.4 Indirect Support This cost element covers any indirect government personnel or other support related to program management. This DHS Standard IT WBS
5 1.1.1.5 Non-labor Roll-up DHS Standard IT WBS
6 1.1.1.5.1 Contractor Travel This cost element includes all non-labor costs, excluding TDY, associated with program management of the IT system DHS Standard IT WBS
4 1.1.2 Acquisition Phase Program/Project Management This cost element includes the direct activities of persons performing program management functions in the acquisition DHS Standard IT WBS
5 1.1.2.1 Government Personnel This cost element includes the direct activities of government persons performing program management functionsinthe |DHS Standard IT WBS
5 1.1.2.2 Contractor Personnel This cost element includes the direct activities of contractor personnel performing program management functions inthe |DHS Standard IT WBS
5 1.1.2.3 Government TDY This cost element includes the travel costs (e.g., transportation, per diem, etc.) of persons in the program management DHS Standard IT WBS
5 1.1.2.4 Indirect Support This cost element covers any indirect government personnel or other support related to program management. This DHS Standard IT WBS
5 1.1.2.5 Non-labor Roll-up DHS Standard IT WBS
6 1.1.2.5.1 Contractor Travel This cost element includes all non-labor costs, excluding TDY, associated with program management of the IT system DHS Standard IT WBS
4 1.1.3 Data Governance Activities The process of determining the key performance characteristics, metric models, and trade spaces for mission performance ||MDE Analysis IPT

5 1.1.3.1 Planning Phase Roll-up

6 1.1.3.1.1 Initial Performance Reference Model A performance reference model (PRM) is one of several reference models used in describing Federal Enterprise IMDE Analysis IPT

7 1.1.3.1.1.1 Government Personnel This cost element includes the direct activities of government persons performing program management functions inthe |DHS Standard IT WBS
7 1.1.3.1.1.2 Contractor Personnel This cost element includes the direct activities of contractor personnel performing program management functions in the |DHS Standard IT WBS
7 1.1.3.1.1.3 Government TDY This cost element includes the travel costs (e.g., transportation, per diem, etc.) of persons in the program management DHS Standard IT WBS
7 1.1.3.1.1.4 Indirect Support This cost element covers any indirect government personnel or other support related to program management. This DHS Standard IT WBS
7 1.1.3.1.1.5 Non-labor This cost element covers any indirect government personnel or other support related to program management. This DHS Standard IT WBS
8 1.1.3.1.1.5.1 Contractor Travel This cost element includes the travel costs (e.g., transportation, per diem, etc.) of contractors as they conduct program DHS Standard IT WBS
6 1.1.3.1.2 Threat Information Management The processes of ensuring the BPR and SE teams have the appropriate level of threat information at the mission, IMDE Analysis IPT

7 1.1.3.1.2.1 Initial Threat Assessment The Initial Threat Environment Assessment provides capability developers and Program Managers (PM) the ability to assess||MDE Analysis IPT

8 1.1.3.1.2.1.1 Government Personnel This cost element includes the direct activities of government persons performing program management functions in the |DHS Standard IT WBS




ACEIT / Excel Demo XY

* 3 cases: best cast scenario, staffing risk (understaffed), and T&E/O&M
overruns

* Comparisons if risk is not addressed early in the program or if
additional support is needed during O&M afterwards

Row WBS/CES Description r*(rzwc;rt Ll‘Jen':g Point Estimate U:::rzzc;‘f:d SESZjeIiii ::I
50 *Cases

51 Case Switch (1=Best Case Scenario, 2=Risk Activity Understa Switch 1.000 2.000 3.000 C
52

53 *Case 2 (RA understaffed=>cost overrun in specific areas)

54 Understaffed Factor _Factor 1.000 0.300 0.100 C
55 *LOE Increase Factors due to Issues

56 Planning BPR _Factor 1.000 1.200 1.500 C
57 Acquisition BPR _Factor 1.000 1.200 1.400 C
58 System Development Architec _Factor 1.000 1.500 2.000 C
59 T&E _Factor 1.000 1.200 2.000 C
60 No Factor _Factor 1.000 1.000 1.000 C
61 T&E post-FOC _Factor 1.000 1.200 100.000 C
62




Mission Threat Assessment

$600.000

ACEIT / Excel Demo
* Changing the factors: risk if 5300000 I
I |

understaffed and extreme T&E/O&M s200000
overruns results compared to the $100.000
ideal for mission threat assessment 50000
and cybersecurity planning

Point Estimate Risk Effort Understaffed Extreme T&E/O&M
overruns

Investment Cybersecurity Effort

Planning Phase
IMDE Total Costs by Phase

$350,000.00 »1,200.00
$300,000.00 $1,000.00
$250,000.00 $800.00
$200,000.00 $600.00
$150,000.00 $400.00
$100,000.00 £200.00
$50,000.00 l I <000 -
$0.00 Point Estimate Risk Effort Understaffed Extreme T&E/O&M overruns

Point Estimate Risk Effort Understaffed Extreme T&E/O&M [ | Initial Threat Assessment | Mission Threat Assessment M Point Estimate
overruns


https://350,000.00

IMDE Efficiencies

WBS

0N

STAFFING

Analyzing day-to-day operations

MISSION
ANALYSIS will eliminate the need for certain
OPERATIONAL technical features
ANALYSIS
FUNCTIONAL
ANALYSIS
TEHCNICAL
ANALYSIS
TEHCNICAL
Better understanding of PLANNING
day-to-day operations | smeene
tightly aligned to mission, SCOPING
will identify the right SKILLS
expertise needed and the ALLOCATION
correct amount of it
PERSONNEL

PLANNING




In Conclusion

* IMDE is a pre-ADE-2A program

* The proposed risk mitigation methodology will be tested and refined

* The methodology of identifying lower level WBS elements related to
operational (not only technical risk) yields efficiencies and better
mitigation outcomes
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What is IMDE

IMDE

Dynamic Access/Rule Enterprise Services
Controls Correlation

Access & Rule Collaboration
Enforcement Analytics
DHS Data Standards

DHS Data Governance
DHS Data Policies and Planning

DHS Missions
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Cybersecurity in the Acquisition Lifecycle

Materiel Solution
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SSE - MSA Phase
initial
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NIST 800-37 Risk Management Framework

STRATEGIC RISK

- Traceability and Transparency of = Inter- Tier and Intra-Tier
- Organization-Wide ORGANIZATION - Fouiback Loo for
Risk Awareness Continuous inprovement
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