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About the Emergency Management of Tomorrow Research

With support from the Department of Homeland Security (DHS) Science and Technology
Directorate (S&T), Pacific Northwest National Laboratory (PNNL) is executing the Emergency
Management of Tomorrow Research (EMOTR) Program to identify current EM research, elicit
capability needs from EM practitioners, and identify where technology, such as artificial
intelligence (Al), may benefit the future of EM and emergency operations centers. The project is
delivering a phased and iterative approach to inform future research, development, and
investments for the EM community.

This report details the methodology, analysis, and insights of interviews conducted as part of the
task to elicit stakeholder input. Feedback from this task will help shape future EMOTR research,
analysis, and recommendations. To learn more about this task or others within the EMOTR
scope, contact emotr@pnnl.gov.

Elicitation of Al Research EOC of the
Stakeholder Landscape Future
Input Summary Research

EM R&D Communication EOC of the Future
Landscape and Stakeholder Recommendations
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Summary

As a foundational component of the EMOTR program, PNNL conducted interviews with
emergency managers to enhance understanding of the current state of practice and
impediments to information sharing in EM. PNNL developed an interview protocol to provide a
structured framework for consistent information gathering, maintaining alignment with the overall
project while allowing for in-depth exploration of relevant topics. Key information sharing needs
and opportunities identified.

e Improving Resource Management and Situational Awareness:
o Establishing reliable validation and vetting processes for information.
o Developing platforms for identifying and allocating just-in-time resources (material,
training, responders, etc.).
o Creating protocols for moving information within and across government entities.
o Building a common operating picture for consistent situational awareness.
o Improving public information dissemination and reducing social media interference.
e Overcoming Policy, Trust, and Operational Gaps and Barriers:
o Overcoming barriers of funding limitations, political pressures, and proprietary
systems.
o Navigating organizational or jurisdictional policy constraints in Al use for EM.
o Enhancing trust of systems, perceived ease of use, and flow of information.
o Balancing human-machine interactions to address human capacity limitations and
task saturation.
o Tackling challenges related to data mining—extracting valuable information from
large datasets (e.g., social media, sensor data, surveillance imagery).
o Utilizing and Enhancing Existing Technology:
o Assessing technologies for information-sharing platforms and tools.
o Optimizing WebEOC functionalities and their customizability.
o Expanding real-time uploading of information into situational awareness platforms.
o Improving integration and interoperability of solutions.
o Exploring Al and Innovative Solutions:
o Investigating Al for planning, real-world scenarios, and resource management.
o Implementing Al to assess the overwhelming amount of incoming information to
assist with decision-making and minimize decision fatigue.
o Developing Al for data analysis, incident summarization, and modeling for real-time
disaster monitoring.
o Communicate market research of existing Al solutions to inform procurement
decisions.
o Enabling Adaptable Emergency Operations Centers (EOCs) of the Future:
o Defining best practices and capabilities for future EOCs.
o Exploring the concept of a geographic coordination center or shared EOCs.
o Enhancing virtual EOC capabilities for improved information sharing, resilience, and
record-keeping.

These priorities emerged repeatedly during discussions, highlighting their significance in EM
and information sharing. This report summarizes PNNL’s overall approach, outcomes, and
analysis of the interviews. This information aims to assist DHS S&T in making informed
decisions, emphasizing the importance of these priorities in EM and information sharing.

Summary
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1.0 Introduction

As part of the Emergency Management of Tomorrow Research Program (EMOTR), sponsored
by the Department of Homeland Security (DHS) Science and Technology Directorate (S&T),
Pacific Northwest National Laboratory (PNNL) is leading a three-part task to elicit input from the
EM stakeholder and research community in a collaborative and interactive way. The task
comprises a series of structured engagements (i.e., interviews, roundtables, surveys, and focus
groups) designed to elicit stakeholder feedback on EM-related technologies and operations,
discuss how they are evolving, and gather operational and researcher perspective on how they
might impact the homeland security enterprise. Engagements are guided by previous and
concurrent tasks conducted as part of the EMOTR mission to assess current research in the
field of EM, elicit capability needs from EM practitioners, and identify where technology, such as
artificial intelligence (Al), may benefit the future of EM and emergency operations centers
(EOCs).

This report summarizes the subtask to elicit stakeholder input regarding “Current State of
Practice: EM Information Sharing.” This effort sought to collect individual stakeholder input via
interviews to develop a baseline understanding of the current state of practice and impediments
to information sharing. The interviews sought to validate findings from PNNL'’s landscape
assessment’ of EM research and elicit technology gaps and capability needs from the EM
community in a collaborative and interactive manner. This report summarizes the stakeholder
input, including capability gaps, barriers, and suggestions for future research and development
(R&D). This process was the first of three tasks to elicit stakeholder input—subsequent tasks
will analyze and summarize EM R&D needs and priorities as defined by EM practitioners,
followed by a proposal for areas of research underrepresented in the current research
ecosystem that are fit for EM community coordination.

2.0 Methodology

PNNL leveraged best practices from its First Responder Roadmap Project where the team
developed a formal methodology for stakeholder engagement, and experience in leading first
responder technology visioning to elicit feedback from EM stakeholders regarding information
sharing. The goal of this inquiry is to build a baseline understanding of the current state of
practice, capability needs and impediments, and validation of annotated bibliography findings
related to EM information sharing.

2.1 Definition

Currently, no standard definition exists for information sharing within the field of EM. For the
purposes of EMOTR, information sharing in EM is defined as follows, drawing on definitions
from DHS? and FEMA3:

' Sleiman, C., Thomas, K., Gray, J. Schroeder, J., Disney, M., Alsabagh, H., Ortega, S., Bartholomew, R.,
Lesperance, A. (2024). “Emergency Management of Tomorrow Research Landscape Assessment.”
Pacific Northwest National Laboratory. PNNL-35649

2 DHS Management Directorate. (2017). “Instruction Manual 262-12-001-01 DHS Lexicon Terms and
Definitions.” https://www.dhs.gov/sites/default/files/publications/18 0116 MGMT DHS-Lexicon.pdf

3 FEMA. (2023). “Information Sharing Guide for Private-Public Partnerships.”
https://www.fema.gov/sites/default/files/documents/fema_information-sharing_guide.pdf
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Information sharing in EM involves exchanging critical data, insights, and resources among
various stakeholders before, during, and after emergencies or disasters. It encompasses the
transfer of essential information—such as situational updates, resource availability, risk
assessments, and response strategies—among government agencies, emergency
responders, non-governmental organizations, and the public. Effective information sharing is
pivotal for informed decision-making, enabling swift and coordinated responses, optimizing
resource allocation, and enhancing public safety and resilience during crises.

2.2 Protocol

PNNL defined a suite of questions targeting the current practices, gaps, and barriers to
information sharing; validation of information sharing capability gaps and priorities identified in
the landscape assessment; and potential research areas warranting further consideration. The
interview protocol and questions are available in Appendix A.

Interviews were conducted via teleconference with the EM interviewee, PNNL task lead, and
support staff to document the feedback. Interview feedback is summarized in this report without
attribution to facilitate a more open conversation.

2.3 Stakeholders

Interviews both re-engaged existing contacts and initiated new connections to develop a
baseline understanding of current practices and impediments to information sharing. To identify
diverse interviewees in discipline and jurisdiction, PNNL leveraged existing contacts from
previous EM engagements and elicited grassroots suggestions to build new contacts.
Ultimately, PNNL identified eight stakeholders and practitioners engaged in EM information
sharing at the state and local level, dispersed throughout the nation (see Figure 1). The number
of participants was limited per the statement of work.

-

Ny
e

Figure 1. PNNL interviewed EM personnel from across the nation to better understand the
current state of practice, capability needs, and impediments to information sharing.

Methodology



2.4 Limitations

Interviews were limited to no more than eight stakeholders and practitioners engaged in EM
information sharing at the state and local level. Interviews focused on information sharing in EM,
a priority capability need identified in previous EM research and outreach. Furthermore, the
purpose of the interviews was not consensus from stakeholders but rather broad elicitation to
inform future research and investment. Lastly, interviews were scheduled for 30 minutes to
make best use of participants’ valuable time and limited availability.

3.0 Key Insights

3.1 Defining Information Sharing

While information sharing is often cited as a challenge in EM, conflicting definitions and its
multidisciplinary and multijurisdictional nature make it a complex topic to address. To
understand the current state of practice of information sharing and views of interviewees,
interviews began with an inquiry to define information sharing. Stakeholders were asked to
share how they defined or perceived information sharing in their field. Collective feedback
reflected information sharing as:

¢ Vertical and horizontal, spanning layers of an organization as well as state and local level
authorities and the public.

e Tiered, prioritized, and summarized for different audiences or end users (public, political,
and first responder).

e Integrative, bringing together disparate data, intelligence, and other information from
multitude of sources to make actionable decisions, inform policy, and guide operational and
tactical direction.

e Varied by role and level, as information needs and decision-making capacity vary (i.e.,
emergency manager vs. policy maker vs. resource manager).

Participants’ individual descriptions of information sharing are available in Appendix B.

Tiered and
Prioritized

Integrative

Varied by
Role and
Level

Vertical and
Horizontal

Information
Sharing

Figure 2. Definitions of Information Sharing
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3.2 Current State of Practice

Based on collective feedback from interviewees, the current state of information sharing among
EM personnel reflects a mixed landscape. While the integration of advanced technologies and
communication platforms has led to significant progress, challenges continue to impede
seamless information exchange, both internal and external to an organization. From pen and
paper planning to internet- and cloud-based platforms, interviewees cited several examples of
advances over the years. Most notably, the rapid transition to virtual operations during the
COVID-19 pandemic accelerated the shift to virtual collaboration tools like Microsoft Teams and
SharePoint. Furthermore, the adoption of cutting-edge technologies such as Geographic
Information Systems and social media monitoring tools revolutionized situational awareness and
decision-making processes during crises. Despite these advances, participants emphasized that
challenges persist, such as issues with data standardization, privacy concerns, and the need for
seamless integration among and between various stakeholders.

As the field continues to evolve, EM personnel are actively exploring innovative solutions and
best practices to improve the overall effectiveness of information sharing, enabling a more
resilient and coordinated response to disaster management. While advancements in R&D
support these efforts, EM personnel continue to employ a human-centric approach for
information sharing by leveraging their professional networks and orchestrating group
discussions via conference calls during emergencies. The favored practice of information
sharing through conference calls underscores the importance of personal connections and
effective communication in navigating the complexities of EM.

3.3 Capability Needs

The following are information sharing challenges and opportunities identified by EM personnel
during interviews. Participants shared where existing technologies or operations fall short in
achieving effective information sharing, most commonly for decision-making, resource
management, and situational awareness. Key challenges and opportunities for improvement
include the following:

¢ Vetting, validating, analyzing, and synthesizing information, particularly in real time
¢ Analysis of sensor data (addressing incoming feeds from multitude of sensors)
o Automation for verifying information

¢ Al to synthesize and summarize incident information

e Al for resource management

e Managing alerts (messaging, frequency, outreach)

¢ Mis/disinformation propagated via social media

¢ Insider threats to information sharing systems

e Comprehensive national approaches for assessing technologies

¢ Researched and easily accessible guidance in technology investments

¢ Solutions that overcome limitations of current tools like WebEOC

¢ Solutions for ransomware, deep fakes, mis/dis-information

Key Insights



Public information gaps on social media
Human factor for discerning misinformation
Contingency planning for alternative communications

Information hub of lessons learned and after-action information.

3.4 Barriers to Improvement

EM personnel cited several barriers to effective information sharing within EM:

Trust — Trust was the most cited barrier to information sharing, particularly trust in accuracy
of information, sources of information (i.e., social media) and in the use of Al without a
human in the loop. In addition to hesitance over accuracy, a fear persists that sharing
information may result in retaliation, proposing an opportunity where automation could help
reduce reliance on people in a positive way.

Funding and policies — Securing funding and restrictive policies were persistently noted as
the most difficult to advocate to change. Policy also hinders synergy across organizations
and may affect the implementation of Al solutions (i.e., organizations or states that prohibit
its use).

Interoperability — Apart from WebEOC, EOCs are home to disparate and numerous
technology solutions. No comprehensive approach exists for integrating capabilities for
information sharing in EM. Proprietary systems, permissions-based access, and privacy
concerns further limit opportunities for interoperability.

Time and resource constraints — Implementing improved solutions is often labor intensive
and cost prohibitive to evaluate and implement.

Ease of use — New technology takes time to vet, implement, maintain, and train EM
personnel—often a perishable skillset if the technology is not used regularly. Of existing
tools mentioned, in person conversation, phone calls, and group text messages were
preferred for their simplicity and reliability.

Political pressures — Some participants cited the challenge of political pressures and
ramifications to act with immediacy and share information versus vetting and validating first.
Additionally, there is a lack of prioritization (and therefore funding and support) for
innovation.

Accuracy and quality of data — Information sharing platforms are only as good as the
inputs they are given. Users should be trained in best practices for inputting useful
information. There were numerous mentions of the potential for Al to assist with writing
tasks, such as summaries for situational reports and grant proposals.

3.5 Vetting of the Landscape Assessment

A key thrust of the elicitation was to validate findings from PNNL'’s landscape assessment of EM
research being conducted at academic institutions, U.S. national laboratories, and other
research institutions. Participants were presented a list of leading capability needs captured in
the bibliography and invited to share what critical gaps exist in the assessment that, if filled,
could steer future research and investment in a more informed and impactful direction.
Responses are summarized in Table 1, followed proposed gaps or alternative priority focus
areas summarized in section 3.5.1.
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Table 1. Landscape Assessment Validation

Research Area Feedback from EM Personnel

Social Media Data - leverages
platforms for information
dissemination, situational
awareness, and public peer-to-peer
communications. Additionally, the
public platforms provide real-time
information for emergency
managers and affected populations
during large- and small-scale
emergencies.

Machine Learning Models -
reduces the need for human
intervention in data management
and data mining to support
decision-making. Such techniques
allow the automatic detection,
identification, and categorization of
information by leveraging a
computers ability to mimic human
learning and analyze large
datasets.

Optimization of Technology /
Processes - feeds into the EM
platforms. Examples are data
integration, cross-sector
coordination, communications, and
information sharing.

Wireless Sensors - enable real-
time data collection, early warning
systems, and rapid response.
Advancements in the technology
include energy efficiency, data
analytics, and interoperability.

LTE Communications - enables
emergency responders to
communicate seamlessly with each
other, regardless of their location or
the type of device they are using.
This enables critical information to
be shared promptly, enabling a
more coordinated and efficient
response.

Social media and use of handheld devices has taken over
what used to be broadcast media sharing of information.

Challenges persist with trust and validity. Validating accuracy
can take human labor and focus.

Furthermore, what can be considered trusted information
sharing from a social media perspective?

Real-time makes all the difference, particularly with geospatial
information. Investments in near-real-time modeling for
flooding, hurricanes, etc. Gave example of flood modeling
over 72 hours to a week on an ESRI-based product to see
where the water is going to be and what infrastructure will be
impacted (compared to National Weather Service forecasts
every two weeks).

Innovation in this space remains a challenge. How do we
innovate when no one wants to spend money on innovation?
Suggested DHS grant program for innovation at state and
local level.

Suggested this is the only topic of the five that can be looked
at independently, but also may have overlap regarding data
from wireless sensor challenge.

Emphasized hesitance regarding potential to jump too quickly
into not fully understood Al solutions.

This task may seem easy to get to, but likely to go individual
state by state, depending on what products they pick.

Consider how the data is coming in. Wireless connectivity
issues highlight long-term evolution (LTE) challenge.

This presents an area of opportunity. How can we maximize
sensors? How do they communicate sensor data back?

Each sensor is different such that integration becomes
localized versus large-scale.

Internet of Things is cited as a reflection of the LTE/5G
challenge.

This topic elicited the most questions regarding its scope and
definition. What about 5G and beyond? Suggested focus area
more encompassing of the future of cellular communications.

Gave example of state with multitude of sensors deployed
where mesh network might make more sense in some
contexts.
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3.5

1 Gaps ldentified

While participants generally concurred with the relevance of the proposed focus areas, they also
identified what they perceived as gaps or additional opportunities for focus:

Resource management. \What platforms or capabilities could be applicable for soliciting,
distributing, and tracking just-in-time resources? How do you manage the information of
vendors and maintain accurate resource lists? How do you maintain relevancy in the
resource management space? How do large-scale operations manage it (i.e., Amazon)?

Trust. Trust and verification transcended all the focus areas suggested. How do we
determine verifiable sources? Trust varies by disaster conditions. For example, a
health/biological incident will focus on medical surveillance and accuracy of tracking of
patient accountability, whereas a terrorist attack will focus on intelligence and surveillance.

Human interaction. Beyond just the role of a human in the loop with Al, what about social
capital, social networks, and human intelligence? Studies show the broader your network,
the broader decision-making you will make (i.e., in a hurricane, people with more bridging
ties [known neighbors, etc.] evacuated earlier than those with only bonding ties [limited
personal contacts]).

3.6 Suggestions for Research to Enhance Information Sharing

Participants were invited to share thoughts or suggestions for research that could be applied to

enh

ance information sharing (e.g., technological, policy). Suggested focus areas included the

following:

Use of satellite imagery, sensing, and communication

Near-real-time forecasting for flooding, hurricanes, wildfires, etc.

Automation for relevant tasks

Navigating the nexus of human interaction, Al, and resource management
Al for planning, real-world scenarios, and training for realistic experience.

Al for saturation effect — Al to sort through the noise (i.e., data mining), reducing human
decision fatigue of trying to get the right information.

Resource management planning for just-in-time resources.

Trust in Al — Al can help with data crunch but how do we do that in a trusted platform?
As we increase information flow and capacity, consider the implications and opportunities:

What are the critical missions an EOC of the future must do?

What is the bandwidth of the human ability to receive information, process it, operate it,
push it out, and start over?

How long can EM personnel effectively process large amounts of information and what is
the diminishing return?

The structure of the EOC of Tomorrow will be varied. Each will have different infrastructure
capabilities and information will take on different challenges.

Is it fixed?

Key Insights



— Tactical?

— Mobile?

e Social sciences of how EM personnel really exchange information.
— What are the protocols?

— How do we make sure the right people have it?

¢ Building a common operating picture.

— How do we build a system, framework, structure, and means of displaying information that
will truly give us a national-level common operating picture applicable all the way to the
granular local level?

o Market research and guidance for emergency managers when buying a platform,
considerations for investments, best practices from across U.S.

— Where and what technology is being utilized to best effect?

3.7 Sources of Information

The state of information sharing extends beyond the walls of an EOC to include how EM
personnel commonly seek out information to inform their EOC operations and best practices. To
that end, interviewees were asked where they most commonly look for research and practitioner
news in their field. The most common response was peer networks and professional
organizations, including the following:

¢ National Emergency Management Association
e Peers in other states (personal networks)
e Conferences

¢ Online repositories such as the Harvard Global Crisis & Resilience Forum, Social Research
Science Network, ResearchGate, and Qeios.

4.0 Discussion

Collectively, EM personnel interviewed identified the following capability challenges and
opportunities facing information sharing and EM:

¢ Vetting and validating incoming information. The most cited challenge was vetting and
validating incoming information. Information may be raw or partially analyzed, but immediacy
is key for building a timely understanding of the emerging situation. Human-machine
interaction was cited as beneficial for handling information surges and enhancing decision-
making; however, trust for technology in decision-making remains a barrier.

e Resource management and situational awareness. Two information sharing tasks
suggested for potential improvement through Al, automation, or enhanced technology
included resource management and situational awareness, to include synthesizing and
summarizing information for distribution.

o Trust. Trust remains a persistently cited barrier to the use of Al, and the human interaction is
essential for managing mis/dis-information. Trust of public information is further undermined

Discussion



by the misuse of social media by trolls and bad actors, who disseminate misinformation that
mute official messages.

Integration and interoperability. Integration and interoperability issues persist because of the
numerous, disparate tools in place across agencies and jurisdictions that lack cross-
organizational coordination (whether due to technical, policy, or other constraints). While
WebEOC is common in the industry, users noted that each instantiation differs, and it is
unfeasible to replace at this time due to costs and adoption challenges. Several
interviewees encouraged that customization could improve its usability, but ultimately, they
desire a transition to more robust, cloud-based system.

Market research. There was a repeated emphasis on the need for research to inform
technology evaluation and investment. EM personnel need actionable, easy to use research
to guide investment decisions. EM personnel often lack the time and resources to lead such
in-depth market research. Additionally, the results of such evaluations should be broadly
shared with and easily accessible to the EM community.

Ultimately, with disasters increasing in frequency and intensity, interviewees emphasized that

the

future EOC most importantly needs to be adaptable—a mix of physical spaces, formats (in

person, virtual, hybrid), and capabilities. Ongoing research and outreach are critical for informed
technology evaluation and investment decisions to identify, vet, and implement solutions that fit

tomorrow’s challenges.

5.0 Next Steps

This task sought to elicit stakeholder input to better understand current practice of and
impediments to information sharing. Figure 3 highlights key priorities and needs for improving
information sharing as was discussed in eight interviews with EM personnel. The goal of this
inquiry was not to build consensus but rather broad exploration of the current state of practice,
capability needs and barriers to implementation, and validation of annotated bibliography
findings related to EM information sharing.

Insights from this task will guide future EMOTR outreach and elicitation efforts to further refine
priorities, technology gaps, and capability needs. Next steps include outreach to EM R&D
practitioners to review ongoing research programs, assess their effectiveness, identify gaps,
and connect with EM R&D stakeholders to foster community coordination around research
needs underrepresented in the current research ecosystem. The combined outputs of this
guided elicitation will help DHS S&T inform future research and investments.

Utilizing and
Enhancing

Overcoming Existing Exploring
Policy, Trust, Technology Al and
and Operational Innovative

Gaps and Solutions
Barriers

Improving fQ' Enabling
Resource / @\ Adaptable
Management H R EOCs of the
and Situational et Future
Awareness

Information
Sharing Capability
Needs

Figure 3. Information Sharing Capability Needs
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Appendix A- Interview Questions

Interview overview:
e 30 minutes
o Two people; one to lead discussion; other to capture and summarize interview input.

Interview Start: Provide a high-level summary of EMOTR and the overall objectives/outcomes
of the project and how this interview will fit into the greater context of the project.

Interview Questions:

1. Can you briefly describe your current role and how long you have been working in
emergency management?

2. For your role, how would you define information sharing?
o What kind of information is needed in real-time vs. what information is needed for
post-event reporting?

3. How is information shared — including both formal and informal channels?

Is the information best shared raw or would it benefit from some processing?
Who do you get information to and how? Do you have a process in place? Or not?
Once received — what the next step? (Tailor these questions — EM vs. Watch Center)
Lack of process?

Lack of means of sharing (impediments for logistics to provide information to others?)

O 0O 0 0 O

4. What capability gaps hinder your organization from information sharing?
o Do you see ways that tools or technologies might mitigate these issues?

5. What have you seen that works to establish effective, cross-jurisdictional, inter-
organizational, and cross platform linkages for information sharing and internal
coordination?

6. Can you talk about the interplay between information sharing and decision-making?
o pre-, during, and post-event?
o Are there specific capability needs in one (i.e., pre-) that you don’t have in other
parts of the event (i.e., post)?

Mid-Interview/Transition to Bibliography: Provide a short, couple of minute summary of the
annotated bibliography from a high level. Highlight the Clusters of Research below:

Publication counts per cluster.
o Social Media Data

o Machine Learning Models

o Optimization

o Wireless Sensors

o LTE

7. Validation Question: From what we’ve captured in the bibliography, what critical gaps
exist in our current research assessment that, if filled, could steer future research and

Appendix A



investment in a more informed and impactful direction?

8. What are your thoughts/suggestions for research that could be applied to enhance
information sharing — this could be technological, policy, or human factors?

If time permits:

9. What sources do you receive your information from? |Is there a specific Journal?

Appendix A

A2



Appendix B- Information Sharing Definitions

The following are EM personnel’s descriptions of “information sharing” shared during interviews:

Information sharing is bi-directional, with emergency managers receiving information from
the first responders, funneled up to state operations center, or bi-directional through Joint
information Center. Information flows down to local emergency managers and horizontally
out to the state and private sector citizens. Responders report known details to the best of
their ability in as real time as possible (i.e., attack vector, how many people, what resources
are on scene, are there causalities).

Information sharing is the data, information, and intelligence to make actionable decisions,
craft policy and strategic intent, and guide operational and tactical direction.

Information sharing is making sure whoever needs the information gets it. Protocols facilitate
movement of information between and across government, and recipients use information to
build a common operating picture.

Information sharing is creating situational awareness in whatever form that comes in (voice,
data, video).

Information sharing at the state level is situational awareness, trying to get good and
actionable information. Multiple levels of things are going on at the state level be clear on
incident support (local level, operational), give situational awareness to elected leaders and
Public Information Officers, coordinating resources, and talking to elected officials (i.e.,
declarations).

Information sharing is tiered (public, political, and first responder) and relies on timely,
accurate, actionable information to make good decisions, along with intuitive capabilities of
the emergency manager who understands their jurisdiction (based on after-action reviews,
etc.).

Information sharing for an emergency manager is a daily task of situational awareness.
They are the point-person to put information out to key staff who need to be informed for
decision-making and action. Make sure everyone involved in whatever scenario has
information to make operational and policy-level decisions. For a policy advisor, it is meeting
with directors and other leadership, and keeping them updated on trends and risks to
mitigate, react, and recover from situations.

Information sharing is horizontal and vertical—horizontal within an organization, such as a
peer to peer, and vertical, such as between management agencies (FEMA, local disaster
managers).

Appendix B
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About the Emergency Management of Tomorrow Research

The Department of Homeland Security (DHS) Science and Technology Directorate (S&T) is
partnering with Pacific Northwest National Laboratory (PNNL) to execute the Emergency
Management (EM) of Tomorrow Research (EMOTR) program to identify current EM research,
elicit capability needs from EM practitioners, and identify where technology, such as artificial
intelligence (Al), may benefit the future of EM and emergency operations centers. The project is
delivering a phased and iterative approach to inform future research, development, and
investments for the EM community.

This report details the methodology, analysis, and insights of interviews and focus groups
conducted as part of the task to elicit stakeholder input. Feedback from this task will help shape
future EMOTR research, analysis, and recommendations. To learn more about this task or
others within the EMOTR scope, contact emotr@pnnl.gov.

Elicitation of Al Research EOC of the
Stakeholder Landscape Future
Input Summary Research

EM R&D Communication EOC of the Future
Landscape and Stakeholder Recommendations
Assessment Engagement Report
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Summary

As a foundational component of the EMOTR program, PNNL conducted outreach to the EM
research and development community to establish a comprehensive understanding of ongoing
initiatives, existing capability gaps, unaddressed research endeavors, and the efficacy of
research in addressing EM needs. PNNL conducted interviews and focus groups connecting
with EM researchers and operational personnel nationwide. The following is a summary of
themes that emerged, highlighting the interdisciplinary nature of crisis informatics research, the
importance of addressing gaps in information dissemination and technology implementation,
and the need for human-centric approaches in EM.

Challenges

— Mis/disinformation on social media and information equity, agility, and integrity.

— Data integrity and network security concerns regarding Al/machine learning (ML)
applications for emergency responders.

— Gaps in human-centric research and needs of emergency response personnel.

Artificial Intelligence

— Need for Al and ML analysis for detecting a crisis and improving communication.

— Further exploration of Al applications in security, spectrum analysis, and network access.

— Need for human-in-the-loop systems and trust networks involving Al agents.

— Lack of access to and availability of data is a hindrance in using Al in EM, particularly in the
private sector where data access is tightly controlled, limiting the ability to leverage Al for
response efforts.

Emergency Operations Center Evolutions

— Need to integrate social media analytics and Al for crisis detection and response.

— Emphasis on expanding common operating pictures, zero trust architecture, and cloud
solutions.

— Need to integrate a blend of in-person, virtual, and hybrid operations to be adaptable to
diverse disaster scenarios and enhance response effectiveness.
Future Trends and Opportunities

— Further exploration is needed of emerging technologies such as Al/ML, cloud solutions, and
unmanned aerial systems for emergency response.

— Importance placed on the integration of cybersecurity in emerging systems.

— Need for improved testing mechanisms, particularly in real emergency scenarios.

These themes emerged repeatedly during discussions, highlighting their significance in the EM
R&D community. This report summarizes PNNL’s overall approach, outcomes, and analysis of

the interviews. This information aims to assist DHS S&T in making informed decisions for future
EM R&D.

Summary



Acronyms and Abbreviations

Al
DHS
DOE
EM
EMOTR
EMS
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FEMA
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NASA
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PR
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S&T

Acronyms and Abbreviations

Artificial Intelligence

Department of Homeland Security

Department of Energy

Emergency Management

Emergency Management of Tomorrow Research
Emergency Medical Services

Emergency Operations Center

Federal Emergency Management Agency
Machine Learning

National Aeronautics and Space Administration
Office of Emergency Management

Pacific Northwest National Laboratory
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1.0 Introduction

As part of the Emergency Management (EM) of Tomorrow Research Program (EMOTR),
sponsored by the Department of Homeland Security (DHS) Science and Technology Directorate
(S&T), Pacific Northwest National Laboratory (PNNL) is leading a three-part task to elicit input
from both the EM stakeholder and research and development (R&D) communities in a
collaborative and interactive way. Task 3, " Elicit Emergency Management Stakeholder Input,”
comprises three sub-tasks implementing structured engagements:

— Task 3A, “Current State of Practice: Emergency
Management Information Sharing,” developed a
baseline understanding of current practice and
impediments to information sharing.

— Task 3B, “Emergency Management Research
and Development Community Awareness,” Interoperability
conducted outreach to the EM R&D community to
establish a comprehensive understanding of
ongoing initiatives, existing capability gaps,
unaddressed research endeavors, and the

efficacy of research in addressing EM needs. Standards
— Task 3C, “Emergency Management Research

and Development Community Coordination,” Emergency

fostered a dialogue with EM R&D stakeholders to Management

encourage collaboration, increase transparency, Research and

reduce overlaps, and increase overall efficiency Development

of research investments in EM. Community

Awareness

Task 3 engagements took the form of interviews, :
roundtables, and focus groups. These engagements Ent(:)rprlse
were guided by previous and concurrent EMOTR Architecture

tasks designed to assess current research in EM,
elicit capability needs from EM practitioners, and
identify where technology, such as artificial
intelligence (Al), may benefit the future of EM and Transition
emergency operations centers (EOCs). Together, Impediments
EMOTR outreach tasks are eliciting, analyzing, and
summarizing EM R&D needs and priorities as
defined by EM practitioners and will be followed by
suggestions for areas of research underrepresented
in the current research ecosystem that are fit for EM Figure 4. EMOTR Task 3B engages the

community awareness. EM R&D community to build
awareness of and better

This report summarizes Task 3B, “Emergency understand capability needs in key

Management Research and Development aspects of technology

Community Awareness.” The results of tasks 3A and development, including

3C are available in separate reports available by interoperability, standards,

request to emotr@pnnl.gov. enterprise architecture, and

transition impediments.
Task 3B sought to collect individual stakeholder input

via interviews and focus groups (in-person and
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virtual) to develop a baseline understanding of the ongoing research efforts within the EM R&D
community. This task sought to validate findings from the EMOTR Task 2 Landscape
Assessment’ of EM research and elicit technology gaps and capability needs from the EM
community using a structured elicitation approach. Stakeholders for this task included EM R&D
personnel representing government and academic research institutions and operational
personnel from private and public EM organizations This report summarizes the stakeholder
input, including capability gaps, barriers, and suggestions for future R&D, in the areas of
interoperability, standards, enterprise architecture, and transition impediments (Figure 1).

2.0 Methodology

PNNL leveraged best practices from its First Responder Roadmap Project,? where the team
developed a formal methodology for stakeholder engagement and expert elicitation. PNNL led
technology visioning exercises to elicit feedback from the EM R&D community regarding the
current state of EM research programs and their effectiveness.

The goal of connecting with the EM R&D community was to build a baseline understanding of
the current efforts of the research community, identify capability needs, and validate previous
EMOTR findings. PNNL leveraged the EMOTR Task 2 Landscape Assessment to identify
existing research programs and identify experts whose research aligned with EMOTR areas of
interest.

2.1 Protocol

PNNL developed an interview protocol to provide a structured framework for consistent
information gathering, maintaining alignment with the overall project objectives while allowing for
in-depth exploration of relevant topics. The interview protocol consisted of a suite of questions
targeting the effectiveness of current research programs, assessing their effectiveness, and
identifying gaps and potential research areas warranting further consideration (See Protocol in
Appendix A). One-on-one interviews with technical researchers were crucial to gaining an in-
depth understanding of their research within the context of EM. Using a structured set of
questions, these interviews provided valuable insights into the theoretical frameworks,
methodologies, and potential applications of their work in real-world emergency scenarios.
Additionally, conducting focus groups with operational practitioners served to validate and
contextualize the findings from the interviews. By involving those directly serving in EM
operations, the interviews and focus groups explored how identified research efforts align with
practical needs and can effectively address challenges faced in the field. This comprehensive
approach identified gaps in current research and made practitioners aware of the current state
of EM research, which can ultimately lead to more effective EM strategies and solutions.

Interviews were conducted via teleconference with the EM R&D interviewee, PNNL EMOTR
task lead, and PNNL note-taker. Interview content is summarized in this report without
attribution to facilitate a more open conversation.

' Sleiman, C., Thomas, K., Gray, J. Schroeder, J., Disney, M., Alsabagh, H., Ortega, S., Bartholomew, R.,
Lesperance, A. (2024). “Emergency Management of Tomorrow Research Landscape Assessment.”
Pacific Northwest National Laboratory. PNNL-35649

2 Funded by DHS S&T in fiscal year 2024, the First Responder Capability Roadmap connected with first
responders nationwide to understand their capability needs and create an actionable framework for
strengthening capabilities and technology.
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Additionally, PNNL conducted two focus groups in February 2024 with representatives from city,
county, state, and private EM organizations:

¢ An in-person focus group convened in Boulder, Colorado. The event facilitated face-to-face
interactions with structured discussions moderated by experienced facilitators and fostered
a conducive environment for open dialogue.

e Avirtual focus group leveraged online platforms and video conferencing tools to enable
remote participation from geographically dispersed stakeholders. The virtual session
maintained a similar level of engagement and interaction as in-person meetings, with
participants joining from various locations via their electronic devices.

Each focus group was asked to respond to eight questions, covering the EMOTR themes of
interoperability, standards, systems architecture, and transition challenges. Detailed protocols
for the in-person and virtual focus groups are in Appendix B and Appendix C, respectively.

2.2 Stakeholders

With a clear focus on engaging stakeholders from diverse geographical areas, PNNL
orchestrated targeted outreach efforts for both a local and national audience. Stakeholders for
this task included EM R&D personnel such as representatives from government and academic
research institutions and city, county, state, and private EM organizations across the United
States. Leveraging relationships cultivated over time along with new partnerships established at
conferences or through grassroots connections made during previous EMOTR tasks, PNNL
reached out to key stakeholders to disseminate information about the focus group, inviting
participation from individuals and organizations invested in the local and national EM
community.

2.21 EM R&D Interviewees

A guiding source for PNNL'’s outreach to the EM R&D community was the EMOTR Task 2
Landscape Assessment, which is available separately from this report. Analysis of the
assessment findings allowed PNNL to identify current research initiatives and EM R&D
researchers relevant to the EM mission and of potential interest for this elicitation task. The
research clusters derived from the Task 2 Landscape Assessment (Figure 2) informed the
strategic selection of participants whose research aligned closely with these predominant
categories. This approach facilitated a targeted identification of experts whose work intersected
with the areas of interest relevant to the EM mission.

' Sleiman, C., Thomas, K., Gray, J. Schroeder, J., Disney, M., Alsabagh, H., Ortega, S., Bartholomew, R.,
Lesperance, A. (2024). “Emergency Management of Tomorrow Research Landscape Assessment.”
Pacific Northwest National Laboratory. PNNL-35649
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Social Media Data
COVID-13 Pandemic
Robot, Autonomous, Radiation
Response Processes
Unmanned Aerial Vehicles
Machine Learning Models
Flood Risk

Satellite Images

Urban Planning
Community Resilience
Video Analytics
Response Training

Indoor Environments

LTE

Optimization Problem
Wireless Sensor

EMS Protocol

Smart City

Road Network

Security Solutions

Figure 5. Top Research Clusters from EMOTR Landscape Assessment
2.2.2 Focus Group Participants

To identify focus group participants, PNNL leveraged long-standing relationships with the EM
community via previous research and outreach efforts for DHS S&T collaborations and via the
Northwest Regional Technology Center." PNNL strategically leveraged attendance at
conferences such as the International Association of Emergency Managers and the National
Homeland Security Conference to establish connections within the EM space. Ultimately, PNNL
identified 23 operational stakeholders within academia, the public sector, and the private sector
dispersed throughout the nation.

2.2.3 Nationwide Outreach

Together, interviewees and focus group participants (in person and virtual) hailed from the
following universities and research organizations across the nation (Figure 3):

Universities:
e Carnegie Mellon University Federal Government:
e George Mason University ¢ |daho National Laboratory
e Indiana University ¢ National Aeronautics and Space
e Kansas State University Administration (NASA)
e University of Colorado Office of EM . .

(OEM) Private Corporations:
e University of Florida e (Cascadia Region Earthquake
e University of Wisconsin — Madison Workgroup

Vanderbilt University — Institute for ¢ Moderna

Software Integrated Systems Cities:

e Arvada, CO

" PNNL stewards the Northwest Regional Technology Center, a virtual center enabling homeland security
solutions through outreach to emergency responder communities, federal, state, and local agencies, and
private sector stakeholders. Learn more at http://www.pnnl.gover/projects/nwrtc.

Methodology


http://www.pnnl.gover/projects/nwrtc

e Broomfield, CO e Weld County, CO
e Boulder, CO
e Denver, CO State Organizations:
e Seattle, WA e California Governor's Office of
e Thornton, CO Emergency Services
e Colorado Department of Transportation
Counties: EM
e Arapahoe County, CO e Colorado OEM
e Boulder County, CO e Colorado State Fire Chiefs Association
e Hamilton County, OH ¢ North Central Region Healthcare
e Larimer County, CO Coalition EM Program
e Sacramento County, CA

Figure 6. PNNL interviewed EM R&D stakeholders from across the nation in a series of
structured interviews and focus groups.

PNNL's outreach approach combined targeted engagement with broader dissemination efforts,
pursuing inclusivity and diversity. By harnessing the power of conferences and long-standing
connections, PNNL effectively facilitated dialogue and collaboration among stakeholders,
ultimately enriching the research process and driving meaningful outcomes.

2.3 Definitions

Four focus areas—transition impediments, system architectures, interoperability, and
standards—were outlined as priorities for input by DHS S&T to guide EMOTR outreach and
maintain consistency across discussions, PNNL utilized DHS S&T’s existing resources to
establish definitions for the key terms:

Methodology



o Transition Impediments: Encompasses the challenges and barriers associated with
deploying new technology and arising from the integration of new systems or platforms,
leading to compatibility issues or disruptions to the current infrastructure.

o System Architectures: Outlines the organizational structure, relationships, and workflows
to effectively align resources and capabilities through integrated, multidisciplinary analysis
focused on improving interoperability, promoting industry standards, and minimizing the
impacts of transition impediments.

¢ Interoperability: Highlights the capability of systems, technologies, and processes to
seamlessly communicate, share information, and integrate into existing infrastructure for
effective collaboration across diverse entities and platforms.

¢ Standards: Encompasses established formal and vetted protocols and guidelines that
enable consistency and interoperability across various EM and response aspects.

2.4 Limitations

To maintain compliance with the Paperwork Reduction Act' to minimize the burden from the
collection of information, interviews were limited to no more than nine stakeholders engaging in
EM R&D. Furthermore, the interviews were not meant to achieve consensus from stakeholders
but rather to elicit feedback from a broad array of EM R&D personnel to inform future research
and investment.

To allow for engagement by a geographically distributed group of stakeholders, PNNL also held
a virtual focus group in addition to the in-person focus group in Boulder, Colorado. While the
virtual option may have presented limitations to engagement due to potential technological
barriers and the lack of face-to-face interaction, it ultimately allowed PNNL to reach a broader
audience. By eliminating geographical constraints and accommodating the busy schedules of
stakeholders, the virtual format facilitated participation from individuals who might have
otherwise been unable to attend in person. Despite the challenges, the virtual approach
expanded the scope of outreach, enabling the team to gather insights from a diverse range of
EM R&D stakeholders. Lastly, interviews were scheduled for 30 minutes to make the best use
of participants’ valuable time and limited availability.

3.0 Summary of Interviews

The following section provides a summary of insights from the outreach conducted to the EM
R&D community. Inputs and analyses are included without attribution of individuals to maintain
anonymity.

3.1 Research and Development Activities: Feedback from
Researchers

The following is a summary of key insights garnered from interviews with researchers
conducting EM R&D at leading research institutions with relevance to the EMOTR mission

" DHS. 2022. Paperwork Reduction Act Burden Reduction Initiative.
https://www.dhs.gov/sites/default/files/2022-
05/Burden_Reduction_Initiative_Memo_Final%20PDF %20CI0%20signed.pdf
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space. PNNL selected researchers based on relevance in the EMOTR Task 2 Landscape
Assessment findings and via grassroots networking during other EMOTR outreach.

3.1.1 Idaho National Laboratory

The current research focuses on wireless communications, with a particular emphasis on 5G
technology, millimeter wave applications, and communications security. Key trends identified
include the prioritization of maximizing coverage and security for first responders, as well as the
encouragement of open systems at the national level. Research endeavors aim to enhance
communications and security for emergency responders, with a specific focus on addressing
gaps in securely utilizing 5G. Al and machine learning (ML) are being explored to reinforce
security measures and optimize spectrum usage, potentially aiding in identifying and mitigating
network interference. Key research priorities for the next decade include enhancing
communications systems for first responders, conducting applied research for security, and
anticipating and addressing emerging threats through scenario-based approaches.

3.1.2 National Aeronautics and Space Administration

As a government agency operating under the jurisdiction of the U.S. federal government, NASA
plays a role in advancing scientific knowledge, technological innovation, and space exploration
for the benefit of the public and the advancement of society. PNNL interviewed EM practitioners
from NASA to gain insights into their contributions to EM R&D. Below are key focus areas of the
discussion:

o NASA is adapting its technology to support emergency response efforts and aims to
facilitate operational testing of its innovations.

e They fund small businesses working on applicable technologies through Small Business
Innovation Research programs and collaborate with public and private entities.

e Operating within the Technology Readiness Level 4-6 range, NASA conducts nationwide
workshops, addressing cascading disasters as future challenges.

e The "valley of death" between research and operational use, cybersecurity concerns, and
data integration issues persist.

e They are working on projects like Open Data Integration and Advanced Capabilities for
Emergency Response Operations to integrate data and guide aircraft usage during
emergencies, focusing initially on wildfires and subsequently on hurricanes and other
hazards.

3.1.3  Carnegie Mellon University

Researchers in the Carnegie Melon University Software Engineering Institute within the
Computer Engineering Response Team Division's Monitoring and Response Directorate apply
architecture-centric approaches to systems-of-systems to analyze and identify potential risks to
improve their cybersecurity posture. The group manages situational awareness within the
division, emphasizing security aspects of zero trust and designing systems to identify concerns
and enhance risk assessments. Trends highlighted included zero trust and cloud technology,
while research gaps focused on behavior analytics and trust in change, specifically the
integration of Al in security strategies and cloud environments.

Summary of Interviews



3.1.4 George Mason University

PNNL engaged with the Humanitarian Informatics Lab within the Department of Information
Sciences and Technology at George Mason University, a research institution at the forefront of
exploring various aspects of EM, including data integration, public education, risk perception,
and the application of emerging technology. Below are key focus areas of the discussion:

e The researchers are focused on Al/ML pipelines to filter social media information and
improve accessibility to relevant data.

¢ The identified gaps include policy issues, public perception challenges, and social-technical
hurdles surrounding Al/ML applications, with a notable disconnect between social/behavioral
research and data integration efforts in EM.

e The research aims to close gaps in understanding public behavior and perception of risk
while leveraging technology to enhance decision support systems.

e The recommendations include enhancing community connections, fostering partnerships,
and bridging the gap between research and operations.

e The priorities for future research include data integration, early warning systems, and
understanding the dynamics of emerging threats.

e The research aims to contribute to more effective and informed EM strategies through
interdisciplinary collaboration, technology integration, and community engagement.

3.1.5 Indiana University

Discussions with the University of Indiana's Crisis Technologies Innovation Laboratory unveiled
a notable disparity between the advanced technological tools utilized in informatics work and the
resources accessible within EOCs. From these conversations, key themes emerged,
emphasizing the critical requirement for customizable information and automation tools to aid
emergency managers in streamlining data organization. Moreover, discussions highlighted
significant challenges in information management within EOCs, underscoring the critical
necessity for intermediary systems. These systems are essential to facilitate the smooth
dissemination of vital information across all phases of EM, ensuring that relevant data reaches
decision-makers promptly and accurately. Below are key focus areas of the discussion:

e Evaluate options for innovative designs for EOCs, considering how technology and
infrastructure can be optimized to enhance operational effectiveness.

o Optimize redundancy strategies, such that backup systems and processes are robust and
reliable, thereby minimizing the risk of failure during critical moments.

¢ Develop comprehensive training programs tailored for emergency managers. These
programs should equip them with the skills and knowledge to navigate traditional and
emerging threats, enabling a proactive and effective response to any crisis.

3.1.6  University of Florida

Discussions with the University of Florida's Department of Urban and Regional Planning
primarily focused on urban resilience and crisis informatics to understand the current R&D
initiatives in EM. The department's work delves into integrating risk and crisis communication
within EM, employing a bottom-up approach by analyzing online user responses to disasters
and emergencies reported on social media platforms such as Twitter. This interdisciplinary
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research aims to develop simulations, ML predictions, and culturally relevant risk
communication strategies. Identified trends in research include urban resilience, crisis
informatics, and ongoing efforts to combat misinformation on social media during crises. Gaps
in information equity, agility, and integrity emphasize the need for improved warning and risk
information delivery formats and content to reduce misinformation. Additionally, challenges in
testing concepts were mentioned, highlighting the need for pilot platforms such as tabletop
exercises to test EM strategies. Regarding future research priorities, enhancing information
equity, agility, and integrity remain a key focus, along with exploring emerging trends such as
augmented reality/virtual reality for risk communication and scenario simulation for emergency
response preparedness.

3.1.7  University of Wisconsin — Madison

The discussion with the University of Wisconsin—-Madison emphasized the importance of
human-centric research in understanding the needs of emergency response personnel.
Collaborating with professionals in the field emerged as a vital approach to developing or
enhancing technologies for EM. Ongoing projects focus on the future of work in Al and
integrating new technologies into emergency response scenarios. Areas for future research
include human performance under extreme conditions and human-centered Al training for
emergency responders. Challenges in seamlessly integrating humans with technology,
particularly in high-stress environments like EOCs, were highlighted. Additionally, understanding
human-Al interactions and trust dynamics within emergency response teams emerged as critical
areas for future research. Overall, the conversation emphasized the multidisciplinary nature of
EM research and the need to address the human-centric approach alongside technological
advancements.

3.1.8  Vanderbilt University

The discussion with Vanderbilt University highlighted the importance of leveraging Al to
enhance EM, particularly in the context of 9-1-1 and 3-1-1 phone calls. The School of
Engineering aims to address various challenges in labor shortages, mental health support
during emergency calls, and efficient resource allocation. Projects include automating non-
emergency 3-1-1 calls and assisting call takers in dispatch decisions. They are also interested

in integrating Al into emergency communication workflows and improving situational awareness
through technologies like drones. Research in generative Al is also a priority for enhancing
EOCs by leveraging large language models for prediction tasks. Generative Al models, such as
GPT (Generative Pre-trained Transformer), have demonstrated remarkable capabilities in
understanding and generating human-like text based on input prompts. In an EOC setting, these
models can analyze vast amounts of textual data, including incident reports, social media
updates, and news articles, to generate predictive insights regarding potential hazards, resource
needs, and community response frameworks. By training these models on historical data and
continuously updating them with real-time information, EOCs can improve their situational
awareness, anticipate emerging threats, and make more informed decisions. Moreover,
generative Al can assist in automating routine tasks, such as drafting incident reports or
updating stakeholders, allowing emergency responders to focus on critical decision-making and
resource allocation.

3.1.9 Kansas State University

Discussions with Kansas State University's National Agricultural Biosecurity Center highlighted
challenges emergency managers face in response to agricultural disasters and animal disease

Summary of Interviews



outbreaks. Unlike traditional rapid-response scenarios, these emergencies unfold over longer
time scales, requiring a shift in preparedness and response strategies. Key challenges include
resource management, continuity of business operations, and managing routes for animal
movement during crises. Bridging the gap between traditional emergency responders and
agricultural personnel is essential, highlighting the importance of education and training
initiatives that integrate Incident Command System principles with farming practices. However,
access to crucial data remains a significant barrier, particularly in industries like poultry farming,
hindering efforts to leverage Al for emergency response. Future research priorities include
improving biological threat surveillance systems, understanding the impact of natural disasters,
and enhancing response capabilities for emerging threats in cyberbiosecurity.

In exploring diverse research initiatives across various institutions, several key themes and
approaches have emerged, underscoring the dynamic landscape of EM and the multifaceted
challenges it entails. From leveraging cutting-edge technologies like Al to addressing labor
shortages and enhancing situational awareness in emergency communication workflows, to the
imperative need for customizable information and automation tools within EOCs, the interviews
reflected a comprehensive effort to enhance preparedness and response capabilities. Novel
approaches such as integrating risk communication within social media platforms and
employing generative Al models for predictive analytics demonstrate a forward-looking
approach to addressing emerging threats and enabling resilient crisis management frameworks.
Furthermore, the emphasis on interdisciplinary collaboration, community engagement, and
bridging the gap between research and operational personnel underscores a holistic approach
to the future of EM. As emergency managers continue to navigate the evolving risk landscapes
and increasingly complex scenarios, these concerted efforts reflect a commitment to innovation,
adaptability, and resilience that forms the foundation of effective EM strategies.

3.2 Effectiveness of Technology: Feedback from Emergency
Managers and Operators

The following is a summary of the focus groups conducted with EM operational personnel.
PNNL conducted two focus groups, one in person in Boulder, Colorado, with more than 15
participants from cities, counties, and the state of Colorado, and the other virtual, conducted via
Microsoft Teams, with seven participants from private organizations, cities, and states from
throughout the country. Both focus groups leveraged in-person and virtual collaboration tools
that offered advantages in terms of accessibility and inclusivity, allowing a diverse range of
stakeholders to contribute to the discussion and provide valuable insights on research strategies
and potential solutions for enhancing EM capabilities (Figure 4). EM personnel participated in a
guided, collaborative discussion that sought to determine the effectiveness of current research
in closing EM capability gaps in consideration of interoperability, standards, enterprise
architecture, and transition impediments.

Summary of Interviews 10



Figure 7. Representative activities from both the in-person (A) and virtual (B) focus groups.
Figure 4A highlights participant interaction at the in-person focus group held in
Boulder, Colorado. Figure 4B highlights Mural, an online collaboration tool that PNNL
used to capture input and facilitate discussion during the virtual focus group.

3.21 In-Person Focus Group

In Boulder, Colorado, PNNL co-hosted an in-person focus group with the Office of Disaster
Management for the City of Boulder and Boulder County for operational EM personnel to
evaluate the efficacy of existing research in addressing capability gaps within EM. Throughout
four rounds of guided collaboration, participants in each group discussed their contributions to
the questions addressing interoperability, standards, enterprise architecture, and transition
impediments. Following each discussion, the large group collectively reviewed and discussed
the key takeaways such that insights were captured and understood. Key points from each
round of collaboration are summarized in Tables 1-4. Detailed in-person focus group protocols
are available in Appendix B.

Table 1. Key Takeaways from Focus Group Round One
Debate on Participants were divided regarding the necessity of standardization,
Standardization with some advocating for it while others opposed it.

Despite the abundance of available technology, focus group participants

Technolo
o4 cited persistent issues with interoperability, cost, and licensing.

Interoperability

Participants cited concern that technology can overwhelm operations,

Concerns about ) X g )
leading to the creation of an "Office of Everything."

Technology Overload

EOCs should have stand-alone cyber capabilities rather than relying

Stand-alone Cyber
solely on an Emergency Manager.

Capability

Summary of Interviews
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Table 2. Key Takeaways from Focus Group Round Two

Focus Group Round Two Takeaways

Participants suggested the use of low-orbit/low-satellite imagery in EM to
Low-Orbit Satellite aid in disaster assessment, search and rescue operations, evacuation
Imagery route monitoring, damage assessment, early warning systems, and
environmental monitoring.

Trust issues persist regarding emerging technology, specifically Al, and
Trust Challenges the necessity for policies and products to address it while also
considering potential misuse by bad actors.

Participants highlighted the difficulty of integrating software with existing
Integration Challenges tools and emphasized the importance of password management and
future skills development.

Increased advocacy is needed for developing standards for
interoperability and adopting a regional, county-wide approach for data-
sharing and Al agreements.

Importance of Standards
and Regional Approaches

Table 3. Key Takeaways from Focus Group Round Three

Focus Group Round Three Takeaways

EOC Constraints EM is stretched thin, Wllth EOCs often managing multiple simultaneous
responses and recoveries.

Technology Impact on Implementing new technology may push EOCs beyond their intended

EOCs capacities.

Innovative Training Creative training methods can be explored for EOC personnel, such as

Methods utilizing holograms for historical fire training.

Call for Increased Increased federal investment could enable the development, testing, and

Federal Investment deployment of technology solutions at the local level.

Table 4. Key Takeaways Regarding Applications for Al (Rounds One, Two, and Three)

Applications for Al (Rounds One, Two, and Three) Takeaways

Situation Reports Al can aid in planning by generating situation reports.

Exercise Development Al can assist in building exercises and injects for training scenarios.

Al has potential applications in predictive analytics for emergency

Predictive Analytics .
response planning.

3.2.2 \Virtual Focus Group

In addition to the in-person focus group, PNNL organized a virtual focus group with operational
EM personnel to assess the effectiveness of current research in addressing EM capability gaps,
focusing on interoperability, standards, enterprise architecture, and transition impediments.
Detailed virtual focus group protocols are available in Appendix C. Table 1 summarizes key
areas and opportunities identified during the virtual focus group.

Summary of Interviews



Table 2. Key Takeaways from the Virtual Focus Group

Virtual Focus Group Takeaways

e Participants emphasized the importance of understanding human-

Emphasis on Social centric approaches in EM.

Science in EM e Validating Al was discussed regarding understanding and
predicting human behavior during emergencies.

e Participants discussed various applications of Al in EM, including
emergency communications, providing information to first

Utilization of Al in EM responders, deconfliction of documents, and reconciling data.

e Al could be a tool to bridge the gap between technological
advancements and practical application in emergencies.

e Challenges included policy, privacy concerns, integration, and
interoperability issues.

e Better collaboration between researchers, operators, and funding
sources could benefit the effective integration of new technologies.

e Suggestions included reducing repetitive tasks, showcasing data to
demonstrate value, providing adequate training, and building trust
in new technologies among the public.

e Difficulties in interoperability during response and recovery were
highlighted, such as translation issues and disconnect between
stakeholders.

e Recommendations included using open standards and licensing to
improve interoperability and information sharing.

e Research areas discussed included community resilience,
social/behavioral influences, risk modeling, and improving
communication and data integration.

e Participants expressed a need for continued focus on
understanding human behavior, improving technology integration,
and enhancing public trust in emergency information.

Challenges and
Opportunities in
Integrating Technology

Improving Adoption of
New Technology

Interoperability Challenges
and Solutions

Future Directions in EM
Research

3.2.3 Focus Group Prioritization

Following the in-person and virtual focus group sessions, participants engaged in providing real-
time feedback, prioritizing key areas of research for future investment and exploration. The top-

ranked research areas identified during these discussions encompassed a wide range of critical
topics, including:

¢ Different Model for EOC Management (All Mission Areas) - Participants emphasized the
need for a departure from conventional command and control methodologies toward more
innovative models capable of addressing all mission areas effectively. This transition aligns
with broader efforts to enhance the resilience and adaptability of EM systems.

¢ Change from Surge Concept to Core Division of Government — Participants concurred
regarding the need to transform the surge concept into an integral component of
governmental divisions. This transition underscores the importance of embedding resilience
and preparedness measures as fundamental elements within government structures.

o Augmented Reality/Virtual Reality Capabilities - The exploration of augmented reality
and virtual reality technologies emerged as a priority for enhancing emergency response
capabilities. Integrating augmented reality and virtual reality into training programs and
operational procedures can provide immersive, realistic simulations to facilitate better
decision-making and preparedness.

Summary of Interviews



o Systems Integration (Systems-of-Systems) - Addressing the complexities of modern
emergencies requires a comprehensive approach to systems integration. Participants
stressed the importance of developing interconnected systems-of-systems to streamline
information sharing, coordination, and resource allocation across various response agencies
and stakeholders.

¢ Low-Orbit Space Satellites - Participants highlighted the potential of low-orbit space
satellites for enhancing communication and situational awareness during emergencies.
Moving away from reliance on terrestrial towers can improve resilience and coverage,
especially in remote or disaster-affected areas.

o EM Staffing, IT Core Group for Al/Cybersecurity in EM - Recognizing the evolving nature
of emergencies and technology, participants underscored the importance of staffing EM
agencies with dedicated IT core groups focusing on Al and cybersecurity. This ensures
proactive measures to address emerging threats and leverage technological advancements
effectively.

¢ Develop New Operational Planning Model - Participants advocated for the development
of innovative operational planning models tailored to contemporary EM challenges. This
includes incorporating dynamic factors such as cascading events, critical thinking, and
ethical considerations into planning processes.

e County-wide Agreement with Municipalities, Private, and Public Sectors - Establishing
county-wide agreements encompassing municipalities, private entities, and public sectors
emerged as a critical priority. Such agreements facilitate seamless coordination, resource
sharing, and collaboration across jurisdictional boundaries during emergencies.

e Redefine the National Preparedness Goal’s 32 Core Capabilities' - Participants
suggested revisiting and redefining the existing core capabilities framework to better align
with evolving EM paradigms and challenges. This entails identifying and prioritizing
capabilities essential for modern emergency response and preparedness.

¢ Address Ethical Challenges and Standards Driving Al Policy and Processes -
Acknowledging the growing role of Al in EM, participants emphasized the need to address
ethical challenges and establish standards guiding Al usage. This supports responsible and
ethical deployment of Al technologies in decision-making processes.

¢ System Design Management - Enhancing system design management emerged as crucial
for optimizing the efficiency and effectiveness of EM systems. This includes designing
systems that are adaptable, resilient, and capable of addressing evolving threats and
challenges.

By prioritizing these research areas and suggestions, stakeholders hope to influence the
advancement of the capabilities and resilience of EM systems, ensuring better preparedness
and response to future crises. Additionally, participants unanimously agreed that the efficacy of
ongoing research efforts is not the primary concern. Instead, the prevailing challenge lies in
enabling accessibility and awareness of the research community's findings to facilitate the
development of practical tools applicable in real-world scenarios rather than remaining solely
theoretical. The top categories outlined in the Task 2 Landscape Assessment received
concurrence among operational personnel, aligning with the key areas they prioritize for future
research endeavors.

" FEMA. Mission Areas and Core Capabilities. https://www.fema.gov/emergency-managers/national-
preparedness/mission-core-capabilities
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4.0 Key Insights

Collectively, research and operational personnel interviewed and who participated in the in-
person and virtual focus groups identified the following potential opportunities for future R&D
efforts:

¢ Integration of Emerging Technology - Technology advancements, particularly in Al, data
analytics, and remote sensing, offer promising avenues for enhancing decision-making
workflows during emergencies. Developing Al-driven decision support systems tailored to
specific contexts can provide real-time insights, enabling practitioners to make more
informed and timely decisions in dynamic crises. Furthermore, the integration of Al and
emerging technologies such as drones, Internet-of-Things sensors, and satellite imagery
can significantly improve situational awareness and facilitate rapid assessment of disaster
impacts, thus improving response coordination and resource allocation.

e Update Frameworks and Protocols - Refining interdisciplinary frameworks and legacy
protocols to promote collaboration among diverse stakeholders, including government
agencies, nonprofit organizations, private sector entities, and local communities. Legacy EM
protocols require updating due to evolving societal dynamics, technological advancements,
and emerging threats. The traditional one-size-fits-all approach may not adequately address
the complexities of modern hazards, such as cyberattacks, climate change-induced
disasters, and pandemics.

e Focus on Scalability and Adaptability - Potential research endeavors should prioritize the
development of adaptable and scalable EM strategies to be responsive to evolving threats,
demographic shifts, and climate change impacts. This involves conducting scenario-based
planning exercises, modeling complex systems dynamics, and integrating scenario
forecasting techniques to anticipate emerging risks and vulnerabilities.

¢ Enable Human-Centric Approaches - The human-centric approach of emergency
managers during emergencies should investigate the psychological impacts of high-stress
situations, including decision-making under pressure and coping mechanisms, while
examining the role of communication, leadership styles, and organizational dynamics in
effective crisis management. Additionally, research should explore the influence of external
pressures, such as political considerations, public expectations, and the importance of
diversity, equity, and inclusion in EM leadership. By addressing these areas, researchers
can provide valuable insights into the complexities of EM decision-making and develop
evidence-based strategies to enhance the resilience and effectiveness of emergency
response efforts.

5.0 Conclusion

Across the EMOTR Task 3B interviews and in-person and virtual focus groups, research and
operational personnel engaged in discussions regarding the effectiveness of current research
and explored future opportunities to close the EM capability gaps, with a focus on
interoperability, standards, enterprise architecture, and transition impediments. Key insights,
priorities, and recommendations from their feedback are as follows:

¢ Transition Impediments - To overcome technology transition impediments when
implementing new technologies such as Al, data analytics, and remote sensing in EM,
comprehensive training and education programs should be required for personnel. These
programs help emergency managers and responders build the necessary skills to use the
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technology in dynamic crises. Pilot programs and testing before full-scale deployment allow
for potential issues to arise early on, enabling adjustments to better align with operational
needs. Collaboration with technology developers, research institutions, and stakeholders
provides valuable resources and expertise, facilitating successful integration. Flexibility and
adaptability are crucial as technology evolves rapidly, requiring emergency managers to
remain open to new advancements and adjust strategies accordingly. Additionally,
community engagement, transparent communication, and federal support concerning the
benefits and usage of technologies foster trust and acceptance among stakeholders.

Enterprise Architecture - Future R&D efforts in enterprise architecture for EM can explore
several avenues to address capability gaps and enhance response capabilities. Integrating
emerging technologies such as cloud computing, Internet of Things, and big data analytics
into the architecture framework can facilitate real-time data collection, analysis, and
decision-making processes. Additionally, research is needed to inform interoperable
standards that promote seamless integration and communication among diverse systems
and stakeholders. Exploring the application of Al/ML algorithms within the architecture can
enhance predictive capabilities, optimize resource allocation, and improve overall response
coordination.

Interoperability - Future R&D efforts focused on interoperability for EM hold significant
promise in addressing capability gaps and enhancing overall response effectiveness. One
key area of exploration involves advancing interoperable communication systems and data
exchange platforms tailored to the dynamic needs of emergency responders. Developing
standardized protocols and technologies that enable seamless information sharing among
diverse agencies and jurisdictions can facilitate more efficient coordination and decision-
making during crises. Additionally, research is needed into interoperable Geographic
Information Systems tools, which can integrate spatial data from multiple sources to provide
comprehensive situational awareness and support resource allocation efforts. Finally,
exploring innovative training programs and exercises designed to enhance interoperability
among multidisciplinary response teams can help refine operational procedures and foster a
culture of collaboration.

Standards - Future R&D of standards holds immense potential for addressing capability
gaps in EM. One critical area for exploration is the integration of emerging technologies,
such as Al, ML, and unmanned aerial vehicles, into existing emergency response systems.
Research can focus on developing standardized protocols for using these technologies in
various aspects of EM, including rapid situational assessment, resource allocation, and
decision support. Standards can promote interoperability among diverse response agencies
and jurisdictions, enabling seamless communication and data sharing during crises.
Standardized protocols for information sharing help relevant information reach the right
stakeholders promptly, enhancing situational awareness and enabling more informed
decision-making during emergencies. By establishing clear guidelines for data exchange
and communication, these standards can help optimize resource allocation and improve
response efficiency.

Next Steps

This task sought to elicit stakeholder input from interviews and in-person and virtual focus group
input to understand the effectiveness of current research in closing EM capability gaps in

con

sideration of interoperability, standards, enterprise architecture, and transition impediments.

Figure 5 Figure 5 highlights key priorities and areas of research for improving EM functions, as
was discussed in nine interviews and two focus groups with EM R&D personnel.
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TRANSITION IMPEDIMENTS

Comprehensive training and education
programs.

Pilot programs and testing.

Collaboration with technology developers,

research institutions, and stakeholders.
Flexibility and adaptability.

Community engagement, transparent
communication, and federal support.

STANDARDS

= Integration of emerging technologies (Al,
ML, UAVs) into existing emergency response

systems.

o Research into protocols for rapid
situational assessment, resource
allocation, and decision support.
Standards that promote
interoperability among response
agencies and jurisdictions.
Protocols for information sharing.

R&D
PRIORITIES
FROM
STAKEHOLDER
INPUT

ENTERPRISE ARCHITECTURE

= Integrating cloud computing, Internet of

Things, and big data analytics.

= Real-time data collection, analysis, and
decision-making processes.

= Research into interoperable standards for
integration and communication.

= Al/ML algorithms to optimize predictive
capabilities, resource allocation, and
response coordination.

INTEROPERABILITY

= Interoperable communication systems and

data exchange platforms tailored to
emergency responders.

Standardized protocols and technologies
for seamless information sharing.
Research into interoperable Geographic
Information Systems tools that integrate
spatial data from multiple sources.
Innovative training programs and exercises
among multidisciplinary response teams.

Figure 8. EMOTR interviews and focus group discussions identified key priorities and areas of
research for addressing capability gaps in consideration of interoperability, standards,
enterprise architecture, and transition impediments.

Insights from this task will guide future EMOTR outreach and elicitation efforts. These efforts will
further refine priority technology gaps and capability needs to include outreach to EM
operational personnel to review ongoing research programs, assess their effectiveness, identify
gaps, and connect with EM R&D stakeholders to foster community coordination around
research needs underrepresented in the current research ecosystem. The combined outputs of
this guided elicitation will help DHS S&T inform future research and investments.
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Appendix A— EM Researcher Interview Questions

EM Researcher Interviews

Interview overview:

e 30 minutes

o 2 people; one to lead discussion; other to capture and summarize interview input.

To better understand the research needs in the emergency management community, Pacific
Northwest National Laboratory (PNNL), with support from the Department of Homeland Security
(DHS) Science and Technology Directorate (S&T), is conducting interviews to understand how
research impacts operational functions. The objective is to gain insight into the current
research landscape and identify and review ongoing research initiatives to assess their
effectiveness and identify persisting gaps.

Interview Questions

1.

Appendix A

Can you provide a brief overview of your current research, highlighting the specific areas
or topics you are investigating relevant to emergency management?

Regarding your research, how do you ensure that your work is applicable and beneficial
for practitioners and policymakers involved in emergency management?

How has the integration of technology, such as artificial intelligence or data analytics,
influenced the way emergency management tools are researched and implemented?

What role do interdisciplinary collaborations (life sciences, engineering, social sciences,
policy, etc.) play in advancing our understanding of effective emergency management
strategies?

What do you see as the top research priorities in emergency management for the next
decade? Within those priorities are there any specific research efforts you see as
promising? How do these align with the evolving landscape of risks and threats?

Considering the dynamic nature of emerging threats, such as bioterrorism or cyber
threats, where do you see gaps in research that hinder our ability to anticipate and
respond effectively to these evolving challenges?

In your opinion, what emerging trends or developments in the field of emergency
management are not adequately addressed by current research, and where do you see
opportunities for future exploration?

How has the increasing frequency and intensity of natural disasters impacted the
direction and emphasis of emergency management research, and what implications
does this have for future preparedness efforts?

Are there specific cultural or social factors that are recognized as significant influencers
in the success or failure of emergency management initiatives? If so, how does this
shape research agendas?
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Appendix B- In-Person Focus Group Protocol
Goals

e To validate the Emergency Management of Tomorrow Research (EMOTR) landscape
assessment and elicit new or previously unidentified technology gaps and needs from
the emergency management community in a collaborative and interactive manner.

e The project's scope is unclassified and is not anticipated to impinge on any classified
areas; however, there is the potential that some input may possibly need to be marked
FOUO once conversations have occurred, so we just want everyone to be cognizant of
that as we work through this process.

Protocol — 2.5 Hours Total

To foster a comprehensive discussion, PNNL formulated questions targeting the key areas of
interoperability, standards, enterprise architecture, and transition impediments, as outlined in
the statement of work. Employing a “gallery walk” format, participants moved through the
conversation, providing insights and feedback in real time. PNNL gathered input from
participants by separating the larger group into three smaller groups and employed flip charts to
record their thoughts and ideas as they navigated through each question within the “gallery.” For
efficiency and structured engagement, participants were given a time limit of 10 minutes to
respond to each question and an additional 3 minutes for providing a readout to the group. After
completing all four stations with two questions each, participants were given 15 minutes to
review answers from their colleagues and prioritize them using green, yellow, and red dots. In
this scale, green dots indicated participants’ highest priority for near-term research. To facilitate
continuous engagement and updates, post-event, the PNNL team utilized the Mural virtual
whiteboard platform, allowing participants to contribute and review information seamlessly. This
approach enabled the team to gather diverse perspectives and valuable input from frontline EM
practitioners, enhancing our understanding of the practical challenges and opportunities in
bridging capability gaps within the field.

Preparation — 40 minutes
Background/Objective — 15 minutes
o Background/Context Information — 10 minutes

e Goals of Workshop — 5 minutes
=  Describe the desired outcomes of the engagement.

= To validate the EMOTR Task 2 Landscape Assessment and elicit
new or previously unidentified technology gaps and needs from
the emergency management community.

Icebreaker/Introductions — 25 minutes
o What is your favorite tool in your emergency management toolbox?

Main Topic Review — 80 minutes
Gallery Walk — 80 minutes

o Gallery Walk: Split the 18 participants into three groups of six and direct each group
to a different station; four stations with two questions each. Upon arriving at the
station, each team writes comments for the question posed at the station — 10
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minutes per question; 3 minutes to review the question; 5 minutes to answer the
question; 2 minutes to report out.

¢ Rotate to New Station and Add Content: The group then rotates, clockwise, to the
next station. At the new station the group adds new comments with their assigned
colored post-it notes — 710 minutes per station; 3 minutes to review the question; 5
minutes to answer the question; 2 minutes to report out.

Questions

The Future of Emergency Management

1. Given the changing threat landscape and influence of new technologies, how do you
foresee EM evolving over the next 5-10 years?

2. How can big data, analytics, and modeling enhance early warning systems and real-time
monitoring during incidents?

Current State of Emergency Management Research

1. What research would you like to see done to improve EM performance in one or more of
the five mission areas?

e Prevention
e Protection
e Mitigation
e Response
o Recovery

2. What education, training, and skills will future emergency managers need?
Operational Challenges

1. What challenges have you encountered when implementing new technologies in EM
settings, and how do they impact the adoption and effectiveness of technology solutions
in emergency response?

2. How do you address the potential challenges related to trust in Al within your EM
framework, such as building stakeholder, responder, and the public’s confidence in the
reliability and ethical use of Al technologies during incidents?

System Architecture, Interoperability, Standards
1. What shortcomings in interoperability prevent seamless integration of technology in the
EOC during incidents?

2. What standards do you recommend could improve interoperability and information
sharing during an incident response?
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Prioritization/Next Steps — 30 minutes

Prioritization — 20 minutes

Each question set will be displayed on the wall. Then, participants are given a few dot
stickers or varying colors (green, yellow, red) to place on the idea(s) or options they want to
highlight as being a top priority. The discussion points with the most dots next to it is ranked
high priority, based on the dot color scheme. It allows participants to voice a preference for
multiple options, which can then be analyzed on the back end by the PNNL team.

1. Give each participant a set of dot stickers

Each participant will receive three green, three yellow, and three red dots — the colors correlate
to the prioritization level of each participant.

2. Clarify voting constraints

Before prioritization, explain that we are holding a o
vote to prioritize the topics to help DHS S&T - 00
identify and provide research insights in A —
emergency management requirements.

Rosa Mendez
3. Prioritization . R

Each person sticks their dots on one or more

options — the PNNL team will then analyze these
on the back end and map them to the four areas .
highlighted by DHS S&T.

d

Closing/Next Steps — 10 minutes 'Y )

Below are screen captures of the Mural board the

PNNL team used for the virtual focus group. Mural is a digital workspace platform that facilitates
remote collaboration and visual thinking. It provides a virtual canvas where teams can
brainstorm, plan, and work together in real time, utilizing various tools, templates, and
integrations. Access to the final EMOTR Mural board is available upon request to
emotr@pnnl.gov.
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Appendix C- Virtual Focus Group Protocol
Goals

e To validate the Emergency Management of Tomorrow Research (EMOTR) landscape
assessment and elicit new or previously unidentified technology gaps and needs from
the emergency management community in a collaborative and interactive manner.

e The project's scope is unclassified and is not anticipated to impinge on any classified
areas; however, there is the potential that some input may possibly need to be marked
FOUO once conversations have occurred, so we just want everyone to be cognizant of
that as we work through this process.

Protocol — 2.5 Hours Total

To foster a comprehensive discussion, PNNL formulated questions targeting the key areas of
interoperability, standards, enterprise architecture, and transition impediments, as outlined in
the statement of work. Leveraging operational personnel's expertise, asking about challenges
faced, examples encountered, current approaches, and envisioned improvements in each area,
ensured comprehensive insights for filling capability gaps effectively. These questions were
designed to elicit specific, actionable feedback from operational personnel, enabling PNNL to
pinpoint key issues and develop tailored solutions aligned with operational realities. With
targeted questions to cover the four focus areas, PNNL facilitated the discussion using its
proven Innovation Foundry virtual ideation approach, allowing participants to contribute insights
and feedback in real time. Using the Mural online virtual whiteboard platform, PNNL facilitated
continuous engagement and allowed participants to update information seamlessly. This
approach provided valuable perspectives from frontline practitioners, enhancing understanding
of the practical challenges and opportunities in closing capability gaps within EM.

Preparation — 40 minutes
Background/Objective — 15 minutes
o Background/Context Information — 10 minutes

e Goals of Workshop — 5 minutes
» Describe the desired outcomes of the engagement.

= To validate the EMOTR Task 2 Landscape Assessment and elicit
new or previously unidentified technology gaps and needs from
the emergency management community.

Icebreaker/Introductions — 25 minutes
o What is your favorite tool in your emergency management toolbox?

Main Topic Review — 100 minutes
e Question Review — 1 hour 20 minutes (10 minutes per Question)
e Mural Introduction and Orientation (5 minutes)

Questions

The Future of Emergency Management
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1. Given the changing threat landscape and influence of new technologies, how do you
foresee EM evolving over the next 5-10 years?

2. How can emerging technologies like Al and machine learning revolutionize emergency
management?

Current State of Emergency Management Research

3. What current or future technologies enhance effectiveness over 1 or more of the 5
mission areas?

e Prevention
e Protection
¢ Mitigation
e Response
o Recovery

4. What research would you like to see done to improve EM performance in one or more of
the five mission areas?

e Prevention
e Protection
e Mitigation
e Response
e Recovery

Operational Challenges

5. What challenges have you encountered when implementing new technologies in EM
settings, and how do they impact the adoption and effectiveness of technology solutions
in emergency response?

6. How do we improve adoption of new technology for EM?

System Architecture, Interoperability, Standards

7. Can you highlight examples where interoperability has been difficult during response and
recovery?

8. What standards do you recommend could improve interoperability and information
sharing during an incident response?

Closing/Next Steps — 5 minutes

Below are screen captures of the Mural board the PNNL team used for the virtual focus group.
Mural is a digital workspace platform that facilitates remote collaboration and visual thinking. It
provides a virtual canvas where teams can brainstorm, plan, and work together in real time,
utilizing various tools, templates, and integrations. Access to the final EMOTR Mural board is
available upon request to emotr@pnnl.gov.
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About the Emergency Management of Tomorrow Research

The Department of Homeland Security (DHS) Science and Technology Directorate (S&T) is
partnering with Pacific Northwest National Laboratory (PNNL) to execute the Emergency
Management (EM) of Tomorrow Research (EMOTR) program to identify current EM research,
elicit capability needs from EM practitioners, and identify where technology, such as artificial
intelligence (Al), may benefit the future of EM and emergency operations centers (EOCs). The
project is delivering a phased and iterative approach to inform future research and development
(R&D) and investments for the EM community.

This report details the methodology, analysis, and insights of a roundtable launched to foster a
dialogue with EM R&D stakeholders to encourage collaboration, increase transparency, reduce
duplication, and increase overall efficacy of research investments in EM. Feedback from this
task will help shape future EMOTR research, analysis, and recommendations. To learn more
about this task or others within the EMOTR scope, contact emotr@pnnl.gov.
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Summary

As a foundational component of the EMOTR program, PNNL conducted outreach to the EM
R&D community to establish a comprehensive understanding of ongoing initiatives, existing
capability gaps, unaddressed research endeavors, and the efficacy of research in addressing
EM needs. As part of this endeavor, PNNL initiated a monthly EMOTR roundtable discussion
series to foster a dialogue with the EM R&D community. This series aimed to encourage
collaboration, increase transparency, reduce duplication, and enhance the efficacy of research
investments in EM by bringing together emergency managers and researchers from academia
and government who conduct R&D in EM.

By convening the EM R&D community, the EMOTR roundtable series elicited input on current
EM research areas of the academic, national laboratory, and other research communities, with
a focus on:

o Identifying general areas and categories of research.
¢ Noting areas of research overlap and inefficiency due to lack of coordination.

¢ Identifying research needs based on previous literature (i.e., Project Responder 6), previous
EMOTR research and outreach, and other resources, that are underrepresented in the
current research ecosystem.

From January to May 2024, the EMOTR program hosted four roundtables (with one to follow the
publication of this report). Presentations highlighted lessons learned and recommendations for
EOC designs, an EM-centered safety framework advancing emerging operational concepts for
emergency response, research on technology applications aiding individuals under stress within
emergency response contexts, and research and tools to advance the field of crisis response.
Guest speakers and presentation topics were selected based on previous EMOTR tasks and
stakeholder outreach to identify potential R&D areas of need.

Potential areas of research for future consideration identified during the roundtables include:
e EOC infrastructure enhancements

e Technology integration

¢ Human augmentation technologies

e Data management

e Human-centric research

e Al for risk management and decision support.

This report summarizes the roundtable discussions regarding EM research, including general
areas of need, overlap, and inefficiency as well as underrepresented avenues in the current
research ecosystem as identified by roundtable participants. This information will inform future
EMOTR research and outreach, which ultimately aims to assist DHS S&T in making informed
decisions for future EM R&D.
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Acronyms and Abbreviations

Al Artificial Intelligence

DHS S&T Department of Homeland Security Science and Technology Directorate
EM Emergency Management

EMOTR Emergency Management of Tomorrow Research Program

EOC Emergency Operations Center

NASA National Aeronautics and Space Administration

PNNL Pacific Northwest National Laboratory

R&D Research and Development
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1.0 Introduction

Encourage

As part of the Emergency Management (EM) Collaboration

of Tomorrow Research Program (EMOTR),
sponsored by the Department of Homeland
Security (DHS) Science and Technology
Directorate (S&T), Pacific Northwest National
Laboratory (PNNL) is leading a three-part task
to elicit input from the EM stakeholder and
research and development (R&D) community
in a collaborative and interactive way. Task 3,
"Elicit Emergency Management Stakeholder
Input,” comprises three subtasks implementing
structured engagements (i.e., interviews, focus
groups, roundtables) to elicit stakeholder
feedback:

Foster
Transparency

7
&M

EM R&D
Community

Coordination Reduce

Duplication

Task 3A, “Current State of Practice:
Emergency Management Information
Sharing,” developed a baseline
understanding of current practice and
impediments to information sharing. This
task featured eight interviews that collected
individual stakeholder input at the state and
local levels to develop a baseline understanding of current practices and impediments to
information sharing.

Figure 9. The EMOTR roundtable series sought to
foster dialogue with the EM R&D
community.

Task 3B, “Emergency Management Research and Development Community Awareness,”
conducted outreach to the EM R&D community to establish a comprehensive understanding
of ongoing initiatives, existing capability gaps, unaddressed research endeavors, and the
efficacy of research in addressing EM needs. This task conducted nine interviews with
stakeholders conducting R&D on EM topics to advance a common baseline of
understanding of active work among the community. Additionally, this task facilitated two
focus groups with EM operational personnel to provide insights on research strategies and
potential solutions for enhancing EM capabilities.

Task 3C, “Emergency Management Research and Development Community Coordination,”
initiated a community initiative to foster a dialogue with EM R&D stakeholders focused on
priority research needs. The resulting EMOTR roundtable discussions and identified
research areas are outlined in detail in this report.

Engagements were guided by previous and concurrent EMOTR tasks designed to assess
current research in EM, elicit capability needs from EM practitioners, and identify where
technology, such as artificial intelligence (Al), may benefit the future of EM and emergency
operations centers (EOCs). Together, EMOTR outreach tasks elicited, analyzed, and
summarized EM R&D needs and priorities as defined by EM practitioners and will be followed
by recommendations for areas of research underrepresented in the current research ecosystem
that are fit for EM community coordination. The results of Task 3A and 3B outreach activities are
summarized in separate reports and available by request to emotr@pnnl.gov.
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This report summarizes Task 3C, “Emergency Management Research and Development
Community Coordination,” in which PNNL launched a monthly EMOTR roundtable to serve as a
professional community for advancing EM-focused research (Figure 1). The roundtable sought
to foster a dialogue with the EM R&D community to encourage collaboration, increase
transparency, reduce overlaps, and identify areas of priority research needs based on Project
Responder 6, previous EMOTR research and outreach, and other resources underrepresented
in the current research ecosystem to increase the overall efficacy of EM research investments.
The EMOTR roundtable served as a pilot initiative to evaluate the potential value and benefits of
fostering collaboration between operational emergency managers and researchers from
academia and government.

2.0 Methodology

PNNL applied its technical facilitation expertise to host a recurring roundtable discussion series
designed to foster a dialogue among the EM R&D community on desired EM R&D efficiencies
and potential opportunities to transition developed science and technology to operational use.
The goal of convening the EM R&D community was to elicit input on current EM research areas
of the academic, national laboratory, and other research communities, with a focus on:

¢ Identifying general areas and categories of research.
e Noting areas of research overlap and inefficiency due to lack of coordination.

e |dentifying areas of priority research needs based on previous literature (i.e., Project
Responder 6), previous EMOTR research and outreach, and other resources, that are
underrepresented in the current research ecosystem.

Adhering to the methodology used for EMOTR Tasks 3A and 3B, PNNL leveraged best
practices from its First Responder Roadmap Project (funded by DHS S&T in fiscal year 2024),
where the team developed a formal methodology for stakeholder engagement. PNNL led first
responder technology visioning exercises with key stakeholders to elicit feedback from the EM
R&D community regarding the current state of EM research programs and their effectiveness.
Vision exercises in EM serve as a strategic tool for analyzing the current state and effectiveness
of the research landscape while preparing for future challenges. Through this exercise,
participants envision potential scenarios, technologies, and threat landscapes, providing a
framework for evaluating existing research efforts. Integrating insights from the vision exercise
into the current research landscape enables participants to identify priorities, allocate resources
effectively, and develop strategies to address emerging threats by aligning research efforts with
future needs and priorities in EM.

The roundtable coordination also leveraged previous EMOTR tasks and outreach to identify
focus areas and stakeholders for participation, as outlined below.

2.1 Protocol

PNNL defined a virtual roundtable protocol to efficiently convene the EM R&D community for
open dialogue around EMOTR topics of interest. A draft agenda is available in Appendix A.
Each one-hour session began with a summary of and highlight from the EMOTR program,
providing context for the roundtable series. Next, a guest speaker shared a brief highlight
aligned to the EMOTR community coordination objectives. During discussions, participants were
encouraged to discuss what they envisioned as research gaps and challenges for the future of
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EM. Each roundtable concluded with time to discuss capability needs and research
opportunities related to the session’s guest speaker presentation and overall EMOTR
objectives. Key takeaways from the discussions were summarized after the event and are
available in section 3.0.

2.2 Roundtable Participants

To engage an audience from diverse geographical areas, PNNL targeted outreach to both a
local and national audience. Stakeholders for this task included EM R&D personnel such as
representatives from government and academic research institutions and city, county, state, and
private EM organizations across the United States. Leveraging relationships cultivated over time
along with new partnerships established at conferences or through grassroots connections
made during EMOTR tasks, PNNL disseminated information about the roundtable, inviting
individuals and organizations invested in the local and national EM community.

To identify roundtable participants diverse in discipline and location, PNNL leveraged existing
contacts from previous EM engagements and elicited grassroots suggestions to build new
contacts. This outreach initiated new connections, identified in part through the EMOTR Task 2
Landscape Assessment report,’ to advance a common baseline understanding of active work
among the EM R&D community. The landscape assessment reviewed EM-related R&D and
aided PNNL in identifying current research initiatives and EM R&D researchers relevant to the
EM mission and of potential interest for this elicitation task. PNNL also leveraged long-standing
relationships with the EM community via previous research and outreach efforts for DHS S&T
collaborations and via the Northwest Regional Technology Center.2 PNNL also leveraged
attendance at conferences such as the International Association of Emergency Managers and
the National Homeland Security Conference to establish connections within the EM space.

Together, roundtable participants hailed from universities and research organizations across the
nation (Figure 2):

o California Office of Emergency Services ¢ National Agricultural Biosecurity Center,

e City of Kirkland EM Kansas State University

e College of Engineering, University of e North Dakota Department of Homeland
Wisconsin — Madison Security

e Emergency Services Department, Idaho e Ohio EM Agency
State University e Pennsylvania EM Agency

e Harris County, TX, Homeland Security o Software Engineering Institute, Carnegie
and EM Mellon University

¢ Humanitarian Informatics Lab, George e Stanford University
Mason University e Town of Chapel Hill, NC, Emergency

e International Association of Emergency Preparedness and Risk Management
Managers ¢ Institute for Software Integrated

e King County, WA, EM Systems, Vanderbilt University.

e NASA Ames Research Center

' Sleiman, C., Thomas, K., Gray, J. Schroeder, J., Disney, M., Alsabagh, H., Ortega, S., Bartholomew, R.,
Lesperance, A. (2024). “Emergency Management of Tomorrow Research Landscape Assessment.”
Pacific Northwest National Laboratory. PNNL-35649

2 PNNL stewards the Northwest Regional Technology Center, a virtual center enabling homeland security
solutions through outreach to emergency responder communities, federal, state, and local agencies, and
private sector stakeholders. Learn more at http://www.pnnl.gover/projects/nwrtc.

Methodology


http://www.pnnl.gover/projects/nwrtc

Figure 10. The EMOTR community coordination effort convened EM R&D stakeholders from
across the nation in a series of roundtable discussions.

2.3 Guest Speakers and Presentations

PNNL leveraged findings from previous EMOTR tasks and stakeholder outreach to identify
potential discussion R&D projects aligned with the EMOTR community coordination objectives
in Task 3C. For example, PNNL leveraged the EMOTR Task 2 Landscape Assessment’ to
identify potential R&D projects and collaborations for inclusion, particularly those that address
capability needs and technology gaps identified by participants as part of EMOTR outreach for
other project tasks. The roundtable discussions were selectively tailored to the research
community, such that each session provided insightful exchanges and valuable insights for
advancing technical knowledge. Sessions included the following presentations and guest
speakers:

o “Lessons Learned: Nationwide EOC Tour,” presented by Mark Sloan, Homeland Security
and EM Coordinator, Harris County.

— Mr. Sloanis Coordinator for Homeland Security and EM for Harris County, Texas, an
area serving more than 4.8 million residents spanning more than 1,770 square miles.
Because of Harris County’s large population, port operations, transportation
infrastructure, and concentration of petrochemical plants, DHS identified Harris County
as a Tier 1 region. To meet the growing expectations of EM, Mr. Sloan is streamlining
regional emergency response coordination using automated flood warning systems,
traffic management systems, broadcast media capabilities, first responder and
community alerting, GIS mapping systems, and regional interoperable communications.

' Sleiman, C., Thomas, K., Gray, J. Schroeder, J., Disney, M., Alsabagh, H., Ortega, S., Bartholomew, R.,
Lesperance, A. (2024). “Emergency Management of Tomorrow Research Landscape Assessment.”
Pacific Northwest National Laboratory. PNNL-35649
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o “NASA’s EM-Centered Safety Demonstrator Series,” presented by Dr. Hannah Walsh,
Subproject Manager, NASA Ames Research Center.

— Dr. Walsh is a computer engineer in the Intelligent Systems Division of NASA Ames
Research Center. She earned her PhD and MS in mechanical engineering with
emphasis in design from Oregon State University in 2020 and 2018, respectively, and
her BS with a double major in aerospace science and engineering and mechanical
engineering from the University of California, Davis in 2016. Her research interests
include the application of Al to the design process with a particular emphasis on
improving safety in complex systems. Her presentation focused on a safety framework
for emergency response operations.

¢ “Human Augmentation Technologies,” presented by Dr. Ranjana Mehta, NeuroErgonomics
Lab, University of Wisconsin-Madison College of Engineering.

— Dr. Mehta’s research examines the mind-motor-machine nexus using a novel
neuroergonomics approach to understand, monitor, and predict human performance
under fatigue and stress. With these predictions, research in her laboratory focuses on
developing closed-loop human augmentation technologies (sensory, neural,
physiological) for safety-critical applications (emergency response, space exploration,
and oil and gas). Efforts are funded by numerous agencies and industries and include
user-centered and equitable design and evaluation of adaptive interfaces, wearable
technologies, human-robotic interactions, and brain-computer interfaces to facilitate
effective human-technology partnerships.

e “Human-Al Collaboration for Virtual Capacity Building in EOCs to Monitor Online Social Data
at Scale,” presented by Dr. Hemant Purohit, Humanitarian Informatics Lab, School of
Computing, George Mason University.

— Dr. Purohit is an associate professor in the Department of Information Sciences and
Technology and the director of the Humanitarian Informatics Lab. He researches the
design of interactive intelligent systems to support and augment human work capabilities
for real-time processing and management of non-traditional data sources (social media,
web, Internet-of-Things) at emergency services and humanitarian organizations. He
develops new methods in social computing using data mining, semantic computing with
natural language processing, and human-centered computing with machine learning
while taking inspiration from social-psychological theories for understanding human
behavior. He obtained a PhD in computer science and engineering from Wright State
University under Professor Amit Sheth.

An additional roundtable to be held after publication of this report is tentatively scheduled with
Ma Meiyi of Vanderbilt University and will focus on integration of Al into Nashville's emergency
operations, expanding beyond public safety communications to include police and fire
departments.

2.4 Limitations

PNNL implemented a structured approach to the roundtable sessions, restricting them to one
hour to accommodate presentations, questions and answers, and discussions. Using virtual
sessions facilitated accessibility for participants across various locations, although it
acknowledged potential challenges in engagement due to the absence of face-to-face
interaction. Nevertheless, this approach broadened the audience base, overcoming
geographical barriers and allowing participation from individuals unable to attend in person.
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Further strategic planning involved limiting group sizes to fewer than 20 participants, fostering
intimate discussions, and facilitating active engagement from all attendees while considering the
challenges posed by the size of the group and the diverse disciplines represented. Additionally,
efforts were made to address the challenges of bringing together operational and research
personnel, which included accommodating different discourses, timeframes, and levels of
operational knowledge among participants. This smaller group dynamic also streamlined
decision-making processes, enhancing the likelihood of actionable insights and tangible
outcomes from the roundtable discussions.

3.0 Roundtable Summaries

The following section summarizes insights from roundtable sessions held with the EM R&D
community. Inputs and analyses are included without attribution of individual participants to
maintain anonymity and encourage open dialogue. Presentation slides are available in
Appendixes B and C.

3.1 Roundtable One — EOC Lessons Learned

The first roundtable featured “Lessons Learned: Nationwide EOC Tour,” presented by Mark
Sloan, Homeland Security and EM Coordinator in Harris County, Texas. He highlighted lessons
learned and solutions to improve EOCs based on the EOC model in place at Harris County,
Texas, and those Mr. Sloan observed elsewhere. Proposed infrastructure upgrades
encompassed:

e Adding breakout rooms
e Enhancing communication capabilities through secure networks
¢ Modular design for flexibility and scalability

¢ Emphasizing integrated communication systems.

Suggestions for optimizing room design included:
¢ Adaptable features like rollable screens
e Sound-reduction mechanisms

e Multi-functional setups to cater to diverse crises and team interactions.
3.11 Resources
No documents were shared during the presentation.
3.1.2 Discussion

The discussion emphasized that the EOC should maintain functionality for daily operations while
remaining adaptable for crises such as homelessness or pandemics. The discussion also
explored implementing user-friendly technology solutions to enable all staff to activate the EOC
independently, focusing on simplicity and continuity without reliance on IT assistance. Lastly,
most participants voiced a preference against fully virtual EOCs due to limitations in conveying
urgency and understanding non-verbal cues, with physical centers deemed more effective tools
for crisis management.

Roundtable Summaries



In addition to EOC enhancements, the discussion focused on various aspects of EM and the
role of Al. Topics included Al's potential in the following areas:

o Emergency preparedness

e Translation services

e Broadcasting in multiple languages

e Social media monitoring and management during crises

e Tools and analytics for flood prediction, automation of administrative tasks, and risk
management.

3.1.3 Recommendations

Across all the organizational and physical EOC recommendations addressed, a need persists
for flexibility and managing uncertainty within emergency response systems. EOCs need to be
easily activated—by all staff if possible and without an assist from an IT team. An EOC’s
physical structures need to be physically and mentally conducive to the fast-pace, high-stress
EOC operations. Considerations for ergonomics, including comfort, and environmental factors
like temperature control, lighting, and sound insulation, were highlighted as crucial for fostering
a conducive working environment. In addition to physical comforts, structures such as sleeping
quarters, outdoor break spaces, and medical services on-site can aid in EOC personnel’'s
mental health. Furthermore, resource optimization strategies were recommended, advocating
for cost-effective solutions such as dry-erase walls for versatile use in training exercises and
crises, alongside adaptable infrastructure to justify budgets and cater to diverse needs.

3.2 Roundtable Two — EM-Centered Safety Framework for
Emergency Response

The second roundtable featured Dr. Hannah Walsh, a computer engineer at the NASA Ames
Research Center, Dr. Walsh highlighted NASA's Safety Demonstrator series, which outlines a
safety framework for emergency response operations. The framework presented incorporates
the In-Time Aviation Safety Management System, particularly in scenarios such as wildfire
response. This series offers a structured approach to detect elevated risk states, which may
arise from the convergence of multiple factors, and provides recommendations for mitigation
actions.

3.21 Resources

Resources shared during the roundtable included the following:

e NASA. 2022. “NASA System-Wide Safety Wildland Firefighting Operations Workshop
Report.” hitps://hsi.arc.nasa.gov/awards pubs/publication view.php?publication id=3013

¢ Ames Research Center. 2023. “Safety Demonstrator Series for an In-Time Aviation Safety
Management System.” https://ntrs.nasa.gov/citations/20230000834

e Ames Research Center. 2023. “In-time Safety Management Capabilities for Wildland Fire
Management Aircraft Operations - A Gap Assessment.”
https://ntrs.nasa.gov/citations/20230006212

Roundtable Summaries
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3.2.2 Discussion

Participants raised questions regarding the trust and accuracy of Al, integration of disparate
data streams, and cybersecurity of the proposed framework. They also inquired how NASA’s
Demonstrator Series is giving consideration to cultural challenges of working with external
partners and agencies regarding safety and how emerging challenges like climate change
impact the research in this area.

3.2.3 Recommendations

The presentation and discussion among participants emphasized the importance of integrating
various data sources, including social media and lessons learned documentation, to enhance
situational awareness and decision-making processes during emergencies. Employing a
framework such as that demonstrated during this presentation may help enable emerging
operational concepts for emergency response, including capabilities to detect elevated risk
states, those brought on by the convergence of multiple states, and recommend mitigation
actions from operators or automated mitigation steps.

3.24 Funding Sources

¢ NASA's Aeronautics Research Mission Directorate

3.3 Roundtable Three — Human Augmentation Technologies

The third roundtable featured Dr. Ranjana Mehta from the University of Wisconsin — Madison
NeuroErgonomics Lab, who presented “Human Augmentation Technologies,” focusing on
technology applications in aiding individuals under stress, particularly within emergency
response contexts. Dr. Mehta led a discussion on stress's impact on human-system interaction
and trust, drawing from studies on fatigue among disaster responders. Their research
showcased the potential of technologies like transcranial direct stimulation to alleviate fatigue,
demonstrating comparable efficacy to caffeine but with sustained effects. Efforts were also
directed toward developing adaptive training systems for emergency responders, leveraging
immersive technologies such as augmented reality.

3.31 Resources

Presentation slides are available in Appendix B. Resources shared included:

e Peres, S. C,, R. K. Mehta, and R. R. Murphy. 2023. “Water, Lava, and Wind: Lessons
Learned for Field Robotics and Human Factors Research During Real World Disasters.”
Interaction Studies 24 (3): 335-361. https://doi.org/https://doi.org/10.1075/is.22048.per.

¢ NeuroErgonomics. 2023. “LEARNER Minimum Viable Product Evaluation - July 2023.”
https://www.youtube.com/watch?v=MFJHP6XvpNg

3.3.2 Discussion

Participants discussed the significance of understanding stress's role in high-risk environments
and managing fatigue through innovative technologies and adaptive training systems.
Participants inquired about how challenges in data management and trust in Al—particularly
trust dynamics within Al and human-machine teaming in decision-making—vary across genders
and generations.

Roundtable Summaries
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3.3.3 Recommendations

Recommendations include fostering collaboration with jurisdictions post-disaster and analyzing
after-action reports for enhanced EM. Discussions highlighted the importance of operational
feedback, access to testbeds, and partnerships with EM personnel and first responders.
Suggestions for collaboration were directed to jurisdictions inclined toward post-disaster
innovation, where researchers aimed to glean both positive and negative insights from past
events for future technology integration. Technology must be well integrated both technically
and operationally—garnering operational input from users in the field, those with tech-agnostic
or “pre-tech” experience, as well as from EOCs directly or via after-action reports—can reduce
resistance to technology by eliciting solutions informed by and aligned to end users.

3.3.4 Funding Sources

o Center for Offshore Safety ¢ National Institutes of Health
o Defense Advanced Research Projects ¢ National Science Foundation
Agency

e SecureAmerica Institute

* NASA e The National Academies of Sciences,
¢ National Institute for Occupational Engineering, Medicine

Safety and Health e U.S. Department of Transportation

3.4 Roundtable Four — Human-Al Collaboration for Virtual Capacity
Building in EOCs

The fourth roundtable discussion featured Dr. Hemant Purohit from the George Mason
University Humanitarian Informatics Lab and focused on research to advance the field of crisis
response. Dr. Purohit’s research focuses on developing systems that prioritize human needs
and interactions across various crisis domains, including natural disasters, social upheavals,
and cyber emergencies. Leveraging Dr. Purohit's extensive background in social computing for
emergency response, George Mason's Humanitarian Informatics Lab seeks to address critical
gaps in current EM practices. These gaps are being identified by examination of decision
support and communication needs within EOCs.

3.41 Resources

Presentation slides are available in Appendix C. The presentation highlighted Al tools for virtual
capacity building in EOCs to monitor online social data, including:

o DisasterKG (Disaster Knowledge Graph) — unifying semantic representation.

o CitizenHelper Tool — real-time data analytics platform for response and training.
3.4.2 Discussion

Discussion following the presentation inquired about how Al can assist in balancing EOC
personnel’s varying levels of training and expertise in synthesizing and analyzing information,
how solutions address the potential for bad actors and misinformation in incoming information
streams, and if the tools discussed are available. It was noted that despite the promise of Al-
driven solutions, inherent challenges persist, including:

Roundtable Summaries
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¢ Enhancing the accuracy and reliability of Al models
e Aligning Al systems with human operators

e Facilitating seamless collaboration and decision-making.
3.43 Recommendations

The discussion highlighted challenges such as resource constraints and limited capabilities for
monitoring and analyzing open data streams, which are vital for effective crisis response.
Overcoming these challenges requires innovative solutions around human-centric design
principles. One such solution is a Social-EOC framework, which employs real-time analytics to
prioritize and rank incoming calls for assistance. Additionally, Citizen-Al collaboration wherein Al
technologies augment social media monitoring efforts, enhancing situational awareness and
response capabilities.

The discussion also addressed the intricacies of social listening and communication within crisis
contexts. It advocates for a shift from traditional, unidirectional communication models to
bidirectional ones, enabling more effective interaction between authorities, citizens, and other
stakeholders. This shift necessitates the development of specialized systems tailored to
different types of interactions, such as authority-to-citizen, citizen-to-authority, and citizen-to-
citizen communication channels.

3.44 Funding Sources
e Commonwealth Cyber Initiative
¢ National Science Foundation

e Office of Naval Research

e The Research Council of Norway

4.0 Discussion

The EMOTR Task 3C roundtable discussions EOC

highlighted several potential EM research areas enhancaments
of need or opportunity for future community
coordination, outlined below and in Figure 3

Al for risk

e EOC infrastructure enhancements are crucial, T docision ey
encompassing not only physical upgrades like spport M R&D
improved communication networks and Community
adaptable room designs but also R o s
considerations for daily usability and
ergonomic factors to optimize the EOC Data Human_
functionality. management e ey

e The pivotal role of technology integration
emphasizes user-friendly solutions, Himengce e
empowering all staff members to efficiently
utilize EOC resources alongside Al
applications ranging from preparedness to risk
management and decision support. However, Figure 11. EM Areas of Research Needs
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skepticism remains regarding the effectiveness of virtual EOCs and Al-driven solutions
compared to physical centers, suggesting a need for further exploration and validation.

e The intersection of data management, Al integration, and cybersecurity presents a complex
landscape. Integrating diverse data sources, including social media and lessons learned
documentation, enhances situational awareness and decision-making processes during
emergencies. Challenges such as maintaining data integrity, fostering trust in Al algorithms,
and navigating cultural considerations in collaborative efforts with external partners pose
significant hurdles requiring interdisciplinary collaboration and innovative solutions.

¢ Human augmentation technologies highlight an underrepresented area of research within
EM—specifically, the enhancement of individual capabilities under stress conditions. The
research landscape underscores the importance of understanding stress's impact on
human-system interaction and trust, offering promising avenues for technology-driven
interventions like transcranial direct stimulation to mitigate fatigue among disaster
responders, emphasizing the need for continued exploration of human-centric approaches
to augmenting emergency response capabilities and addressing gaps in current research,
which predominantly focuses on infrastructure and technological solutions.

The findings from the roundtables align with the research priorities outlined in the EMOTR
Task 2 Landscape Assessment as well as priorities identified in Task 3A, “Current State of
Practice: Emergency Management Information Sharing,” and Task 3B, “Emergency
Management Research and Development Community Awareness.” The discussions affirmed
the multidimensional scope of EM research to encompass infrastructure enhancement,
technology integration, data management, and human augmentation. Inefficiencies arise from
the lack of coordination between these areas, hindering the development of comprehensive
solutions.

Addressing these inefficiencies necessitates interdisciplinary collaboration, increased emphasis
on human-centric research, and bridging the gap between technological innovation and practical
implementation. Integrating these insights enriches the discourse on EM research, emphasizing
the evolving landscape of technology and nuanced understanding of the crisis landscape to
develop effective and resilient crisis response systems prioritizing individual and community
well-being and safety. As highlighted in Table 1, identifying future research needs is crucial for
advancing EM strategies and enabling the continual evolution of comprehensive solutions.

Table 3. Research Needs Identified in the Roundtables

Identified Research Needs

Type of Research Research Focus

Build a Citizen-Al collaboration network as virtual capacity for different
emergency support function-related services. Sequence tasks for data

Citizen-Al Collaboration annotation to monitor and provide human feedback to update an Al
model. Create a system interface for facilitating human feedback while
assisting human users in the Citizen-Al collaboration.

Discussion
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Sensing Technologies

Al for Call and Resource
Management

Information Equity

Information Agility

Information Integrity

EOC of the Future

Leverage unmanned aerial systems in EM to advance sensor payloads
to enhance detection, monitoring, and situational awareness during
disaster response scenarios.

Build an Al solution to transform emergency response from the moment
a call comes through dispatch to optimize scheduling and resource
allocation.

A method to enhance communication by tailoring messages to diverse
audiences' comprehension levels and circumstances. For example,
providing hurricane warnings customized for coastal residents versus
those in central Florida, considering factors like language proficiency
and literacy levels to enable equitable access to critical information. This
involves employing varied modalities and formats for improved
inclusivity and effectiveness.

Develop a robust EM system capable of swiftly disseminating critical
information in real-time, enhancing response agility during crises; this
involves implementing advanced technologies and protocols to enable
timely messaging across various channels to relevant stakeholders,
facilitating effective decision-making and coordination.

Develop protocols and systems to maintain the accuracy and reliability
of information disseminated during emergencies, combating
misinformation and disinformation through real-time monitoring, fact-
checking, and transparent communication channels; this includes
implementing robust verification processes, leveraging technology for
rapid response to false narratives, and fostering partnerships with
credible sources to maintain public trust and safety.

Develop an innovative EOC designed as a sandbox environment,
allowing emergency managers to experiment with novel technologies
and methodologies, serving as a pilot platform to test their effectiveness
in real-world emergency scenarios.

5.0 Strategies for Future Engagement

To sustain a discussion series to assist DHS S&T in fostering dialogue among the EM R&D
community, several strategies should be considered and are outlined below and in Figure 4.

¢ Creating a roundtable that maintains relevance to the EM mission requires evaluating the
EM R&D landscape to identify, refine, and prioritize research gaps in EM. The EMOTR
methodology, outlined in section 2.3, used structured review of the EM R&D landscape
(Task 2, “Emergency Management Research and Development Landscape Assessment”),
in combination with phased stakeholder elicitation (Task 3A, “Current State of Practice:
Emergency Management Information Sharing” and Task 3B, “Emergency Management
Research and Development Community Awareness”), to efficiently identify, vet, and

Strategies for Future Engagement
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prioritize existing R&D initiatives aligned with the EM mission. These tasks pinpointed
relevant research areas, technology gaps, and R&D initiatives culminating in strategic
roundtable sessions to prioritize research needs and guide future investments (Task 3C,
“‘Emergency Management Research and Development Community Coordination”).

e |tis crucial for each meeting to have a clear agenda and purpose to achieve informed and
actionable results. Each session should concentrate on topics relevant to EM R&D, such as
emerging technologies, best practices, and current challenges. Underpinning each
discussion with a defined objective will encourage participants to engage meaningfully and
contribute valuable insights, thus ensuring that the agenda ties back to EMOTR priorities to
inform future tasks and research priorities.

e Cultivating a diverse and inclusive participant pool is essential for promoting collaboration
and minimizing redundancies. Inviting stakeholders from various backgrounds, including
government agencies, academia, industry, and nonprofit organizations welcomes a diversity
of perspectives, leads to innovative solutions, and fosters cross-sector partnerships.
Additionally, incorporating opportunities for smaller breakout sessions or networking events
within the roundtable can facilitate deeper discussions and build relationships among
participants. Broaden the roundtable to convene a mix of researchers and practitioners to
include academic researchers, EOC operators, DHS S&T leaders, technology providers,
and more. Integrating and balancing researcher, operator, and other perspectives will better
identify, vet, and validate research gaps and capability needs to guide future R&D and
investments.

¢ Maintaining transparency and accountability throughout the series is crucial for establishing
trust and optimizing research investments. This can be achieved by regularly sharing
meeting summaries, progress reports, and plans with participants. Encouraging open
dialogue and feedback mechanisms can also help identify areas for improvement and keep
the roundtable responsive to the evolving needs of the EM R&D community. To foster
productive roundtables, all participants should communicate effectively using a common
discourse. For example, feedback gathered from EMOTR roundtables highlighted a
consistent hurdle in bridging the gap between research findings and operational practices in
the field. This challenge has been echoed in past EMOTR outreach efforts, where
emergency managers are offered numerous innovative solutions but face obstacles in their
implementation due to financial constraints, policy restrictions, trust issues, and
interoperability barriers. A well-structured roundtable series, informed by research and
practical insights, can serve as a collaborative platform for researchers and emergency

IMPROVING EM R&D COMMUNITY
COORDINATION

Well-defined agenda with EM R&D-informed focus

Participants with a diversity of background, jurisdiction, and location

Transparency and accountability for trust and effective collaboration

Partnership with an established EM organization for impact and credibility

Figure 12. Recommendations for Continuous Improvement
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managers. By facilitating meaningful conversations, roundtables can significantly enhance
the translation of research into operational strategies and vice versa.

¢ To enhance the involvement of emergency managers in roundtable discussions, proactive
measures are essential. This includes actively seeking their participation by reaching out to
EM agencies, professional associations, and other pertinent stakeholders. Additionally,
creating platforms for networking and collaboration between researchers and emergency
managers fosters knowledge exchange and partnership building—a recurring theme
previous EMOTR discussions. Simultaneously, it is crucial to proactively review presentation
materials, agendas, and relevant documents to maintain clarity, conciseness, and
accessibility for all participants. |dentifying and addressing potential barriers to
comprehension, such as technical jargon or disciplinary-specific terminology, is imperative.
Encouraging plain language and providing context for complex concepts further enhances
understanding among diverse audiences. This comprehensive approach maintains that
research efforts are firmly rooted in real-world experience and aligned with the practical
needs of EM practitioners.

e Hosting the roundtable in partnership with an established organization or agencies like the
International Association of Emergency Managers, National Emergency Managers
Association, Naval Postgraduate School, and the Federal Emergency Management
Agency’s National Advisory Council. EM-related professional organizations, like those
contacted during EMOTR outreach, have expressed interest in looking at the future of EM
and technology. Leveraging these existing community partners presents several advantages
for advancing engagement, outreach, and sustainability within the EM R&D community:

— Enhanced Credibility: Partnering with a reputable organization lends credibility to the
roundtable, as it signals endorsement and support from a respected organization in the
field. This can attract more participants and stakeholders who trust an existing
organization’s expertise and reputation.

— Expanded Reach: Leveraging existing networks allows for broader outreach to
professionals, researchers, policymakers, and practitioners in EM. This increases the
likelihood of attracting a diverse range of perspectives and expertise to the roundtable
discussions.

— Access to Resources: Professional organizations likely have resources, such as
communication channels, marketing platforms, and logistical support, that can facilitate
the organization and promotion of the roundtable. This can save time and effort in
planning and execution.

— Long-Term Engagement: Collaborating with existing, sustained organizations promotes
sustained engagement within the EM community beyond the roundtable event. It opens
avenues for continued collaboration, knowledge sharing, and partnership on future
initiatives and projects.

— Alignment of Efforts: By aligning with existing organizations’ objectives and initiatives,
the roundtable can tap into ongoing efforts within the organization, fostering synergy and
coherence in addressing key challenges and opportunities in EM R&D.

By implementing these strategies, the monthly roundtable discussion series can serve as a

valuable platform for community coordination focused on collaboration, knowledge sharing, and
collective problem-solving in EM.

Strategies for Future Engagement



6.0 Conclusion

Key areas of research needs identified in the roundtables included EOC infrastructure

enh

ancements, technology integration, human augmentation technologies, data management,

human-centric research, and Al for risk management and decision support. These outputs in
combination with results from Task 3A and 3B, will inform future EMOTR tasks and
recommendations to inform future DHS S&T investments.

Recommended best practices to maintain the roundtable series or a similar community

eng

Conclusion

agement in the future include:

Identify Potential Research Needs and Capability Gaps: Implement a structured
roundtable discussion series to engage the EM R&D community in identifying research
areas, addressing inefficiencies, and prioritizing research needs. Utilize the EMOTR
methodology based on stakeholder engagement best practices, including landscape
assessments and visioning exercises, to analyze the current research landscape, align
efforts with future needs, and develop strategies to address emerging threats in emergency
management.

Establish Clear EM-Relevant Objectives and Structured Agenda: Clearly define the
objectives of the roundtable series, emphasizing collaboration, transparency, reducing
overlaps, and increasing efficiency in EM research investments.

Develop a Structured Agenda: Develop a structured agenda for each roundtable session,
focusing on topics relevant to the advancement of EM. Leverage existing resources such as
the EMOTR findings (i.e., gaps and opportunities identified in the landscape assessment,
interviews, and focus groups) to identify topics of interest. Allocate specific sessions every
two months to include operational personnel, ensuring that findings from the research
community are communicated to those in the field.

Identify Key Stakeholders: Identify key stakeholders in the research and operational
communities who would benefit from participating in the roundtable discussions. These may
include researchers, emergency responders, and other relevant parties. Leverage existing
networks, such as those established from previous EMOTR or other first responder and
emergency manager outreach, PNNL’s Northwest Regional Technology Center, researchers
identified as conducting relevant work in the EMOTR Task 2 Landscape Assessment, and
contacts at EM professional organizations or agencies.

Select Participants: Carefully select participants for each session, convening a diverse
range of expertise and perspectives. Consider inviting individuals who are champions within
their respective communities and who can contribute meaningfully to the discussions.

Facilitate Engaging Discussions: Assign experienced facilitators to lead the discussions
such that all participants can contribute their insights and perspectives. Encourage open
dialogue and the exchange of ideas. Prepare questions in advance to ensure discussion
align to EMOTR objectives to identify prioritized EM research needs.

Document Findings and Action Items: Document key findings, insights, and action items
from each roundtable session. Create a repository of resources and best practices to
support ongoing collaboration and information sharing.

Establish Follow-up Mechanisms: Establish mechanisms for follow-up after each session,
including follow-up emails, surveys, or working groups to further explore specific topics or
initiatives identified during the discussions.
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o Evaluate and Iterate: Regularly evaluate the effectiveness of the roundtable series in
achieving its objectives. Solicit feedback from participants on the format, topics, or structure
as needed to improve outcomes.

¢ Promote Visibility and Outreach: Promote the roundtable series through various channels
(e.g., LinkedIn, websites, distribution lists) to increase awareness and participation. Engage
with relevant professional organizations, government agencies, and other stakeholders to
expand the reach of the series.

By following these steps, a successful roundtable series can foster collaboration, transparency,
and efficiency in EM R&D efforts.

6.1 Next Steps

Ultimately, feedback and research needs identified through EMOTR outreach (Tasks 3A, B, and
C) is being considered and further explored in EMOTR Task 5, “Atrtificial Intelligence Research
Landscape Summary and Research Recommendations,” and Task 6, “Emergency Operations
Center of the Future Recommendations Report.” Together, these tasks are vetting and
validating EMOTR findings and exploring where Al and other research and technology might
benefit EM operations and EOCs of the future. Findings from the EMOTR tasks will be provided
in a recommendations report to inform future research and investment considerations.
Recommendations will consider options such as fully virtual EOCs and virtual capacity scaling,
the role of autonomous decision-making by Al tools, maintaining situational awareness through
advanced communications and geospatial information technologies, advanced display
technologies, and other emerging technologies that can dramatically increase EOC
effectiveness and efficiencies.

Conclusion
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Appendix A— Roundtable Agenda

Emergency Management of Tomorrow :
Research Roundtable %
Date: TBD Pacific
Time: [1 hour] Northwest

Virtual: Microsoft Teams

AGENDA
TIME (PT/ET) TOPIC PARTICIPANTS
10:00 — 10:15am PT/ Introductions Task Lead, PNNL
1:00 -1:15 pm ET i. Updates on EMOTR
10:15-10:45am PT/ Guest Speaker Guest Speaker Name,
1:15-1:45 pm ET i. Presentation Title, Organization
i.  Q&A
10:45 am - 11:00 am Discussion All
PT/1:45 pm - 2:00 iv.  Capability Needs and
pm ET Research Opportunities
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Appendix B— Segment Three Presentation
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Appendix C— Segment Four Presentation
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T1. Social-EOC: Application for Reducing Time
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T1. Social-EOC: Modeling Requirement
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T1. Social-EOC: Serviceability Characteristics
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T1. Social-EOC: Using Serviceability Model to

train an Al System (Supervised Learning-to-Rank)
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o
-

auclal medla
carveraEhnn
sbream

 wemaniic groapivg

ew rveid-apeiiie
service s query g ="
Feanking
Pradicwn

acwe evaai-specific
regues] mesagesd ™

Fuatabete

[Purciir o i, ASORARTE, SHAMG]
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T1. Social-EOC: Examples of Ranked Calls by
the Al System
TOR
il UEE_ Cucam saira aran't baing oddramad at oll. Whan ean v azpoct any mrdo. updoins for fa
HEOR troimd’
[Sandy]
BIOTTC,
@_‘nﬁﬁ_ HILAFRCAUIE! That's much noodord koughior, | am mre.
[Zandy]
TOR
@ USER_ con you tall mo i sonitary pumps aro running yot in olbow parki Syycflood
[Alberic]
BOTT A
_WEE_ thark u calgary palics
[Aberia]

Ranked Messoges by T (text}H [Tnferred) Modeling Scheme i
o

[Purciir o al,, ASORARTTE, SHAMG]
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T1. Social-EOC: Extension directions

* Optimal top-K request alerts o respond while accounting for
human workload [Purokicer ol, Web Incifgenc W) 18]

* Semantic grouping of requests using DEpedia knowledge
graph reeckis cr ol., sHawrz07

* Models for unsupervised domain adaptation in new crises
[Kiriahriors cf o, SO 201

* Models that can process calls in multiple languages ress saoearas:
Witiugin & Parohit, KOWSM 20341

21

y

T1. Social-EOC: Extension Example for Human

Workload-aware Ranking

" ? B Ranking of Alerts

]

i & hows ago
L i | how agn
b i 1 hows ago
'

Multi-tasking User
[.g., P2 / oralyst in BOC)
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CHALLEMWGE: SOLUTION,
T1. Lack of ressurces to conduct secial listening
TZ. Limited capacity te meniter epen data streams Citizar-Al
Colloboration
Maoteork

Qutline

23

T2. Social Media Monitoring: Situational
Awareness for Decision Support at Scale
Raw, unfitarnd disastor.raata blg sccial & crawd

Ty ragoran rsm
. dwn|

Tarazartrion miadcaniart
o9 & = w8




Appendix C

T2. Citizen-Al Collaboration: Providing
Virtval Capacity for EOCs

Werd Data |nfnrn‘|u1‘io|‘| EM RES-PQHSE &
Evanis Cellection Processing Decisien Making

Faster but
H Inocovrate modals
raquire fuman -
a e ¥ |
- |
L B |
¥ R )

v <)
i H ‘ + .tm Information
oD
Human ¥Worker + 1. Cotegorize by E3Fs

Al agont 2. Prioritize

25
T2. Citizen-Al Collaboration: Providing
Virtval Capacity for EOCs
Werld Drerter Infarmeation EM Respense &
Events Collection Precessing Decisien Making
. Fastor but : r
T e
[
*"',“5 -+
- Human ¥Worker +
o Al agont
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T2. Citizen-Al Collaboration: A Virtual
Capacity Building Approach

G Can trusted local *trained” difizen groups,

OR remote emergency MOnggers
help monitor Al model behavior for scalable dota precessing?

Mofivation

"Trustad (Growps” in Human-in-the-Loop

Al modaling systoms

M7 ORTE] Profoct, Crtren-Al Collaborotion Notworks

Hament Furchit, By Hong |G oncic: Faghes [SY11), Kard Shpians [T Austin], ond Steven Parienon |sC-CFS
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T2. Citizen-Al Collaboration: Example

Aviuivs Kngwisdge for Cilican-Al Gollsbaraticn Plabam: Cidrmablalpers+
il Ciiaen Micro-tasking Irdsrsce and Wil Araytica
Process Heeds o ¥ Mzdel el 1 kil Darchaban Maken
- - p—
/- e “{'T_' oy TL Cantlnualy- :'_:::i":.
= = Aedaptad
= P'Mlﬁn' P '.':_r::'"i‘
e Wostal Tor Iefenraticn Rerdy
Nrerebvige Redwanni
K0S noowe, P Gasse Behasiors PRGLESS

" -
Uncarsin I

=

Td Citizen Yoluresr Bigra-taaking

= F2 Mieratask TRATHTRT
= "'-n F irfarince for :
Wt [Rervy e | y — CRgen Wolunizers =
fm )
B d T ered PR}
1 "
¥ 3
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T2. Citizen=Al Collaboration: Research

Meeds

* Key Questions:

* How to sequence the tasks for data annotation to monitor and
provide human feedback to vpdate an Al model continvally while
also mitigating henman emors? [Fasdo o ol ASONAM 2019; UHCT2023)

* How to create system inferfoce for fadilitating the hvman feedbadk

while assisting human users in the Citizen-Al Collaboration Metwork?
[Ara of al, ACM lnicligent Liser lnforfons” 20 34)

29
T2. Citizen-Al Collaboration: Task on Error
Mitigation in Human Feedbadk to Al
th
p- 2=
Faligm LTM-*.
(s]
S [TTTITT] M S ([ 120 [Wees
lncoreing lamaaces L, ) Pracicok: mrTnces
st | P
—
Lz f Aanctan Anmotsnd Inctisoer
.nd:rj:::'cmg -
Human
arrors and Human-in-the-loop ML
parformance systom for
Roakfime Analyfics
o
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* Proposaed Human Error Framewoerk
for HITL-ML Systems

* Inspiratien: Psychelegy research on

huvman memory & causes of errors
e, TO0D; Forman,, 1987, Lafres, 1985, Dhang & al, 3004]

* Slips
= Error in prosoron of corract and complobo
Irowlosdgoe

* Misfakes

= Error dus to ncormed or incomplata
inowlsdge

* developed an Error-avoidance
sampling algerithm to create
reliable systems

T2. Citizen=Al Collaboration: Task on Error

Mitigation in Human Feedback to Al

e

B o e [ P Cdem  dow|
Tewa Lrrn e Dot marmngy

Figura Tha afect of marnary decur shudise in Frrcanloge (e
HO et i Baming o remining concestual mowiedge

o
Pzchry o o ASTRMANMIIZE: Fondey st o x g ey

31
T2. Citizen=Al Collaboration: Research
Needs
* Kay Questions:
* How to create system inferface for facilifating the human feedback
while assisting human vsers in the Cifizen-Al Sollaboration
Network? (Ao er ol ACH bralipant Uner interkocs™20:24)
2
32
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T2. Citizen=-Al Collaboration: Task on Creating
Effective Annotation Interface to Seek Human Feedback

Designing Different Interfoces to help Annotators using Al methods

g
5.

33
Qutline: Decision Support & Public
Communication Needs of EOCs

CHALLENGE: SOLUTION:
BESPMOHSE
T3. Inaccessibility of large spen-gev data Disasterka

»

CA7



T3. DisasterKG: Disaster Knowledge Graph

= Prablem * How con an emergency manager find information
about critical resources and past events in a
geographic region, their impods, and also experts
to collaborate for training ond response planning?

EGE core Al mdnology of
Enowledge R sorfotion

and Reozoning to provide
semmilass, inferoparobda
access o human and moching-
inforprotoble dato ot scoks

* Research Task
* Address Heterogeneity of data sources,

Inconsistency of vocabularies, Incompleteness of
information across sources for an interoperable

Disasferkc =
35
T3. DisasterKG: Motivation
= lllustrative graph for aviation safety and risk analysis
b= [Er—
nﬁ-mﬂq—- =
nies o ——— | —
L - E
- dagera Pl Py
— vwn-:qli-l'-'lﬂh g Frpe— — 1 , Daigie
. — img o or e S ok
araam R
g ¥, »
P e o .
-thlr-—- sl - g et
2 Pyryn P Crvm
Cam ‘menrrary Lo =
W 1 dawrs: dererwh Dlawagas
o | 3 s s e e
Err—. i s g,
X
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T3. DisasterKG: Unifying Semantic Representation

* EDXL: Emergency Data Exchange Language ontology
= Used in legacy disaster information systems
» Extand with the complamentary anfity otftribubas from open dota

CRITICAL BESOURCE:

wg., with varied metadata
Haspital antity

EDYLEAVE conceps: — WR=RaIN YN EU]N]
- Hospital
-  TraumaCenterServices

ol o ol IO
37
Outline: Decision Support & Public
Communication Needs of EOCs
CHALLENGE. SOLUTION.
RESPOIMSE
PREPAREDHESS
T4. Searce realdtime analyties for response and CitizanHslpor
training exercises tool
y
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T4. CitizenHelper tool: Real-time data analytics
platform for Response & Training

* Ingests multimodal
data streams from i &
. e >
heterogenous sources t&
for Risk Analysis, Al tel
Trarvrsg
Social Listening,
Event Monitoring, ..
L LT
* Deployed for CERTs wea tarazors prormn
in DMV region for a e
MSF RAPID grant &
First Responder
Training
hitgs:! / Citizgrheloer orc gmu gdh
[(Earune ot of. (ICWEIA T, Ponchey & Purche? (4 SORARS 200, Porsiey of al. (ISCRAM D), Searok ot of. (oo Maschook 200030 ]
39

T4. CitizenHelper tool: Analytics for Response

Aszisting regional CERT organizaticns for rapid sociol media filering for COVID-19
- MEF RAPID project: with Swve Potcrsn (WC CEAT), e Srepbons (UT Austin], Amands Hughes [Brighom Toung LU

Applications-

Roal-fime sitvational oworenoss (o.g., Juriedi

| i -- ik, 7
Risk mitigation (.., COVIDL1% tronding risk topic)
PI3 tool [Preacien communication| 40

(St et of., Dlccier Hondbook J077)
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T4. CitizenHelper tool: Analytics for Training

* Current practice to collect
data for observing behaviors
and interactions of
Troineessees o, miv

* Direct human observation
* Radio-based audio
communication

* Challenges

* Missing observations

* Cognitive load for human
observer

a1
[Pandey st ol. ISCRAM 2030, Parchiter o, J017) ‘ﬁ

41

T4. CitizenHelper tool: Analytics for Training

Feasible to collect multimodal data through 1T, wearables, video-based,
audio-based, and sodal /cifizen sensing [Ducow et L2017, Fesm 2 o301 % Krorhalder ot oL 2011]

Erhancad
Crabriafirg &
Y Ability to
Rodurdant, 'Replay' Evonts
Complamantary,
Maultimodal

Foensing D'ata Streams
Az
(Poncey ot o, (FORAM JT20] ‘-ﬁ
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T4. CitizenHelper tool: Analytics for Training

43
T4. CitizenHelper tool: Analytics for Training
(2] f-)
181 241
\
[Pandey whal. ISCRAM 2030] System Doshboord “‘n
44
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Conclusion

* Possible to deploy Al solutions in future EOCs to:
* reduce the information overload
* scale data precessing across multiple modalities and langeages
* Build virfual capacity for resource-constrained local BEOCs

* Meed for human-centered Al system designs
* Relioble and explaonatory
* Interactive for human control

\
y

45

Future Work: Build Citizen-Al Collaboration Network
as Virtval Capacity for Different ESF-related Services
Hi Filteri Drioeitization Human-Maochine
Annotati fnteraction
2 ¥ ma : ~
) = L& = - = -
H =1 @i o4, |
|'|~="\»\""\:'_!“:""'F““*a How to rank & How many & whean
order instances samantically growp o prosent requasts
for hu!m:m smmmmm e to o worker with
annobotion, o odionable raquast  dynamic wordoad?
improva lobaled conbont?
dioto quakty?
|
J
1
s
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T1. Social-EQC: Application for NG911

NGOTI&FirstNet:  a gy

s e, =]
P e T Ry o g —
o e raaram of B AR DR 8R0S ) o g e ma b
e -

47

Ongoing Projects: Al for Emergency
Management Domain

= Summarizing multiple sources of dota streoms for stuational osorensss wsing LLss for
rolo-bersed Summaries [k o ol, TREC' 1]

LLM-assisted daota annotation interfocss to support anrofotors for Human-A»1
Collaboration [Ar e ol, LT24]

- l:_:-ndu-::wifdi'-g ond cross-ingual massoge processing to support AMufilingual Sodal

Lishaning [Solse of ol, [SCRAM2E, Krithos of o, [EEE Big Do 2022, Yivigun & Purchit, ICWSM24]

= Humar-cenborgd Al fool for mcident detadion from crosdsourcad dafa [Sesort o o, A0
Digiinl Gowsrmmand™ 24, Senarct of ol, CDW21]

= Congistent reasoning of LLMs for fixing halhkdnafions in prodicions

Survay of EM proditionsrs from US and Burope for changing vsogo of social media
plotforms

)
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Ongoing Projects: lllustration of an Inclusive
Al-assisted System for Social Media Monitoring

* Hot everyone speaks English!

* Maon-native speakers can use Transliteration i
and code-mixing, e.g., i /
g
[ vsiici S i £ [
ENGLEEH SPANIEH ROMANIZED SPAMISH %' g |
Floodmmpyrilage,  Iodicicems foed in mi hilags, L
drythersin ceated  puedlo,hoylalmds oy la luvia panars ma y L —ae—
st o ERTnG N tormends of S i
Source
Code-mixng btz {fmrere vacam e bieg )
b A Fiood n ey vilag T
halhreza 3 —_—
Spa'lfshg - by Fenert T tormanta o

Con Al models ooooumnt for
diverss cultural meances ard

- [Pchon o ol NET Big Dok 5033, 4%

social conbaxt? ke i o, SCRAM T3]

=

Questions?

More about our research:

CONTACT: hpurohifstemm edu

Image sources, collaborators (especially Dir. Cardos Castille, Dr. Amanda Hoghes, Dr. Avhaskek Dubey, CEM
Sieve Peterson )y Farmer ULS. DHS Saenoe & Technology SMWGESDM Resrarcher-Practitoner Subgroup,
Huzmarzitarign Informatics Lak students (especially Dr. Rahal Pandey and Yasas Senarath) as well as sporsors

. 8 Relevant Research Gramts:
: :II3#165?3?¢,I15#1|:|154-5¢',

S s # 2029719
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