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About This Section

The Other Information section highlights DHS's proactive approach to
accountability by addressing key challenges and regulatory
requirements, ensuring that stakeholders are well informed about

our operations. This commitment to transparency not only enhances
public understanding but also strengthens trust in our mission to
safeguard the nation.

This section addresses essential topics such as our:

Combined Schedule of Spending

Tax Burden / Tax Gap

Summary of Financial Statement Audit and Management Assurances
Payment Integrity Information Act Reporting

Grants Program

Civil Monetary Penalty Adjustment for Inflation

Other Key Regulatory Requirements

Finally, we present the OIG summary of major management and performance challenges
facing DHS, along with Management’s Response (unaudited).

By presenting this diverse information, we aim to offer stakeholders a comprehensive view
of the Department’s operations and the broader implications for our mission. This
transparency not only informs the public about the risks and opportunities we face but also
reinforces our dedication to responsible governance and effective service delivery, ultimately
fostering trust in our efforts to protect and serve the American people.
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Combined Schedule of Spending

The Combined Schedule of Spending (SOS) presents an overview of how departments or
agencies are spending money. The SOS presents combined budgetary resources and
obligations incurred for the reporting entity. Obligations incurred reflect an agreement to
either pay for goods and services, or provide financial assistance once agreed upon
conditions are met. The data used to populate this schedule is the same underlying data
used to populate the Statement of Budgetary Resources (SBR). Simplified terms are used to
improve the public’s understanding of the budgetary accounting terminology used in the
SBR.

How Was the Money Spent/Issued? This section presents resources that were available to
spend as reported in the SBR.

o Total Budgetary Resources refers to total budgetary resources as described in the SBR and
represents amounts approved for spending by law.

o Amount Available Not Agreed to be Spent represents amounts that the Department was
approved to spend but did not take action to spend by the end of the fiscal year.

o Amount Not Available to Spend represents amounts that the Department was not approved
to spend during the current fiscal year.

o Total Amounts Agreed to be Spent represents amounts that the Department has made
arrangements to pay for goods or services through contracts, orders, grants, or other legally
binding agreements of the Federal Government. This line total agrees to the New Obligations
and Upward Adjustments line on the SBR.

What Money is Available to Spend? This section presents services or items that were
purchased, categorized by Component. Those Components that have a material impact on
the SBR are presented separately. Other Components are summarized under Directorates
and Other Components, which includes the Cybersecurity and Infrastructure Security Agency
(CISA), the Countering Weapons of Mass Destruction Office (CWMD), the Federal Law
Enforcement Training Centers (FLETC), the Office of Intelligence and Analysis (I&A), the
Office of Homeland Security Situational Awareness (OSA), the Management Directorate
(MGMT), the Office of Inspector General (OIG), the Science and Technology Directorate
(S&T), U.S. Citizenship and Immigration Services (USCIS), and the U.S. Secret Service
(USSS).

For purposes of this schedule, the breakdown of “What Money is Available to Spend” is
based on OMB definitions for budget object class found in OMB Circular No. A-11.

o Personnel Compensation and Benefits represents compensation, including benefits directly
related to duties performed for the government by federal civilian employees, military
personnel, and non-federal personnel.
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o Contractual Service and Supplies represents purchases of contractual services and supplies.
It includes items like transportation of persons and things, rent, communications, utilities,
printing and reproduction, advisory and assistance services, operation and maintenance of
facilities, research and development, medical care, operation and maintenance of
equipment, subsistence and support of persons, and purchase of supplies and materials.

o Acquisition of Assets represents the purchase of equipment, land, structures, investments,

and loans.

o Grants, Subsidies, and Contributions represents, in general, funds to states, local
governments, foreign governments, corporations, associations (domestic and international),
and individuals for compliance with such programs allowed by law to distribute funds in this

manner.

¢ Insurance, Refunds, and Other Spending represents benefits from insurance and federal
retirement trust funds, interest, dividends, refunds, unvouchered or undistributed charges,

and financial transfers.

Who Did the Money Go To? This section identifies the recipient of the money, by federal and
non-federal entities. Amounts in this section reflect “amounts agreed to be spent” and agree

to the New Obligations and Upward Adjustments line on the SBR.

The Department encourages public feedback on the presentation of this schedule.

Feedback may be sent via email to par@hg.dhs.gov.

Table 13: Combined Schedule of Spending

How Was the Money Spent/Issued?
Total Budgetary Resources
Less Amount Available Not Agreed to be Spent
Less Amount Not Available to be Spent

TOTAL AMOUNTS AGREED TO BE SPENT

What Money is Available to Spend?

U.S. Customs and Border Protection
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
Total Amounts Agreed to Be Spent

U.S. Coast Guard
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
Total Amounts Agreed to Be Spent

$ 177,376
(30,481)
(6,519)

$ 140,376

$ 15,771
7,656

1,473

205

7,080

32,185

6,507
6,131
1,037
5

48
13,728
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What Money is Available to Spend? (continued)

Federal Emergency Management Agency
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
Total Amounts Agreed to Be Spent

U.S. Immigration and Customs Enforcement
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
Total Amounts Agreed to Be Spent

Transportation Security Administration
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
Total Amounts Agreed to Be Spent

Directorates and Other Components
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
Total Amounts Agreed to Be Spent

Department Totals
Personnel Compensation and Benefits
Contractual Services and Supplies
Acquisition of Assets
Grants, Subsidies, and Contributions
Insurance, Refunds, and Other Spending
TOTAL AMOUNTS AGREED TO BE SPENT

Who Did the Money Go To?
Non-Federal Governments, Individuals, and Organizations
Federal Agencies

TOTAL AMOUNTS AGREED TO BE SPENT

2024

2,857
6,582
364
38,968
4,377

53,148

4,491
5,424
315

1

22

10,253

7,661
3,035
300
20

2

11,018

8,071
10,426
1,376
161

10

20,044

45,358
39,254

4,865
39,360
11,539

140,376

114,801
25,575

140,376
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Tax Burden / Tax Gap

Revenue Gap

The Entry Summary of Trade Compliance Measurement (TCM) program collects objective
statistical data to determine the compliance level of commercial imports with U.S. trade
laws, regulations, and agreements, and is used to produce a dollar amount for Estimated
Net Under-Collections (also called estimated revenue gap), and a percent of Revenue Gap.
The Revenue Gap is a calculated estimate that measures potential loss of revenue owing to
noncompliance with trade laws, regulations, and trade agreements using a statistically valid
sample of the revenue losses and overpayments detected during TCM entry summary
reviews conducted throughout the year.

Table 14: Entry Summary of Trade Compliance Measurement

FY 2024

(Preliminary) ugeo2e

Estimated Revenue Gap $2,261 million $124 million
Estimated Revenue Gap of all 599, 0.19%
collectable revenue for year (%)

Estimated Over-Collection $528 million $494 million
Estimated Under-Collection $2,789 million $618 million
Estimated Overall Trade 0 0
Compliance Rate (%) 99.5% 99.8%

The preliminary overall compliance rate for FY 2024 is 99.5%. This metric is estimated using
stratified random sampling and the final overall trade compliance rate and estimated
revenue gap for FY 2024 will be issued in April 2025.
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Summary of Financial Statement
Audit and Management Assurances

The tables below provide a summary of the financial statement audit results and
management assurances for FY 2024.

In FY 2024, the external financial statement auditor continued to identify three of the
previously reported areas of material weakness. However, in FY 2023, two areas of material
weakness related to Insurance Liabilities and Receipt of Goods and Services have been
successfully resolved per the Integrated Financial Statement audit.

Table 15: Summary of Financial Statement Audit

Audit Opinion Unmodified
Restatement No
Areas of Material Beginning New Resolved Consolidated Ending
Weakness(es) Balance Balance
IT Controls and Information 1 0 0 0 1
Systems
Financial Reporting 1 0 0 0 1
Insurance Liabilities 1 0 1 0 0
Receipt of Qoods and 1 0 1 0 0
Services
Seized and Forfeited 1 0 0 0 1
Property
Total Areas of Material
Weakness(es) 5 0 2 0 3

Management has performed its evaluation, and the assurance is provided based upon the
cumulative assessment work performed in the following areas across the Department:

Entity Level Controls,

Financial Reporting,

Budgetary Resource Management,

Fund Balance with Treasury,

Grants Management,

Human Resources and Payroll Management,
Information Technology General Controls,
Insurance Management,

Payment Management,

Property Plant and Equipment, and
Revenue and Receivables.
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While DHS has remediation efforts continuing in FY 2025; no additional areas of material
weakness were newly identified by DHS as a result of the assessment work performed in FY
2024. The following table indicates the areas of material weakness(es) that have been
identified by management and where DHS will continue focused remediation efforts going
forward.

Table 16: Summary of Management Assurances

Effectiveness of Internal Control over Financial Reporting (FMFIA § 2)

Statement of

Modified
Assurance
Areas of Material Beginning . Ending
Weakness(es) Balance Balance
IT Controls and
Information Systems 1 0 0 0 0 1
Financial Reporting 1 0 0 0 0 1
Insurance
Management 1 0 0 0 0 1
Budgetary
Accounting30 1 0 0 0 0 1
Total Areas of
Material 4 0 0 0 0 4
Weakness(es)

Statement of
Assurance

AUEES S ST T Resolved Consolidated Reassessed =
Weakness(es) Balance Balance

None Noted

Total Areas of
Material
Weakness(es)

Conformance with Federal Financial Management System Requirements (FMFIA § 4)

Statement of

ASSUTance Federal Systems do not conform to financial management system requirements

Areas of Material Beginning Ending

Resolved Consolidated Reassessed

Weakness(es) Balance Balance

Federal Financial
Management Systems
Requirements:

Financial System 1 0 0 0 0 1
Security & Integration
of Financial
Management Systems

30 Previously titled Receipt of Goods and Services.
S S —— — | .
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Summary of Financial Statement Audit and
Management Assurances

Table 16 (continued): Summary of Management Assurances

Areas of Material Beginning

Balance

Weakness(es)

Resolved

Consolidated

Ending

Reassessed
Balance

Federal Accounting
Standards

U.S. Government
Standard General
Ledger (USSGL): 1
Transactional Level
Reporting

Total Non-
Conformance(s)

1. Federal Financial Management
System Requirements

Compliance with 803(a) of the Federal Financial Management System Requirements (FFMIA)

Lack of substantial compliance
noted

Lack of substantial compliance
noted

2. Applicable Federal Accounting
Standards

Lack of substantial compliance
noted

Lack of substantial compliance
noted

3. USSGL at Transaction Level

Lack of substantial compliance

Lack of substantial compliance

noted noted
L i R ——— | & | | 8
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Payment Integrity Information Act
Reporting

The Payment Integrity Information Act of 2019 (PIIA)31, requires agencies to review and
assess all programs and activities they administer and identify those determined to be
susceptible to significant improper payments32, estimate the annual amount of improper
payments, and submit those estimates to Congress. In accordance with OMB Circular No. A-
123, Appendix C33, Requirements for Payment Integrity Improvement, Federal agencies are
required to assess improper payments and report34 annually on their efforts. Full publication
of the Department’s efforts, results, and compliance related to PIIA can be found on
PaymentAccuracy.gov.

We remain strongly committed to ensuring our agency’s transparency and accountability to
the American taxpayer and achieving the most cost-effective strategy on the reduction of
improper payments.

Overview

In the wake of the September 11, 2001, terrorist attacks, Congress passed the Homeland
Security Act (P.L. 107-296), which established DHS and combined the functions of 22
Federal departments and agencies with broad responsibilities to secure the Nation from
threats. Since its inception, the Department has evolved into the third largest Cabinet
agency and has matured its mission areas to collectively prevent attacks, mitigate threats,
respond to national emergencies, and preserve economic security. The threats to our
homeland have evolved over the 21 years of the Department of Homeland Security.

In 2017, the nation faced a historic Atlantic hurricane season. The effects from consecutive
hurricanes Harvey, Irma and Maria were widespread, causing long-lasting damage across
the southern continental U.S. and surrounding islands, as well as Puerto Rico and the U.S.
Virgin Islands.

31 Unless otherwise indicated, the term “PIIA” is used to reflect the current legislative language regarding improper
payments as it formal revoked the Improper Payments Information Act of 2002 (IPIA), the Improper Payments Elimination
and Recovery Act of 2010 (IPERA), and the Improper Payments Elimination and Recovery Improvement Act of 2012
(IPERIA).

32 A program with significant improper payments has both a 1.5 percent improper payment rate of program outlays and at
least $10 million in improper payments of all program or activity payments made during the year or exceeds $100 million
dollars in improper payments regardless of the improper payment rate percentage of total program outlays.

33 On March 5, 2021, OMB released an updated Circular No. A-123, Appendix C (M-21-19) to formalize implantation
expectations under PIIA effective beginning with FY 2021 implementation.

34 Due to rounding throughout all following figures and tables, amounts and percentages may reflect the exact total
respective at the summary amounts and percentages reported. For precise data at the reportable program level, please
refer to PaymentAccuracy.gov.
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e On August 25, 2017, Hurricane Harvey made landfall in Texas as a Category 4 storm.
For several days, the storm hovered near the Houston metropolitan area and set a
record for the most rainfall from a U.S. tropical cyclone. Of households impacted by

Harvey, 80 percent did not have flood insurance.

e On September 6, 2017, Hurricane Irma became one of the strongest Atlantic
hurricanes on record. The storm’s center passed just north of the U.S. Virgin Islands
and Puerto Rico and destroyed critical infrastructure on St. Thomas and St. John in
the U.S. Virgin Island, as well as Puerto Rico and the Florida Keys. As Irma was the
first major hurricane to make landfall in Florida since 2005, the public followed
evacuation orders as the storm approached Florida, resulting in one of the largest

sheltering missions in U.S. history.

e On September 19, 2017, the center of Hurricane Maria passed southeast of St.
Croix, U.S. Virgin Islands as a Category 5 storm and made landfall in Puerto Rico as a
Category 4 storm the next day. Hurricane Maria severely damaged or destroyed a
significant portion of both territories’ already fragile critical infrastructure. Maria left
Puerto Rico’s 3.7 million residents without electricity and the resulting response
represents the longest sustained air mission of food and water delivery in FEMA

history.

Be prepared for a flood

W
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Floods are the most common disaster in the United States. Remember that floods may develop slowly
or quickly and cause outages, disrupt transportation, damage buildings, and create landslides. Failing
to evacuate flooded areas, entering flood waters, or remaining after a flood has passed can result in
injury or death. Take an active role in your safety and go to Ready.gov/floods to get more information

about preparing for a flood and create a plan today!

U.S. Department of Homeland Security
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Supplemental appropriations were designated as an emergency requirement in the
Supplemental Appropriations for Disaster Relief Requirements, 2017 (P.L. 115-56), the
Additional Supplemental Appropriations for Disaster Relief Requirements Act of 2017 (P.L.
115-72), and the Further Additional Supplemental Appropriations for Disaster Relief
Requirements Act, 2018 (P.L. 115-123) were issued to specific agencies to provide the
resources needed to recover and rebuild following recent hurricanes and other applicable
natural disasters. Within these supplemental appropriations, DHS received a total
supplemental appropriation amount of $50.72 billion. P.L. 115-123 requires any agency
receiving funds under P.L. 115-123 as well as P.L. 115-72 and P.L. 115-56 to consider any
programs expending more than $10 million of funds in any one fiscal year highly susceptible
to improper payments for the purposes of the PIIA. Once disaster supplemental funded
programs met or exceeded the $10 million threshold in payments applicable for PIIA review,
the program was deemed susceptible to significant improper payments and thus applicable
for statistical sampling and reporting. Since the Supplemental Appropriations for Disaster
Relief Requirements disbursement activity began, the Department has identified and
monitored programs that have expended more than $10 million in applicable outlays in any
given fiscal year.

In 2020, our Nation faced one of the biggest threats in recent history—the COVID-19
pandemic. In a swift response, Congress provided $2 trillion in supplemental funding
through the CARES Act, an economic relief package. As the executer of over $45 billion in
CARES Act funding, DHS was at the epicenter in the Federal Government’s response to the
pandemic and worked closely with other federal agencies, state, local, tribal, and territorial
governments to distribute the much-needed funding. In FY 2021, DHS Components received
over $50 billion in funding from ARPA with the majority allotted to the FEMA DRF. The DRF is
an appropriation used to direct, coordinate, manage, and fund eligible response and
recovery efforts associated with domestic major disasters and emergencies. In addition, the
FEMA DRF received over $19 billion from the Consolidated Appropriations Act (CAA) to carry
out disaster relief activity, including COVID-19 related activity.

A S— | | . L E

| §
-
pg. 268 Visit us online at Of:i0
Unaudited dhs.gov Eﬁ?



https://www.dhs.gov/

DHS uses sampling and statistical methods to estimate proper payments, improper
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payments, and unknown payments among its programs. See Figure 14 for an illustration of
the payment categories as well as improper payment types and Table 17 for payment type

definitions.

Proper Payment

Monetary Loss
(Overpayment)

Program Improper

Outlays Payment
Non Monetary
Loss
Unknown
Payment

Figure 14: Payment Type Categories

Table 17: Payment Integrity Reporting Payment Type Definitions

Payment Type Definition

Proper Payment

Improper
Payment

Unknown
Payment

Monetary Loss
(Overpayment)

Non Monetary

specific legally applicable requirements for the payment.

Underpayment

Technically
Improper

A payment made to the right recipient for the right amount that has met all program

A payment that was made in an incorrect amount under statutory, contractual,
administrative, or other legally applicable requirements. The term improper payment
includes any payment to an ineligible recipient; any payment for an ineligible good or
service; any duplicate payment; any payment for a good or service not received, except for
those payments where authorized by law; and any payment that does not authorized by
law; and any payment that does not account for credit for applicable discounts.

estimates.

Instances in which a program cannot determine whether a payment is proper or improper
due to insufficient payment documentation. Further, payments should be categorized as

unknown if the agency is still conducting research or reviews to determine the
appropriateness of the payment at the time the agency must finalize and report its

Payments to the wrong recipient, or to the correct recipient in a higher amount than what
should have been disbursed, are monetary losses to the government.

Loss disbursed are non-monetary losses to the government.

Underpayment

Technically
Improper

Payments to the correct recipient in a lesser amount than what should have been

disbursed.

Payments to the correct recipient in a lesser amount than what should have been

improper payment.

A payment was made to the right recipient for the right amount, but the payment process
failed to follow all applicable statute and regulation there is no amount that needs to be
recovered, however, because the payment failed to adhere to all applicable statutes and
regulations during the payment process the payment itself is considered a technically

U.S. Department of Homeland Security
FY 2024 Agency Financial Report
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Phases of Assessment

Under Appendix C of OMB Circular No. A-123, all programs with annual outlays greater than
$10 million fall into either Phase 1 (subject to periodic risk assessments) or Phase 2
(subject to statistical testing and reporting requirements). Based on improper payment risk
assessments, programs that are likely to have an annual amount of improper and unknown
payments below the statutory threshold are categorized as Phase 1 and are required to
complete a risk assessment once every three years. Programs likely to be above the
statutory threshold are categorized as Phase 2 and are required to report an improper
payment estimate.

DHS Payment Integrity Reporting for 2024

Due to the burden of testing and reporting for the programs impacted heavily by disaster
supplemental appropriation disbursements, DHS is generally reporting statistical testing
results two years in arrears. While supporting the mission, DHS remains strongly committed
to ensuring our agency’s transparency and accountability to the American taxpayer and
achieving the most cost-effective strategy on the reduction of improper payments.

For the 2024 reporting of Phase 2 programs, DHS is publishing an improper payment
estimates for a total of three programs. All programs disbursement activity subject to
assessment and reporting in 2024 included outlay activity from FY 2022 but due to the
delay in FEMA Public Assistance - Validate as You Go (VAYGo) reporting in the prior year,
that program is publishing 24-month assessment coverage and error reporting to also
include coverage for disbursements made in FY 2021.:

1. CBP Procurement, Construction, & Improvement - Disaster Supplemental Funds:
assessment over FY 2022 disbursements

2. FEMA Funeral Assistance: assessment over FY 2022 disbursements

3. FEMA Public Assistance - VAYGo: assessment over FY 2021 and FY 2022
disbursements

Overall, DHS conducted assessments over more than $41.4 billion in disbursement activity
with over 96 percent of disbursements being deemed proper. As such, DHS is reporting an
agency-wide error rate of approximately 3.84 percent in 2024. For program specific details
and result, please see below and refer to the DHS published results on
PaymentAccuracy.gov.
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CBP Procurement, Construction, & Improvement - Disaster
Supplemental Funds

The CBP Procurement, Construction, & Improvement program builds facilities for CBP
Officers and Border Patrol Agents, including buildings and other structures at Border Patrol
sector headquarters, stations, checkpoints, and remote forward operating bases. Due to the
expanse and extent of damage tied to Hurricanes Harvey, Irma, and Maria, many CBP
facilities suffered damage. The program received additional funds for necessary expenses
related to the consequences of hurricanes Harvey, Irma, and Maria, including for the
reconstruction of affected facilities. Funds are provided to carry out CBP activities in Puerto
Rico and the United States Virgin Islands.

For the testing conducted in 2024, CBP’s assessment was focused on the associated FY
2022 disaster supplemental funding disbursements of over $19 million applicable for
review under PlIA. The CBP Procurement, Construction, & Improvement - Disaster
Supplemental Funds program completed a census review to assess all payment activity and
identified no improper or unknown payments during the 2024 review. The CBP Procurement,
Construction, & Improvement - Disaster Supplemental Funds program has identified and
reported improper payments and unknown payments below the OMB Circular No. A-123,
Appendix C guidance thresholds to be considered susceptible to significant improper
payments for two consecutive years. As such, the program is expected to revert back to
Phase 1 for the 2025 reporting cycle.

Procurement, Construction, and Improvement Projects

CBP inaugurated its new facilities for the Area Port of St. Thomas in Crown Mountain in January 2023.

With this new facility CBP will better secure and facilitate legitimate trade and travel throughout the
US Virgin Islands, stated Diane Sabatino, CBP s Deputy Executive Assistant Commissioner for the
Office of Field Operations. The Port Office truly symbolizes OFO s resilience, and serves as a reminder
of the great partnerships in the United States Virgin Islands that support our mission and make our
employees proud to be a part of this great agency. CBP also inaugurated a modernized San Juan
Customs in March 2024 after a renovation project with $65 million. In 2014, the San Juan Field Office
vacated the facility due to deteriorating conditions caused by the facility s age, continuous exposure to
the salty sea air, and damage. In 2017, conditions worsened after Hurricanes, Irma and Maria.
Roberto Vaquero, Director of Field Operations for Puerto Rico, and the US Virgin Islands stated, This
symbolic reunion intertwines tradition and progress, echoing the resilience of Puerto Rico while
embracing the cutting edge tools necessary to secure our nation in the 21st century.

U.S. Department of Homeland Security pg. 271
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FEMA Funeral Assistance

In response to the COVID-19 pandemic, a nationwide emergency declaration was issued
under Section 501(b) of the Robert T. Stafford Disaster Relief and Emergency Assistance
Act (Stafford Act; 42 U.S.C. §§5121 et seq.). Subsequently, major disaster declarations for
50 states, 5 territories, the District of Columbia, and 3 tribes were approved. Funeral
Assistance is a form of Other Needs Assistance that FEMA may provide when the President
authorizes the Individuals and Households Program—a type of Individual Assistance—
pursuant to a Stafford Act declaration of emergency or major disaster.

The agency will reimburse up to $9,000 in eligible funeral expenses incurred on or after
January 20, 2020, at 100 percent federal cost share, for deaths attributed to the COVID-19
pandemic and for applicants that have met the eligibility criteria to receive COVID-19
Funeral Assistance. Per program policy requirements, applicants may only receive financial
assistance for expenses incurred that have not already been covered, paid, and/or
reimbursed by other sources. As noted in the required documentation, applicants for the
COVID-19 Funeral Assistance must provide FEMA with proof of funds received from other
sources specifically designated for funeral costs. FEMA provided COVID-19 Funeral
Assistance may not duplicate burial or funeral insurance proceeds, pre-planned or pre-paid
funeral contracts, pre-paid trust for funeral expenses, irrevocable trust for Medicaid,
financial assistance from voluntary organizations, government programs or agencies, or any
other sources specifically designated for funeral expenses. Any eligible COVID-19 Funeral
Assistance is to be reduced by the amount of other assistance that the applicant received
for the same expenses.

Figure 15: FEMA COVID-19 Funeral Assistance Milestones as of October 2022
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For the testing conducted in 2024, FEMA’s assessment was focused on the associated FY
2022 disbursements of over $1.69 billion applicable for review under PIIA. The FEMA
Funeral Assistance program reported a 3.50 percent estimated payment error rate in 2024.
Please refer to the figure below for additional detail regarding the breakouts and associated
error categorization.

Type of Improper + Unknown
Extrapolated Resulis
Payment
= Proper ($1,639.45M, 96.50%) m Overpayment ($52.42M, 3.09%)
m Improper + Unknown ($59.47M, 3.50%) Underpayment ($7.05M, 0.42%)

Technically Improper (S0.00M, 0.00%6)
Unknown (50.00M, 0.00%)

Figure 16: FEMA Funeral Assistance Reported Results

Although the FEMA Funeral Assistance program is reporting an estimated error rate that
identifies the program is susceptible to significant improper payments, FEMA is confident
that the agency's corrective action plans are being effectively implemented and prioritized to
limit and reduce the improper payments for the Funeral Assistance program. The majority of
the identified improper payments stemmed from the required human intervention for
manually processing COVID-19 Funeral Assistance disbursements. As such, the majority of
the FEMA corrective actions taken and additional actions planned to be taken focus on
policy and procedural enhancements, training, and process improvements to reduce and
prevent future improper payments. In compliance with OMB Circular No. A-123, Appendix C
requirements, the FEMA Funeral Assistance program will remain in Phase 2, conduct a
review and publish results in 2025 over FY 2023 program disbursement activity. The results
of the 2025 review will provide a more holistic indicator as to the continued success of the
corrective action efforts.
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FEMA Public Assistance - VAYGo

The Robert T. Stafford Disaster Relief and
Emergency Assistance Act (Stafford Act;
42 U.S.C. §§5121 et seq.) authorizes the
President to provide federal assistance
when the magnitude of an incident or
threatened incident exceeds the affected
state, local, territorial, and tribal
capabilities to respond or recover. The
purpose of the Public Assistance grant
program aims to support communities’
recovery from major disasters by providing
them with grant assistance for debris removal, life-saving emergency protective measures,
and restoring public infrastructure. Local governments, states, tribes, territories, and certain
private nonprofit organizations are eligible to apply.

The FEMA Public Assistance grant program relies on Regional Offices to manage, operate,
and maintain program activities and operations. For the breakout of FEMA Regions, please
refer to the figure below.

X «Bothen |

e Boston

Alaska V

V l l l Chicago New Yorke~ | & Virgin

Rico Islands

Oakland Denver * o Philadelphia
Vl l Kansas City
o

IX 1

American * Denton
CNMI Samoa ® Atlanta

VI 1V

Guam Hawaii

Figure 17: FEMA Regions and Regional Offices

Public Assistance is FEMA's largest grant program and provides emergency assistance to
save lives and protect property and assists with funding for permanently restoring
community infrastructure affected by a disaster.
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FEMA implemented the VAYGo pilot program to test Public Assistance and certain other
disaster grant expenditures, originally scoped to Hurricanes Harvey, Irma, and Maria. Since
these disasters, the VAYGo program has expanded to include coverage over additional
disaster declarations, such as COVID-19 response as well as disasters declared during or
after FY 2020. As part of VAYGo, FEMA reviews project documentation for a sample of funds
as they are drawn down by recipients and conducts testing to verify whether the project
funding was appropriately expended by the subrecipient. One goal of VAYGo is to identify
potential problems earlier, allowing FEMA and recipients—including Public Assistance
recipients—to correct or mitigate issues earlier in the process instead of waiting until grant
closeout. According to FEMA officials that conduct the testing, the primary goal of VAYGo is
to improve grant recipients’ grants management internal controls processes by consistently
assessing payments for ineligible costs and payment integrity issues in the Public Assistance
grant program.

On March 13, 2020, the Presidential declaration of a nationwide COVID-19 emergency
increased the level of federal response from FEMA, as well as support to state, local, tribal,

and territorial
partners across the COVID-19 by the numbers

nation. The agency's COVID-19 Public Assistance Obligated

response to COVID-19
was unprecedented. $85,229,870,870

When the White
House directed FEMA RequestsforPublic
to lead operations, Azsés?f;e
COVID-19 became the ;
first national
pandemic response
that FEMA has led
since it was
established in 1979.
It was also the first
time in U.S. history the
President declared a
nationwide emergency
under Section 501b of
the Stafford Act and
authorized Major
Disaster Declarations
for all states and
territories for the
same incident.

Total
Projects Obligated
34,025

Total
Active Projects
37,993

Eligible
Applicants
14,225

»
O adVeE D . d c dOlld peen ODIEaled D dle

Lower Value | Higher Value

Figure 18: COVID-19 Public Assistance as of October 2024
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In April 2022, FEMA strategically paused the VAYGo program to conduct listening sessions
and identify ways to improve the VAYGo testing process. VAYGo was reactivated on August 9,
2023 to enhance FEMA’s Public Assistance grants management internal controls. As the
COVID-19 specific disaster declaration was so wide reaching and impacted so many
individuals, the span of the public assistance provided is extensive. In order to sufficiently
assess the appropriateness of these payments, the request for information is broad and
often takes a substantial amount of time to obtain the necessary documentation and of
adequate quality and completeness to enable auditability. Therefore, due to the impact of
the VAYGo strategic pause as well as the significant increase in assessment burden, DHS
delayed the PIIA Phase 2 reporting for the FEMA Public Assistance - VAYGo program and did

not report in 2023.

To catch up on the reporting of payment integrity results, the testing conducted in 2024
focused on both the associated FY 2021 and FY2022 disbursements—exceeding $39.72
billion—subject to VAYGo review and oversight. Please refer to the figure below for additional
detail regarding the breakouts and associated error categorization.

+ Unknown
Extrapolated Results Type of imprope Payment

e e

m Overpayment (5101520, 0.49%)

= Proper (519,979.82, 96.24%)

= Improper + Unknown ($781.53M, 3.76%) Underpayment (30.00M, 0.00%)
Technically Improper (50.00M, 0.00%)

Unknown ($680.01M, 3.28%)

Figure 19: FEMA Public Assistance - VAYGo Reported Results (FY 2021 Disbursements Only)
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Type of Improper + Unknown
BExdtrapolated Resufis
Payment
= Proper (518,962.71, 95.0455) m Overpayment ($34.83M, 0.185)
® Improper + Unknown ($750.96M, 3.96%) » Underpayment ($0.00M, 0.00%)

Technically Improper (50.00M, 0.00%)
» Unknown (5716.13M, 3.78%)

Figure 20: FEMA Public Assistance - VAYGo Reported Results (FY 2022 Disbursements Only)

Type of Improper + Unknown
BEdrapolated Resulis
Payment
m Proper ($38,191.56, 96.14%) m Overpayment ($136.35M, 0.34%)
® Improper + Unknown ($1,532.49M, 3.86%) = Underpayment (30.00M, 0.00%)

Technically Improper (50000, 0.00%)

» Unknown (51,396.14M, 3.51%)

Figure 21: FEMA Public Assistance - VAYGo Reported Results (FY 2021 and FY 2022 Disbursements Consolidated)
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The root causes of the
improper payments and
unknown payments have
remained consistent over the
last 24-months of
disbursement testing, covering
FY 2021 and FY 2022
disbursement activity.
Generally, unknown payments
steadily account for
approximately 90 percent of
the overall reported error rate
and valuation. FEMA
continues to work with
recipients on obtaining
additional information and
missing documentation for the unknown payments. To assist in obtaining sufficient
supporting documentation in a timely manner, FEMA remains committed to streamlining and
automating the Public Assistance process, training relevant parties and stakeholders,
ensuring that policy and process documentation is current and available, and maintaining
consistent and regular oversight through internal reviews and audit activity while not
overburdening grant recipients.

As the FEMA Public Assistance - VAYGo program has reported an estimated overpayment
(i.e., monetary loss) amount of over $100 million in the 2024 reporting cycle, the program
will be designated as a High-Priority program in accordance with OMB Circular No. A-123,
Appendix C guidance.3% High-Priority programs must provide select information through a
mechanism determined by OMB on a quarterly basis. The collected information will be
published quarterly in a Payment Integrity Scorecard on PaymentAccuracy.gov. This
published information will fulfill the High Dollar Overpayment Reporting Requirements and
also the High-Priority Program Reporting Requirements.

DHS Consolidated Payment Integrity Reporting

Overall, DHS conducted assessments over more than $41.4 billion in disbursement activity
with over 96 percent of disbursements being deemed proper. As such, DHS is reporting an
agency-wide error rate of approximately 3.84 percent in 2024. As highlighted in the program
specific reporting, the FEMA Public Assistance - VAYGo program accounts for just under 96
percent of the disbursement amount that was reviewed by the agency and contributed to
just over 96 percent of the DHS total improper payment and unknown payment reported
totals. The table below summarizes improper payment amounts for all DHS programs
deemed to be susceptible to significant improper payments.

35 A program automatically becomes ‘High-Priority’ when its annual reported monetary loss improper payment estimate is greater than or
equal to $100 million, regardless of the improper payment and unknown payment rate. The point at which a program reports its annual
improper payment and unknown payment estimate is the point at which a program would move in or out of High-Priority status.
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Table 18: DHS Improper Payment Results and Reduction Outlook

Testing
Testing Conducted in FY 2023 Testing Conducted in FY 2024 Planned for
DHS FY 2025
Program

Name Outlays Outlays i

($M) ($M)

Target
(%)

DHS Programs in Phase Il

. N/A - Program identified to begin o 5 37
FEMA Funeral Assistance reporting in 2024 $1,697.56 $1,638.09 96.50% $59.47 3.50% N/A
FY 2021 Disbursements*° N/A N/A N/A $20,761.34 $19,979.82 96.24% $781.53 3.76% N/A
Stratum: Disaster o o
Supplemental Funds N/A N/A N/A $1,587.12 $1,569.01 98.86% $18.11 1.14% N/A
Stratum: COVID-19 N/A N/A N/A $17,886.54 $17,205.96 96.20% $680.58 3.80% N/A
Stratum: All Other N/A N/A N/A $1,287.68 $1,204.84 93.57% $82.84 6.43% N/A
FY 2022 Disbursements N/A N/A N/A $18,962.71 $18,211.75 96.04% $750.96 3.96% N/A
Stratum: Disaster o o
Supplemental Funds N/A N/A N/A $1,797.02 $1,797.00 100.00% $0.02 0.00% N/A
Stratum: COVID-19 N/A N/A N/A $14,828.43 $14,185.80 96.67% $642.63 4.33% N/A
Stratum: All Other N/A N/A N/A $2,337.25 $2,228.93 95.37% $108.32 4.63% N/A
DHS Programs Moved out of Phase Il (Statistical Testing and Reporting) in 2024
FEMA HMGP - Disaster $59.91 $0.53 0.88% N/A - As program was below the thresholds to be deemed susceptible to significant
Supplemental Funds ’ ’ een improper payments, the program has been reverted to Phase I.

$70.80 $0.53 0.75%*1  $41,441.28  $39,849.32 96.16% $1,591.96 3.84%42

36 As the CBP Procurement, Construction, and Improvements - Disaster Supplemental Funds program has
completed assessments over 24 consecutive months of disbursement activity, DHS considers the program fully
baselined and thus has published a reduction target for this program of 1.50% to align to the agency’s tolerable rate.
However, as the program has been determined to not be susceptible to significant improper payments, the program
is expected to be reverted to Phase 1 for the 2025 reporting period.

37 As the FY 2024 reporting was the first year of PIIA reporting for the FEMA Funeral Assistance program, DHS is not
considering the program fully baselined and thus has not published a reduction target for this program.

38 Due to the delay in reporting results of the assessment over the FY 2021 disbursements, the FEMA Public
Assistance - VAYGo program did not have reported results in 2023 and instead is now reporting over a 24-month
disbursement period (FY 2021 and FY 2022 disbursements) consolidated in 2024. Additional sub line items have
been added to provide a detailed breakout by disbursement period as well as by stratum (Disaster Supplemental
Funds, COVID-19, or All Other).

39 Although the FEMA Public Assistance - VAYGo program has completed a 24-month reporting cycle, significant
changes and fluctuations continue to be noted in the size of the program as well as in the reported results. As such,
DHS is not considering the program fully baselined and thus has not published a reduction target for this program.
40 Due to the increase in assessment burden, the PIIA Phase 2 reporting for FEMA Public Assistance - VAYGo to
cover FY 2021 disbursements was delayed until 2024.

41 The total does not represent a true statistical improper payment estimate for the Department.

42 The total does not represent a true statistical improper payment estimate for the Department.
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The primary root causes for errors identified during the 2024 assessment and reporting
period were:

e Unable to Determine whether the Payment is Proper or Improper due to Insufficient
Documentation (categorized as Unknown Payments) - estimated error amount of just
under $1.4 billion accounting for over 87 percent of the total DHS reported error rate

e Failure to Access Data or Information (categorized as Improper Payments) -
estimated error amount of just under $195.3 million accounting for over 12 percent
of the total DHS reported error rate

To address the issues surrounding insufficient documentation, FEMA continues to work with
recipients and applicants on obtaining additional information and missing documentation
for the UPs. FEMA remains committed to streamlining and automating the program
processes, training relevant parties and stakeholders, ensuring that policy and process
documentation is current and available, and maintaining consistent and regular oversight
through internal reviews and audit activity while not overburdening grant recipients and
assistance applicants. With the two major programs contributing solely to the 2024
estimated error rates for the agency, please refer to the program level reporting above as
well as on PaymentAccuracy.gov for the FEMA Public Assistance - VAYGo program and the
FEMA Funeral Assistance program for additional detail regarding granular root causes,
corrective actions taken, corrective actions planned, and for additional context related to the
payment environment and integrity of the program.

Finally, in 2024 the DHS OIG completed its evaluation to determine the Department’s
compliance with PlIA requirements based off of the 2023 reporting. The DHS OIG
determined that DHS complied with 9 out of 10 PIIA requirements. The OIG noted a non-
compliance related to the requirement to publish improper payment and unknown payment
estimates for programs susceptible to significant improper payments. Specifically, DHS did
not comply with the requirement to publish improper payment and unknown payment
estimates for the FEMA Public Assistance - VAYGo program in 2023 due to the delay in PlIA
reporting, as highlighted above.

The DHS 0OIG made two recommendations to improve DHS's compliance with the PIIA related
to 1) ensuring the testing and reporting of improper payments and unknown payments of
the FEMA Public Assistance - VAYGo program and 2) ensuring that DHS follows the OMB
reporting requirements for programs determined to be noncompliant with PIIA as stated in
Appendix C of OMB Circular No. A-123. DHS concurred with both recommendations and at
the time of the OIG compliance report publication, the recommendations were considered
open and resolved. Overall, DHS, at a summary level, is taking the following actions to
resolve the OIG recommendations:
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e DHS will complete the PIIA Phase 2 assessment over the FY 2021 disbursements
made by the FEMA Public Assistance - VAYGo program and publish an error estimate
as part of the Department’s 2024 reporting.

e DHS will follow the OMB requirements for a first-year noncompliant program, to
include describing the actions that FEMA will take to achieve compliance for the
FEMA Public Assistance - VAYGo program as part of the OMB annual data call for
publication on PaymentAccuracy.gov.

Based on the timeline for actions to come into compliance, the majority of the associated
activities are expected to be fully completed in the 2024 PIIA reporting cycle.
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Grants Program

The DHS continues its efforts in closing out grants and cooperative agreements awards. The
summary table below shows the number of awards and balances for which closeouts has
not yet occurred, but for which period of performance had elapse by two years or more prior
to September 30, 2024 (i.e., on or before September 30, 2022).

Table 19: Grants/Cooperative Agreements Summary Status

> 5 Years

FY 2019 and
prior

2 3 Years 35

CATEGORY FY 2022 FYs 2020 2021

N_umber of Grants/Cooperative Agreements 843 1 o4
with Zero Dollar Balances

Number of Grants/Cooperative Agreements
with Undistributed Balances

Total Amount of Undistributed Balances $100,159,068 $8,333,001 $4,447,184

571 20 8

The above table comprises only FEMA’s data and efforts in closing out its grants and
cooperative agreements. During FY 2024, FEMA continued to make a concerted effort to
reduce the backlog of open grant awards through improved tracking, oversight, and
coordination with responsible offices. However, due to a large backlog of Assistance to
Firefighters (AFG) grant awards that have been delayed in closing on account of newly
developed closeout capabilities in the FEMA Grant Outcomes (GO) system, FEMA is reporting
the first increase to the GONE Act population since FY 2020. Comprising of 92.5% of the
reportable population in FY 2024, FEMA will be making a concerted effort to enhance FEMA
GO’s closeout processing abilities to resolve the aforementioned AFG grant awards.

Once fully operational, FEMA’s electronic closeout capabilities within the FEMA GO system
will ensure a consistent closeout process across all disaster and non-disaster grant
programs. This capability will also positively support the timely closure of grant awards.

Actions to be taken to closeout reported awards include, but are not limited to, continued
tracking, oversight, and coordination with responsible officers, and systematic closeout
functionality development.
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Civil Monetary Penalty Adjustment

for Inflation

The Federal Civil Penalties Inflation Adjustment Act of 1990, as amended, requires agencies
to make regular and consistent inflationary adjustments of civil monetary penalties to

maintain their deterrent effect.

The following represents the Department’s civil monetary penalties, all of which were last
updated via regulation in 2024. Additional information about these penalties and the latest

adjustment is available in the Federal Register Volume 89, No. 53849.

Table 20: Civil Monetary Penalties

Authority

Year

Enacted

Adjusted New
Penalty

CBP

Non-compliance with arrival and departure
manifest requirements for passengers, crew

8 USC 1221(g); INA Section 231(g);

FY 2024 Agency Financial Report

members_, or occupants .transport_et_j on 8 CFR 280.53(b)(1) 2002 $1,696
commercial vessels or aircraft arriving to or
departing from the United States
Non-compliance with landing requirements at . . .
designated ports of entry for aircraft 8 USC 1224, INA Section 234; 1990 $4,610
: . 8 CFR 280.53(b)(2)
transporting aliens
Violations of removal orders relating to aliens
transported on vessels or aircraft under 8 USC 1253(c)(1)(A);
section 241(d) of the INA, or for costs INA Section 243(c)(1)(A); 1996 $3,887
associated with removal under section 241(e) | 8 CFR 280.53(b)(4)
of the INA
Failure to remove alien stowaways under 8 USC 1253(c)(1)(B);
section 241(d)(2) of the INA INA Section 243(c)(1)(B); 1996 $9,718
8 CFR 280.53(b)(5)
Failure to report an illegal landing or
desertion of alien crewmen, and for each . . .
alien not reported on arrival or departure 8 USC 1281(d); INA Section 251(d); 1990 $460
. ) A . 8 CFR 280.53(b)(6)
manifest or lists required in accordance with
section 251 of the INA (for each alien)
Use of alien crewmen for longshore work in 8 USC 1281(d); INA Section 251(d); 1990 $11.524
violation of section 251(d) of the INA 8 CFR 280.53(b)(6) ’
Failure to control, detain, or remove alien 8 USC 1284 (a); INA Section 254(a); 1990 Minimum $1,152
crewmen 8 CFR 280.53(b)(7) Maximum $6,913
Employment on passenger vessels of aliens 8 USC 1285; INA Section 255; 1990 $2304
afflicted with certain disabilities 8 CFR 280.53(b)(8) ’
S NS — | | 8 K K
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Authority

Year

Adjusted New

8 USC 1286; INA Section 256;

Enacted

Penalty
Minimum $3,457

pg. 284
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Discharge of alien crewmen 8 CFR 280.53(b)(9) 1990 Maximum $6,913
Bringing into the United States alien crewmen | 8 USC 1287; INA Section 257; 1990 $23.048
with intent to evade immigration laws 8 CFR 280.53(b)(10) ’
Failure to prevent the unauthorized landing of | 8 USC § 1321 (a); INA Section 271(a);
aliens 8 CFR 280.53(b)(11) 1990 | $6,913
Bringing to the United States aliens subject to . . .
) e i 8 USC § 1322(a); INA Section 272(a);
denial of admission on a health-related 8 CFR 280.53(b)(12) 1990 $6,913
ground
Bringing to the United States aliens without 8 USC § 1323(b); INA Section 273(b); 1990 $6.913
required documentation 8 CFR 280.53(b)(13) ’
8 USC § 1325(b) .
Improper entry INA Section 275(b); 8 CFR 1996 m;nxllrpnl::; $§l787
280.53(b)(15)

I?eallng in or using empty stamped imported 19 USC 469 1879 $645
liquor containers
Transporting passengers between coastwise
points in the United States by a non- 46 USC 55103(b); 19 CFR 4.80(b)(2) 1898 $971
coastwise qualified vessel
Towing a vessel between coastwise points in Minimum $1,132
the United States by a non-coastwise 46 USC 55111(c); 19 CFR 4.92 1940 Maximum $3,558
qualified vessel plus $193 per ton

. . 8 USC 1229(c)(d); INA Section Minimum $1,942;
Failure to depart voluntarily 243(c)(1)(A); 8 CFR 280.53(b)(3) 1952 | Maximum $9,718

. 8 USC 1324d; INA Section 274D; 8
Failure to depart CFR 280.53(b)(14) 1952 $973
Employing a vessel in a trade without a . .
required Certificate of Documentation 19 USC 1706(a); 19 CFR 4.80()) 1980 $1617
Transporting passengers coastwise for hire by
certain vessels (knows as Bowaters vessels) 46 USC 12118(f)(3) 1958 $645
that do not meet specified conditions
ICE
Violation of Immigration
and Naturalization Act (INA) sections . Minimum $ 575
274C(a)(1)-(a)(4) 8 CFR 270.3(b)(1)()(A) 1990 | Maximum $4,610
(First offense)
Violation of Immigration
and Naturalization Act (INA) sections " Minimum $487
274C(a)(5)-(a)(6) 8 CFR 270.3(b)(1)(i1)(B) 1996 | Maximum $3,887
(First offense)
Violation of Immigration
and Naturalization Act (INA) sections . Minimum $4,610
274C(a)(1)-(a)(4) 8 CFR 270-3(b)(1i(C) 1990 | Maximum $11,524
(Subsequent offenses)
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. Year Adjusted New
UL Enacted | Penalty
Violation of Immigration
and Naturalization Act (INA) sections " Minimum $3,887
274C(a)(5)-(a)(6) 8 CFR 270.3(b)(1)(i)(D) 1996 | Maximum $9,718
(Subsequent offenses)
Violation/prohibition of indemnity bonds 8 CFR 274a.8(b) 1986 $2,789
Knowingly hiring, recruiting, referral, or
retention of unauthorized aliens (per . Minimum $698
unauthorized alien) 8 CFR 274a.10(b)(1)(i)(A) 1986 Maximum $5,579
(First offense)
Knowingly hiring, recruiting, referral, or
retention of unauthorized aliens (per y Minimum $5,579
unauthorized alien) 8 CFR 274a.10(b)(1)i}B) 1986 Maximum $13,946
(Second offense)
Knowingly hiring, recruiting, referral, or
retention of unauthorized aliens (per y Minimum $8,369
unauthorized alien) 8 CFR 274a.10(b)(1)(ii)(C) 1986 Maximum $27,894
(Subsequent offenses)
I Minimum $281
1-9 paperwork violations 8 CFR 274a.10(b)(2) 1986 Maximum $2,789
. . 8 USC 1229c¢(d); INA Section 240B(d); Minimum $1,942
Failure to depart voluntarily 8 CFR 280.53(b)(3) 1996 Maximum $9,718
. 8 USC 1324(d); INA Section 274D;
Failure to depart 8 CFR 280.53(b)(14) 1996 $973
NPPD
Non-compliance with CFATS regulations 6 USC 624(b)(1); 6 CFR 27.300(b)(3) 2002 | $42,425
TSA
Certain aviation related violations b $16:630
ertain aviation related violations by an . (up to a total of $83,154,
individual or small business concern (49 CFR igsuoSlC:GSSOﬂa)(l), (4), (5); 49 USC 2003 total for individuals and
Ch. XIl § 1503.401(c)(1)) (d)(8) small business, $665,226
for others)
Certain aviation related violations by any $16,630
other person not operating an aircraft for the ) (up to a total of $83,154,
transportation of passengers or property for 323U08f((;1)(688301(a)(1), (4), (5); 49 USC 2003 total for individuals and
compensation (49 CFR Ch. XII § small business, $665,226
1503.401(c)(2)) forothers)
Certain aviation related violations by a person $41,577
operating an aircraft for the transportation of | 49 USC 46301(a)(1), (4), (5); 49 USC 2003 (up to a total of
passengers or property for compensation (49 | 46301(d)(8)(2), (8) $665,226 per civil
CFR Ch. XIl § 1503.401(c)(3)) penalty action)
$14,232
Violation of any other provision of title 49 USC (up to a total of
or of 46 USC Ch. 701, a regulation $71,162 for
prescribed, or order issued under thereunder 49 USC 114(u) 2009 individuals and small
(49 CFR Ch. XIl § 1503.401(b)) businesses,
$569,288 for others)
S NS — | 8 | & E
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Penalty Authority Enacted | Penalty
USCG
Saving Life and Property 14 USC 521(c) 2014 $12,958
Saving Life and Property (Intentional
Interference with Broadcast) 14 USC521(e) 2012 $1,330
Conf|dent|_allty of Medical Quality Assurance 14 USC 645(i); 33 CFR 27.3 1992 $6,508
Records (first offense)
Confidentiality of Medical Quality Assurance 14 USC 645(i): 33 CFR 27.3 1992 $43,394
Records (subsequent offenses)
Aquatic Nuisance Species in Waters of the .
United States 16 USC 4711(g)(1); 33 CFR 27.3 1996 $48,586
Obstruction of Revenue Officers by Masters of 19 USC 70: 33 CFR 27.3 1935 $9,704
Vessels
Obstructloq qf Revenue Officers by Masters of 19 USC 70: 33 CFR 27.3 1935 $2,264
Vessels—Minimum Penalty
Failure to Stop Vessel When Directed; Master,
Owner, Operator or Person in Charge 19 USC 1581(d) 1930 $6,082
Failure to Stop Vessel When Directed; Master,
Owner, Operator or Person in Charge - 19 USC 1581(d) 1930 $1,217
Minimum Penalty
Anchorage Ground/Harbor Regulations 33 USC 471: 33 CFR 27.3 2010 $14.069
General
Anch|orage Ground/Harbor Regulations St. 33 USC 474: 33 CFR 27.3 1946 $971
Mary's River
Bridges/Failure to Comply with Regulations 33 USC 495(b); 33 CFR 27.3 2008 $35,516
Bridges/Drawbridges 33 USC 499(c); 33 CFR 27.3 2008 $35,516
Endges/FaHure to Alter Bridge Obstructing 33 USC 502(c): 33 CFR 27.3 2008 $35.516
avigation
Bridges/Maintenance and Operation 33 USC 533(b); 33 CFR 27.3 2008 $35,516
Bridge to Bridge Communication; Master, 33 USC 1208(a); 33 CFR 27.3 1971 | $2,587
Person in Charge or Pilot
Bridge to Bridge Communication; Vessel 33 USC 1208(b); 33 CFR 27.3 1971 $2,587
PWSA Regulations 33 USC 1232(a) 1978 $114,630
Vessel Navigation: Regattas or Marine .
Parades; Unlicensed Person in Charge 46 USC 70041(d)(1)(B); 33 CFR 27.3 1990 $11,524
Vessel Navigation: Regattas or Marine 46 USC 70041(d)(1)(C): 33 CFR27.3 | 1990 | $11,524
Parades; Owner Onboard Vessel ’ ’ ’
Vessel Navigation: Regattas or Marine .
Parades; Other Persons 46 USC 70041(d)(1)(D); 33 CFR 27.3 1990 $5,761
OlI/Ha_zard.ous Substances: Discharges (Class 33 USC 1321(b)(6)(B)(i): 33 CFR 27.3 1990 $23,048
| per violation)
Oil/Hazardous Substances: Discharges (Class 33 USC 1321(b)(6)(B)(i); 33 CFR 27.3 1990 $57.617
| total under paragraph)
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UL Enacted | Penalty
Oil/Hazardous Substances: Discharges (Class | 55,56 1301 p)(6)(B)(ii); 33 CFR27.3 | 1990 | $23,048
Il per day of violation)
Oil/Hazardous Substances: Discharges (Class 33 USC 1321(b)(6)(B)(ii); 33 CFR 27.3 | 1990 $288,080
Il total under paragraph)
Oil/Hazardous Substances: Discharges (Per | 33 56 1301 (b)(7)(A); 33 CFR27.3 | 1990 | $57,617
day of violation) Judicial Assessment
Oil/Hazardous Substances: Discharges (per
barrel of oil or unit discharged) Judicial 33 USC 1321(b)(7)(A); 33 CFR 27.3 1990 $2,304
Assessment
Oil/Hazardous Substances: Failure to Carry
Out Removal/Comply With Order (Judicial 33 USC 1321(b)(7)(B); 33 CFR 27.3 1990 $57,617
Assessment)
Oil/Hazardous Substances: Failure to Comply
with Regulation Issued Under 1321(j) 33 USC 1321(b)(7)(C); 33 CFR 27.3 1990 $57,617
(Judicial Assessment)
Oil/Hazardous Substances: Discharges, Gross
Negligence (per barrel of oil or unit 33 USC 1321(b)(7)(D); 33 CFR 27.3 1990 $6,913
discharged) Judicial Assessment
Oil/Hazardous Substances: Discharges, Gross
Negligence—Minimum Penalty (Judicial 33 USC 1321(b)(7)(D); 33 CFR 27.3 1990 $230,464
Assessment)
Marine Sanitation Devices; Operating 33 USC 1322(j); 33 CFR 27.3 1972 $9,704
marme Sanitation Devices; Sale or 33 USC 1322(j); 33 CFR 27.3 1972 $25,871
anufacture
International Navigation Rules; Operator 33 USC 1608(a); 33 CFR 27.3 1980 $18,139
International Navigation Rules; Vessel 33 USC 1608(b); 33 CFR 27.3 1980 $18,139
Pollution from Ships; General 33 USC 1908(b)(1); 33 CFR 27.3 1980 $90,702
Pollution from Ships; False Statement 33 USC 1908(b)(2); 33 CFR 27.3 1980 $18,139
Inland Navigation Rules; Operator 33 USC 2072(a); 33 CFR 27.3 1980 $18,139
Inland Navigation Rules; Vessel 33 USC 2072(b); 33 CFR 27.3 1980 $18,139
Shore Protection; General 33 USC 2609(a); 33 CFR 27.3 1988 $63,991
Shore Protection; Operating Without Permit 33 USC 2609(b); 33 CFR 27.3 1988 $25,597
Oil Pollution Liability and Compensation 33 USC 2716a(a); 33 CFR 27.3 1990 $57,617
Clean Hulls; Civil Enforcement 33 USC 3852(a)(1)(A); 33 CFR 27.3 2010 $52,753
Clean Hulls; False statements 33 USC 3852(a)(1)(A); 33 CFR 27.3 2010 $70,337
Clean Hulls; Recreational Vessel 33 USC 3852(c); 33 CFR 27.3 2010 $7,034
Hazardous _Substances, Releases Liability, 42 USC 9609(a); 33 CFR 27.3 1986 $69,733
Compensation (Class I)
Hazardous Substances, Releases Liability, 42 USC 9609(b); 33 CFR 27.3 1986 $69,733
Compensation (Class Il)
Hazardous Substances, Releases Liability, 42 USC 9609(b): 33 CFR 27.3 1986 $209,202
Compensation (Class Il subsequent offense)
] RS —s1° [ | & K
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Penalty Authority Enacted | Penalty
gsﬁggﬁgztﬁ)“nbztjé‘izf; Es‘igssriznﬁi)abi”ty' 42 USC 9609(c); 33 CFR 27.3 1986 | $69,733
Hazardous Substances, Releases, Liability,
Compensation (Judicial Assessment 42 USC 9609(c); 33 CFR 27.3 1986 $209,202
subsequent offense)
Safe Containers for International Cargo 46 USC 80509; 33 CFR 27.3 2006 $7,622
Suspension of Passenger Service 46 USC 70305; 33 CFR 27.3 2006 $76,230
Vessel Inspection or Examination Fees 46 USC 2110(e); 33 CFR 27.3 1990 $11,524
Alcohol and Dangerous Drug Testing 46 USC 2115; 33 CFR 27.3 1998 $9,380
Negligent Operations: Recreational Vessels 46 USC 2302(a); 33 CFR 27.3 2002 $8,485
Negligent Operations: Other Vessels 46 USC 2302(a); 33 CFR 27.3 2002 $42,425
Operating 2rvae‘°’DSaer']gZ:‘(')'SSUSr‘legr the Influence | 45 ysc 2302(c)(1); 33 CFR 27.3 1998 | $9,380
Xﬁ;ﬁg’fp&’;g’f gf:]egqggzgf;rfsgf)&’;irt' 46 USC 2306(a)(4); 33 CFR 27.3 1984 | $14,608
Vessel Reporting Requirements: Master 46 USC 2306(b)(2); 33 CFR 27.3 1984 $2,922
Immersion Suits 46 USC 3102(c)(1); 33 CFR 27.3 1984 $14,608
Inspection Permit 46 USC 3302(i)(5); 33 CFR 27.3 1983 $3,047
Vessel Inspection; General 46 USC 3318(a); 33 CFR 27.3 1984 $14,608
Vessel Inspection; Nautical School Vessel 46 USC 3318(g); 33 CFR 27.3 1984 $14,608
Vessel Inspection; Failure to Give Notice IAW 46 USC 3318(h); 33 CFR 27.3 1984 $2.922
3304(b)
\ég:z)sgl Inspection; Failure to Give Notice IAW 46 USC 3318(i); 33 CFR 27.3 1984 $2,922
(c)
Vessel Inspection; Vessel > 1600 Gross Tons | 46 USC 3318(j)(1); 33 CFR 27.3 1984 $29,221
Vessel Inspection; Vessel <1600 Gross Tons | 46 USC 3318(j)(1); 33 CFR 27.3 1984 $5,844
\égsff('b';sr’e"tion; Failure to Comply with 46 USC 3318(k); 33 CFR 27.3 1984 | $29.221
\égsfg('f)'”sr’e"tion; Violation of 3318(b)- 46 USC 3318(1); 33 CFR 27.3 1984 | $14,608
List/count of Passengers 46 USC 3502(e); 33 CFR 27.3 1983 $304
Notification to Passengers 46 USC 3504(c); 33 CFR 27.3 1983 $30,461
Notification to Passengers; Sale of Tickets 46 USC 3504(c); 33 CFR 27.3 1983 $1,522
Copies of Laws on Passenger Vessels; Master | 46 USC 3506; 33 CFR 27.3 1983 $609
Liquid Bulk/Dangerous Cargo 46 USC 3718(a)(1); 33 CFR 27.3 1983 $76,155
Uninspected Vessels 46 USC 4106; 33 CFR 27.3 1988 $12,799
E‘Sﬁgzaotiovr;g:a\{;srf;'s (maximum for related | 1q ¢ 4311(b)(1); 33 CFR 27.3 2004 | $402,920
Recreational Vessels; Violation of 4307(a) 46 USC 4311(b)(1); 33 CFR 27.3 2004 $8,058
Recreational Vessels 46 USC 4311(c); 33 CFR 27.3 1983 $3,047
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pninspected Commercial Fishing Industty | 46 usc 4507; 33 CFR 27.3 1088 | $12,799

Abandonment of Barges 46 USC 4703; 33 CFR 27.3 1992 $2,168

Load Lines 46 USC 5116(a); 33 CFR 27.3 1986 $13,946

Load Lines; Violation of 5112(a) 46 USC 5116(b); 33 CFR 27.3 1986 $27,894

Load Lines; Violation of 5112(b) 46 USC 5116(c); 33 CFR 27.3 1986 $13,946

Reporting Marine Casualties 46 USC 6103(a); 33 CFR 27.3 1996 $48,586

gigc;rting Marine Casualties; Violation of 46 USC 6103(b); 33 CFR 27.3 1088 $12.799

g":;c:‘r'tngeofflc'I’;Sn'oc‘;ﬁt:‘\’/:sf;ec'i;S;L“éeea‘; 46 USC 8101(e); 33 CFR 27.3 1990 | $2,304

Manning of Inspected Vessels 46 USC 81041(f); 33 CFR 27.3 1990 $23,048

g;cmgginOEL”;apgf;i‘it\/ Eii‘i@ﬁ”&f'ﬁé@é or | 46 USC 8101(g): 33 CFR 27.3 1990 | $23,048

Manning of Inspected Vessels; Freight Vessel

<100 GT, Small Passenger Vessel, or Sailing | 46 USC 8101(h); 33 CFR 27.3 1983 $3,047

School Vessel

Watchmen on Passenger Vessels 46 USC 8102(a) 1983 $3,047

Citizenship Requirements 46 USC 8103(f) 1983 $1,522

zﬁ?tches on Vessels; Violation of 8104(a) or 46 USC 8104()) 1990 $23.048

Watches on Vessels; Violation of 8104(c), (d), 46 USC 8104(j) 1990 $23,048

(e), or (h)

Staff Department on Vessels 46 USC 8302(e) 1983 $304

Officer's Competency Certificates 46 USC 8304(d) 1983 $304

Coastwise Pilotage; Owner, Charterer,

Managing Operator, Agent, Master or 46 USC 8502(e) 1990 $23,048

Individual in Charge

Coastwise Pilotage; Individual 46 USC 8502(f) 1990 $23,048

Federal Pilots 46 USC 8503 1984 $73,045

Merchant Mariners Documents 46 USC 8701(d) 1983 $1,522

Crew Requirements 46 USC 8702(e) 1990 $23,048

Small Vessel Manning 46 USC 8906 1996 $48,586

Pilotage: Great Lakes; Owner, Charterer,

Managing Operator, Agent, Master or 46 USC 9308(a) 1990 $23,048

Individual in Charge

Pilotage: Great Lakes; Individual 46 USC 9308(b) 1990 $23,048

Pilotage: Great Lakes; Violation of 9303 46 USC 9308(c) 1990 $23,048

Failure to Report Sexual Offense 46 USC 10104(b) 1989 $12,249

Pay Advances to Seamen 46 USC 10314(a)(2) 1983 $1,522
L e —— [ | & [ E
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Ezyp,;\g;rigi?s to Seamen; Remuneration for 46 USC 10314(b) 1983 $1,522
Allotment to Seamen 46 USC 10315(c) 1983 $1,522
Seamen Protection; General 46 USC 10321 1993 $10,557
Coastwise Voyages: Advances 46 USC 10505(a)(2) 1993 $10,557
]%oraEs;\Agls:yr\;c;yriges: Advances; Remuneration 46 USC 10505(b) 1993 $10,557
gza;\]ztrv;ilse Voyages: Seamen Protection; 46 USC 10508(b) 1993 $10.557
Effects of Deceased Seamen 46 USC 10711 1983 $609
Complaints of Unfitness 46 USC 10902(a)(2) 1983 $1,522
Proceedings on Examination of Vessel 46 USC 10903(d) 1983 $304
Permission to Make Complaint 46 USC 10907 (b) 1983 $1,522
Accommodations for Seamen 46 USC 111041(f) 1983 $1,522
Medicine Chests on Vessels 46 USC 11102(b) 1983 $1,522
Destitute Seamen 46 USC 11104(b) 1983 $304
Wages on Discharge 46 USC 11105(c) 1983 $1,522
Log Books; Master Failing to Maintain 46 USC 11303(a) 1983 $609
Log Books; Master Failing to Make Entry 46 USC 11303(b) 1983 $609
Log Books; Late Entry 46 USC 11303(c) 1983 $457
Carrying of Sheath Knives 46 USC 11506 1983 $153
Documentation of Vessels 46 USC 12151(a)(1) 2012 $19,950
D s %2 MO8 |45 usc 12151012) 2012 | 532252
:Ef?ng:%?fdigyl;'ishing After Falsifying Eligibility 46 USC 12151(c) 2006 $152,461
\l:liglnawfi)grr]ing of Undocumented Vessel; Willful 46 USC 12309(a) 1983 $15.232
Numbering of Undocumented Vessels 46 USC 12309(b) 1983 $3,047
Vessel Identification System 46 USC 12507(b) 1988 $25,597
Measurement of Vessels 46 USC 14701 1986 $55,789
Measurement; False Statements 46 USC 14702 1986 $55,789
Commercial Instruments and Maritime Liens | 46 USC 31309 1988 $25,597
&%Ttgaeglrgial Instruments and Maritime Liens; 46 USC 31330(a)(2) 1988 $25,597
S%rgi?gr:c;?lel’rigtgéments and Maritime Liens; 46 USC 31330(b)(2) 1988 $63,991
Port Security 46 USC 70119(a) 2002 $42,425
Port Security; Continuing Violations 46 USC 70119(b) 2006 $76,230
A S— —— | | [ E
-
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Maritime Drug Law Enforcement 46 USC 70506(c) 2010 $7,034
Hazardous Materials: Related to Vessels 49 USC 5123(a)(1) 2012 $99,756
Hazardous Materials: Related to Vessels;
Penalty from Fatalities, Serious Injuries/ 49 USC 5123(a)(2) 2012 $232,762
lliness or substantial Damage to Property
?az.a.rdous Materials: Related to Vessels; 49 USC 5123(a)(3) 2012 $601
raining
L i R ——— | & | | 8
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Other Key Regulatory Requirements

Prompt Payment Act

The Prompt Payment Act requires federal agencies to make timely payments (within 30 days
of receipt of invoice) to vendors for supplies and services, to pay interest penalties when
payments are made after the due date, and to take cash discounts only when they are
economically justified. The Department’s Components submit Prompt Payment data for the
OMB CFO Council’'s Metric Tracking System. Metric statistics are reported with at least a six-
week lag. DHS Components conduct periodic reviews to identify potential problems. On time-
payments for FY 2024 were 92.93% versus the goal of 98%. Total interest paid in FY 2024
was $2,167,116.78 or $78.79 per million invoiced, just over the goal of $75.00 per million.
During FY 2023 the total interest paid was $2,932,604.64 or $113.95 per million invoiced.
The decrease in interest paid from FY 2023 to 2024 is attributed to the Departments’
ongoing financial system improvements and system migrations at TSA and USCG. The
Department anticipates an improvement over this number for FY 2025 as we continue to
stabilize and mature our systems.

Debt Collection Improvement Act

The Debt Collection Improvement Act (DCIA) of 1996 passed as part of the Omnibus
Consolidated Rescissions and Appropriations Act of 1996 (P.L. 100-134) tasked Treasury
with certain governmentwide debt collection responsibilities. Among other things, the law
provides that delinquent non-tax debts generally must be turned over to the Treasury for
appropriate action to collect the debt. Certain types of debts are exempt from this
requirement. In compliance with DCIA, the Department manages its debt collection activities
under the DHS DCIA regulation. The regulation is implemented under the Department’s
comprehensive debt collection policies that provide guidance to the Components on the
administrative collection of debt; referring non-taxable debt; writing off non-taxable debt;
reporting debt to consumer reporting agencies; assessing interest, penalties, and
administrative costs; and reporting receivables to the Treasury. The Digital Accountability
and Transparency Act of 2014 was passed on May 2014 and updated DCIA requirements
for referring non-taxable debt.

Biennial User Charges Review

The Chief Financial Officers Act of 1990 and OMB Circular A-25 Revised, User Charges,
requires each agency CFO to review, on a biennial basis, the fees, royalties, rents, and other
charges imposed by the agency for services and items of value provided to specific
recipients, beyond those received by the general public. The purpose of this review is to
periodically adjust existing charges to 1) reflect unanticipated changes in costs or market
values, and 2) to review all other agency programs to determine whether fees should be
assessed for Government services or the use of Government goods or services. Based on
our review, we identified adjustments for fees to achieve full-cost recovery.
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Other Key Regulatory Requirements

In FY 2022, the Department approved updates to the Financial Management Policy Manual
for Biennial Fee Reviews (BFR), Unobligated Carryover Balances, and Cost Recovery. The
Department, in coordination with the Fee Governance Council, initiated and completed a
Department-wide BFR. The Fee Governance Council, which was created to establish a
governance and a centralized oversight structure for fees programs across the Department,
will review the results, take necessary follow-on steps, and make recommendations to the
components on what steps can be taken to achieve full cost recovery or improve fee
collections.

Financial Reporting Legislation

The Department has performed a comprehensive review and analysis over new legislation
that could impact specific legislative provisions enacted in the current or immediate prior
fiscal years that address agency specific financial accounting, financial reporting, or auditing
issues. For FY 2024, DHS has no such legislative provisions. This determination was based
on a.) successful completion of required audit deliverables such as the annual financial laws
and regulations audit deliverable, b.) its own internal reviews of appropriation legislation
impacting DHS conducted by various units within the entity, and c.) other audit activities.
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OFFICE OF INSPECTOR GENERAL
U.S. Department of Homeland Security
Washington, DC 20528 | www.oig.dhs.gov

November 8, 2024

MEMORANDUM FOR: The Honorable Alejandro N. Mayorkas
Secretary
Department of Homeland Security

FROM: JosephV. Cuffari,Ph.D.  JOSEPH V %gg,;?;‘g;g;’g,

Inspector General Date: 2024.11.08
CUFFARI 135337 oro0
SUBJECT: Major Management and Performance Challenges Facing the
Department of Homeland Security

The Office of Inspector General supports the Department of Homeland Security’s (Department)
mission by conducting investigations, audits, evaluations, and inspections on behalf of the
American public. The Reports Consolidation Act of 2000 requires OIG to complete an annual report
on what it determines to be the top management challenges facing the Department. These
challenges highlight the need for enhanced management attention to ensure the effective
operation of Department programs and the advancement of its strategic goals.

The four overarching challenges identified in last year’s Major Management and Performance
Challenge report — transparency, accountability, efficiency, and sustainability — continue to affect
a broad spectrum of the Department’s program and operation responsibilities that may hinder its
ability to advance essential missions and protect the Nation and its citizens.

This year, we took a different approach! by aligning the four overarching challenges with the
Department’s operations under its seven strategic missions, as outlined in the Department of
Homeland Security Annual Performance Report for Fiscal Years 2023-2025,2 and its updated 12 cross-
functional priorities.?

! Last year, we aligned the four overarching challenges with the Department’s operations under its six strategic goals
outlined in the Department of Homeland Security’s Strategic Plan for Fiscal Years (FY) 2020-2024. However, the
Department’s Strategic Plan sunsets at the end of FY 2024. Based on discussions with the Department’s Strategic
Integration and Policy Planning staff and subsequent review of the Department’s drafted Strategic Plan for FY 2023-
2027, scheduled for release around the beginning of FY 2025, the Department will align its strategic goals with the
strategic missions listed in its latest annual performance report. For a crosswalk between the Department’s strategic
goals and objectives for FY 2020-2024 and its strategic missions and objectives for FY 2023-2025, see Appendix A. Fora
description of sunsetting strategic goals, see Appendix B.

2Department of Homeland Security Annual Performance Report for Fiscal Years 2023-2025

3 Department Priorities, see Appendix C

Office of Inspector General
U.S. Department of Homeland Security | Washington, DC 20528 | www.oig.dhs.gov
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The Department’s seven strategic missions are:

X3

*

Counter Terrorism and Prevent Threats;

Secure and Manage our Borders;

Administer the Nation’s Immigration System;

Secure Cyberspace and Critical Infrastructure;

Build a Resilient Nation and Respond to Incidents;
Combat Crimes of Exploitation and Protect Victims; and
Enable Mission Success by Strengthening the Enterprise.

X3

*

5

*

5

A

X3

o4

*,
°0

b

*

Additionally, we described potential risks associated with each of the four challenges and
summarized actions the Department has taken, is taking, or should take to further address these
challenges. Recent Progress sections in this report reflect progress reported by the Department
and its components in the latest annual performance report and have not been validated by OIG.

The challenges outlined in this report are based on our judgment and independent research,
including discussions with internal and Department component Senior Leaders. We also
considered prior audit, inspection, and investigative oversight work, our analyses of data and
risks, Congressional testimony, U.S. Government Accountability Office reports, and the
Department’s Strategic Plan and annual performance reports.

These challenges are not wholly representative of the vulnerabilities confronting the Department.
We publish reports throughout the year that highlight specific opportunities to improve programs
and operations. We remain committed to conducting independent oversight and making
recommendations to help the Department address these major management and performance
challenges and ensure the effectiveness of its operations.

Consistent with our responsibility under the Inspector General Act of 1978, as amended, we will
provide copies of our report to congressional committees with oversight and appropriation
responsibility over the Department. We will post the report on our website for public
dissemination.

Please contact me with any questions, or your staff may contact Chief of Staff, Kristen Fredricks, at
(202) 981-6000.

Attachment

Office of Inspector General
U.S. Department of Homeland Security | Washington, DC 20328 | www.oig.dhs.gov
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DHS OIG HIGHLIGHTS

Major Management and Performance Challenges Facing the

Department of Homeland Security

November 8, 2024
Why We Did This Report

This annual publication
required by the Reports
Consolidation Act of 2000,
summarizes what the Office of
Inspector General considers
the most serious management
and performance challenges
facing the Department of
Homeland Security
(Department) and assesses its
progress in addressing them.
It is intended to help the
Department improve program
performance and ensure the
effectiveness of its operations.

These challenges are based on
0IG’s independent research,
assessment of prior work, and
professional judgment and are
aligned to the Department’s
seven strategic missions and
12 cross-functional priorities.

For further information,
contact our Office of Public
Affairs at (202) 981-6000 or

email us at

DHS-01G.0fficePublicAffairs@oig.dhs.gov

www.oig.dhs.gov

What We Found

OIG identified four overarching challenges — transparency,
accountability, efficiency, and sustainability — that reflect
vulnerabilities affecting a broad spectrum of the Department’s
programs, operations, and responsibilities. These challenges may
hinder its ability to advance essential missions and protect the
Nation and its citizens.

We aligned the four overarching challenges to the Department’s
seven strategic missions. We assessed the potential impact to
program operations and the Department’s ability to meet its latest

annual performance report’s mission objectives. The
Department’s seven strategic missions are:

X Counter Terrorism and Prevent Threats

X Secure and Manage our Borders

X Administer the Nation’s Immigration System

X Secure Cyberspace and Critical Infrastructure

X Build a Resilient Nation and Respond to Incidents

X Combat Crimes of Exploitation and Protect Victims

X Enable Mission Success by Strengthening the

Enterprise

We also summarized actions the Department has taken, is taking,
or should take to further address the overarching challenges.
Recent Progress sections in this report reflect progress reported
by the Department and its components in the latest annual
performance report and have not been validated by OIG. These
challenges are not wholly representative of all vulnerabilities
confronting the Department. OIG publishes reports throughout
the year that highlight specific opportunities to improve programs
and operations.

01G-25-04
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Abbreviations

APR Annual Performance Report

CBP U.S. Customs and Border Patrol

CBP One™ CBP One™ mobile and web application
CCTV closed-circuit television

CISA Cybersecurity and Infrastructure Security Agency
CISO Chief Information Security Officer
COVID-19 coronavirus disease 2019

Coast Guard United States Coast Guard

CPC Central Processing Centers

critical repairs priority, critical, and life safety repairs
CSEA child sexual exploitation and abuse

DOJ Department of Justice

DRRA Disaster Recovery Reform Act of 2018

EDS Evidence-Based Data Strategy

ERO ICE Enforcement and Removal Operations

Evidence Act 0f 2018
FCA

The Foundations for Evidence-Based Policymaking Act of 2018
Facility Condition Assessments

FEMA Federal Emergency Management Agency

FISMA Federal Information Security Modernization Act of 2014
FLETC Federal Law Enforcement Training Centers

GAO United States Government Accountability Office

GPRA Modernization ~ Government Performance and Results Act Modernization Act of 2010
Act of 2010

HHS United States Department of Health and Human Services
HQ DHS Headquarters

HSI ICE Homeland Security Investigations

1&A Office of Intelligence and Analysis

ICE United States Immigration and Customs Enforcement
IG Inspectors General

IG Act Inspector General Act of 1978

IHSC ICE Health Service Corps

IJA Infrastructure Investment and Jobs Act

IT Information Technology

JTFA Joint Task Force Alpha

LMS learning management systems

LPOE land port of entry

MTS Marine Transportation System

NTA Notice to Appear

OAW Operation Allies Welcome

1
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Abbreviations (continued)

OMB
PBNDS 2011
Pl

PlIA

POE

R&D

S&T

SA

Secret Service
STT

TEDS

TSA

uc

USCIS

Office of Management and Budget

Performance-Based National Detention Standards 2011
personally identifiable information

Payment Integrity Information Act of 2019

port of entry

research, development, testing, and evaluation

Science and Technology Directorate

Special Agent

United States Secret Service

state, territorial, and tribal

National Standards on Transport, Escort, Detention, and Search
Transportation Security Administration
unaccompanied migrant children

United States Citizenship and Immigration Services
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Office of Inspector General
U.S. Department of Homeland Security
Background
Inthe wake of the September 11, 2001, terrorist attacks, Congress passed
the Homeland Security Act, which established the Department of
Homeland Security (Department) and combined the functions of 22
Federal departments and agencies with broad responsibilities to secure
the Nation from threats. Since its inception, the Department has
“Implementing matured its mission areas to collectively prevent attacks, mitigate
strategic planning threats, respond to national emergencies, and preserve economic
foundational security. However, the Nation faces an ever-changing threat landscape,
- - which presents a multitude of complex risks for the Department.
principles, such as
transparency, Aclear strategic plan is an essential element in achieving and advancing
accountability, the Department’s mission to protect the American people from threats
efficiency, and to their security. The Department’s 2020 — 2024 Strategic Plan
sustainability, established a common framework to analyze and inform management
helps the decisions, and included strategic guidance for mission execution,
operational requirements, and annual performance reporting. The
Department Department’s complex security mission requires close coordination and
ensure effective collaboration across components, and with other government and
operations.” private entities, to execute strategic objectives and achieve strategic
goals. As of the date of this publication, the Department’s 2023-2027
Strategic Plan has not been issued; however, based on our review of the
draft strategic plan, the Department is realigning its goals to the missions
outlined in its latest annual performance report.
The Department relies on strategic guidance that outlines specifics, such
as roles, responsibilities, policies, procedures, and reportable measures
focused on efficient and effective operations, and sustainability of future
operations. Implementing strategic planning foundational principles,
such as transparency, accountability, efficiency, and sustainability,
helps the Department ensure effective operations; however, deficiencies
in these areas may result in the inability to effectively execute programs
and advance the organization’s missions.
3
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overarching
major
management
challenges —
transparency,
accountability,
efficiency, and
sustainability —
span across
multiple
Department
mission areas,
impact day to
day operations,
and its ability to
secure the
Nation from
threats.”

Office of Inspector General

U.S. Department of Homeland Security

Summary of Major Management
Challenges

The challenges outlined in this report are a culmination of our judgment,
independent research, including discussions with internal and Department
component Senior Leaders, and review of our own audits, inspections, and
evaluations, as well as relevant U.S. Government Accountability Office (GAO)
reports. We further analyzed recent Congressional testimony and the Department’s
Strategic Plan and Annual Performance Reports (APR). Based on our assessment,
the overarching major management challenges identified in last year’s Major
Management and Performance Challenge report — transparency, accountability,
efficiency, and sustainability — continue to span across multiple Department
mission areas, impact day-to-day operations, and its ability to secure the Nation
from threats. We identified a pattern of weaknesses in key operational and
programmatic impact areas that, when coupled with barriers to adaptation, impair
the Department’s ability to provide efficientand effective programs now and in the
future, and have cascading effects on whole-of-government strategies.

In this report, we aligned the overarching major management challenges with the
Department’s seven strategic missions and 12 cross-functional priorities.
Additionally, we described potential risks associated with each of the four
challenges and summarized actions the Department has taken, is taking, or needs
to take to further address the foundational challenges, including the status of
previous OIG recommendations.!

1 A recommendation is considered “open” when an agreed-upon corrective action has not been implemented. Open

recommendations may be unresolved or resolved.

“Open and unresolved” recommendations occur when a

management decision has not been received by OIG, or if received, has not been agreed to by OIG. Arecommendation
is considered “open and resolved” when Department or Component officials and OIG agree on (1) the reported finding
and recommendation; (2) the corrective actions to be taken; and (3) target completion dates. A recommendation is
considered “closed” if a resolved management decision has been implemented.
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Office of Inspector General

U.S. Department of Homeland Sccurity

The Department’s seven strategic missions are:

2

R

Counter Terrorism and Prevent Threats

Secure and Manage Our Borders

Administer the Nation’s Immigration System

Secure Cyberspace and Critical Infrastructure

Build a Resilient Nation and Respond to Incidents
Combat Crimes of Exploitation and Protect Victims
Enable Mission Success by Strengthening the Enterprise

*,
°n

*
i X4

*
E X4

*,
EX4

.,
0

5

*

The overarching major management challenges, transparency, accountability, efficiency, and
sustainability, weave throughout program performance outlined in the Department’s APRs.
When considering the self-reinforcing nature of these foundational challenges, incremental
adjustments to improve transparency, accountability, efficiency, and sustainability in the
Department’s programs and operations can result in a force multiplying effect that advances the
Department’s missions and secures the Nation from threats.

5
www.oig.dhs.gov 0IG-25-04
A — —— E | 8 [ E
U.S. Department of Homeland Security pg. 303

FY 2024 Agency Financial Report Unaudited



Other Information

2025 Major Management and
Performance Challenges

Transparencyis the Department sharing information with citizens and stakeholders. Policy,
budget, and programmatic information allow stakeholders to make informed decisions and, if
appropriate, hold officials accountablefor their conduct and decisions.

Accountability is the Department’s obligation to report, explain, or justify actions and
decisions it makes regarding performance, deficiencies, services, and costs. Accountability
ensures stakeholders have the information (transparency) and ability to hold Department
officials responsible for program efficiencies, or inefficiencies, including actions to promote
sustainability.  Strategic guidance should clearly outline roles and responsibilities
(accountability).

Eﬂ?ciencyis the Department’s ability to reduce waste in resources, cost, time, and effort while
still producing the intended outcome, product, or service. Efficiencyrequires a clearly defined
and measurable objective. The Department’s efficiencyis bolstered by formal and sufficient
strategic guidance (transparency), including roles and responsibilities (accountability), ade-
quate resources, such as reliable and accessible data (¢ransparency), modernized technology
and proper workforce support,
and the capacity to adapt to new
and emerging threats, as neces-
sary (sustainability).

Sustainability is the Depart-
ment’s ability to support organi-
zational needs and processes, as
well as the overarching mission,
both now and into the future. The
Department achieves sustainabil-
ity through implementing efficient
practices. Tracking and reporting
program execution (transparency)
ensures stakeholders can hold
Department officials accountable
for proper implementation and
program sustainability.

Figure 1: Effective Operations
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Transparency

Inability or refusal to
collect, monitor, or share
data can impact program
efficiencies, harm public

trust, and minimize

individual and
organizational
accountability.

Efficiency

The risk for fraud, waste,
and abuse are
exacerbated when
programs lack adequate
resources, clear strategic
guidance establishing
accountability, and
policies that promote
transparency.

Major Management and Performance
Challenges Facing DHS

Accountability

Non-existent,
unformalized, or
insufficient strategic
guidance can hinder
coordination, eliminate or
minimize transparency,
and impact operational
efficiency.

Sustainability

Without ensuring current
operations are
administered efficiently
and in accordance with
strategic guidance, there is
a risk that future services
and responses may be
delayed or compromised.

Figure 2: Barriers to Effective Operations

U.S. Department of Homeland Security
FY 2024 Agency Financial Report

0OI1G-25-04

pg. 305
Unaudited



Other Information

Counter Terrorism and
Prevent Threats

Secure and Manage
Our Borders @

Administer the Nation's

Secure Cyberspace

and Critical Infrastructure @

Build a Resilient Nation
and Respond to Incidents

_ I;;& Combat Crimes of Exploitation
'Y

and Protect Victims @

Enable Mission Success by

@ Strengthening the Enterprise

HSI

Figure 3: Analysis of Department Mission Areas by OIG; images included in the graphic are from the

www.oig.dhs.gov

DHS Multimedia Library
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.- Mission 1: Counter Terrorism ==
and Prevent Threats -

Figure 4: Uniformed Division Officer protecting White House and grounds
Source: U.S. Secret Service

f/;/ssion 1 Overview:

Related Strategic Goal: 1

Related Strategic Priority: 7

Qompon ents Impacted: All

“\\

One of the Department’s top priorities is to
protect Americans from terrorism and
other homeland security threats by pre-
venting domestic and international actors
who engage in terrorist or criminal acts
from threatening the homeland.

www.oig.dhs.gov

U.S. Department of Homeland Security

FY 2024 Agency Financial Report

[ Recent Mission-Related OIG Reports \

+» DHS Needs to Improve Its Screening
and Vetting of Asylum Seekers and
Noncitizens Applying for Admission
into the United States - (REDACTED)
(01G-24-27)

+ TSA Could Not Assess Impact of

Federal Air Marshal Service Personnel

Deployed to Support Southwest

Border Security - (REDACTED)

(01G-24-35 revised)

The Secret Service’s Preparation for,

and Response to, the Events of

January 6, 2021 - (REDACTED)

(01G-24-42)

+ TSA Made Progress Implementing
Requirements of the 9/11 and TSA
Modernization Acts but Additional

g

®,
RS

\ Work Remains (01G-24-50) )
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APR Challenges Recent Progress as Reported in the APR
The Department’s recent APRs include numer- +» The Office of Intelligence and Analysis
ous challenges and risks its components face (1&A) collaborated with Wisconsin state
relating to their ability to counter terrorism and partners to release an elearning
homeland security threats, including but not module titled Foundations of Targeted
limited to: Violence Prevention. This training edu-
cates the public to recognize threats or

% Impending retirements, retention chal- potentially concerning  behaviors,
lenges, increases in personnel demands where to report information of concern,
from expansion of non-traditional pro- and how reported information is used
tectees, and limited throughput of hiring to keep their communities safe.
activities constraining the number of According to 1&A, since its release in
trained personnel to execute the investi- 2023, over 16,000 community members
gative mission have participated in the training.

%+ Transnational criminals continuing to % In 2023, Transportation Security
innovate new ways to commit fraud, such Administration (TSA) invested in over
as through their digital assets, requiring $1.4 billion in contracts for critical
resourcing for training and tools to keep screening technology. These invest-
pace ments will help enhance airport

% Adapting to evolving adversary capabili- security screening by substantially
ties to support the ability to detect, deter, improving identity verification, validat-
and investigate evolving financial crimes ing the authenticity of a passenger’s

identification, confirming pre-screening
status, and validating flight reserva-
tions.  Additionally, the contracted
technology will help officers detect
explosives and prohibited items.

Figure 5: The possible application of robots to perform routine autonomous tasks could potentially
reduce dangers to Secret Service personnel
Source: U.S. Secret Service
10
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Transparency

The Government Performance and Results Act Modernization Act 0f2010(GPRA Modernization
Act of 2010) holds Federal agencies accountablefor establishing management processes, per-
formance goals, and objectives. Developing outcome-oriented goals and describing how to
achieve them allows agencies to assess results compared to their intended purpose and con-
tributes to the agencies’ transparentdelivery of program results to the American taxpayer.

In FY 2024, we made one recommendation to TSA to assess risks and measure operational
impacts when deploying air marshals to the Southwest border. As of September 18, 2024, OIG
considers this recommendation open and resolved.

Vulnerabilities Resulting from Transparency Challenges
Assess Program Results

Although the GPRA Modernization Act of
2010 requires the Department to develop
objective, quantifiable, and measurable
performance goals, TSA could not assess
the operational impacts to its primary
mission of safeguarding the Nation’s
transportation system while it deployed air
marshals to assist U.S. Customs and Border
Patrol (CBP) at the Southwest border. TSA
did not establish baseline quantifiable
goals to measure the effectiveness of its
primary, day-to-day operations. Addition-
ally, TSA did not perform a risk assessment
to determine the operational impact of air
marshal border deployments on transpor-
tation security. Establishing performance
measures and assessing risks related to
deploying air marshals would increase
transparency by providing TSA the
capability to report to stakeholders how
deployments impact the Federal Air
Marshal Service’s mission to mitigate
potential risks and threats to our Nation’s

transportation system. (QIG-24-35) Figure 7: Federal Air Marshal Training to
Mitigate Potential Risks and Threats

Source: Law Enforcement/Federal Air Marshal
Service Roadmap, June 2023, TSA

Figure 6: Federal Air Marshal Escorting
Migrants
Source: 01G-24-35
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The Department’s strategic mission to counter terrorism and homeland security threats focuses on
instituting actions to detect, disrupt, mitigate, and guard against homeland security threats, as well
as inform decision makers. To meet these desired outcomes, the Department and its partners need
a proactive response to identify, detect, and prevent attacks against the United States. Developing
and implementing best practices, formalizing after-action reports, and collaborating with
stakeholders may aid in operational efficiencyto the Homeland Security Enterprise.

As of September 18, 2024, we made 14 recommendations to the Department and its components
in FY 2024 regarding efficiency challenges that impair the ability to counter terrorism and prevent
threats. Of the 14 recommendations, OIG considers 12 open and resolved and 2 open and
unresolved.

Further, based on our review, 7 of the recommendations pertain to improving coordination with
internal and external stakeholders to better respond, support, address, and resolve issues related
to protecting the Nation. The Department may avoid future challenges by developing and
implementing or reviewing and updating protocols and agreements with stakeholders at the
program level.

Vulnerabilities Resulting from Efficiency Challenges

Collaborate with Stakeholders admissibility and risks, allowing crimi-

nals, suspected terrorists, or other
The /ntelligence Reform and Terrorism nefarious actors to enter the United
Prevention Act of 2004 requires all States. Improving collaboration with
agencies that store or use intelligence or stakeholders, including the use of data-
terrorism information to implement bases that share intelligence and
Government-wide information sharing. terrorism informaticn would advance
However, CBP could not access all CBP’s ability to execute the Department’s
biometric data held in the Department of mission to counter terrorism and prevent
Defense’s Automated Biometric Identifi- threats efficiently. (01G-24-27)

cation System. This information is vital
for CBP to make a fully informed decision
regarding traveler admissibility. Addi-
tionally, CBP officers may not always
query every traveler against law enforce-
ment databases to identify whether
derogatory information exists. Without
querying all noncitizens entering the

country through available systems and Figure 8: CBP processes pedestrians and
databases, CBP negates efficienciesthese vehicles entering and leaving the United States
technologies provide for determining Source: CBP Visual Communications Division

2pyb, L. No. 108-458 (2004).
12
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Vulnerabilities Resulting from Efficiency Challenges

(continued)
Develop and Implement Best Practices institutional knowledge and to help
and Formalize After-action Reports external reviewers determine the true
happenings of the day. Proper planning
The U.S. Secret Service (Secret Service) and preparation are vital for protecting
planned and conducted protective oper- leadership, events, and soft targets and
ations at several sites affected by the could help the Department to sustain its
January 6 events. Althoughitdid notan- mission and mitigate against inefficient
ticipate or plan for the level of violence practices.
that ultimately occurred, Secret Service
took actions to respond to and mitigate Secret Service did not concur with two of
the threats it encountered, ultimately 0IG’s recommendations, which are still
avoiding any harm to its protectees, open and unresolved. For example, we
while also assisting U.S. Capitol Police. recommended the Director of the Secret
These were unprecedented events; how- Service develop and implement proto-
ever, OIG identified opportunities for cols for providing Civil Disturbance Unit
Secret Service to improve future support to law enforcement partners in
efficiencies. For example, the process the event of an emergency such as
used to identify personnel available for occurred on January 6 to ensure appro-
deployment to the Capitol resulted in an priate and timely response. Secret
80-minute delay and fewer personnel Service stated its primary mission limits
deploying than Secret Service leadership its ability to provide emergency support
anticipated. Secret Service personnel to other law enforcement partners. The
who took part in the response to the recommendation does not assert that
Capitol said they participated in after- Secret Service should enter into an
action discussions but not in any formal agreement with other law enforcement
documented reviews. Some Secret partners to provide mutual aid. How-
Service staff felt that, given their level of ever, the review identified that Secret
training and equipment, they could have Service offered and provided assistance
been better utilized to directly engage but did not have protocols in place for
rioters rather than secure static posi- this rare emergency. Without such
tions. Other officers expressed concerns protocols, Secret Service could not
with the lack of coordination. A formal identify available officers in a timely
after-action review by Secret Service manner. (01G-24-42)

would have been invaluable for its own

(Recent Reviews Announced by OIG

Following the assassination attempt that injured former President Donald Trump, we
announced reviews of the Secret Service Process for Securing Trump Campaign Events on July
13, 2024, Secret Service Counter Sniper Preparedness, and Secret Service Planning and
Implementation Activities for Protective Operations.

.
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Mission 2: Secure and Manage Our
Borders

Figure 9: U.S. Border Patrol agents guarding the Southwest border
Source: U.S. Border Patrol, 2024-2028 Strategy, CBP

Mission 2 Overview: /" Related Strategic Goal: 2 and 4 \
Across the world, more people are displaced Related Strategic Priority: 9

from their homes than at any time since World

War Il, and over the past decade there has Components Impacted: CBP, United

been a fundamental change in migratory States Immigration and Customs

patterns that has far-reaching impacts for DHS Enforcement (ICE), TSA, United States

and the broader U.S. immigration system. The Citizenship and Immigration Services
Department’s mission to secure and manage (USCIS), United States Coast Guard (Coast

our borders has been bolstered by our |\ Guard), DHS Headquarters (HQ)/Support
investments and reinvigoration of the legal i -
immigration system, as well as our work to
leverage an all-of-DHS approach and
collaboration with our partners across the
federal government. We have shown that we

can both enforce our laws and treat those in

our custody with dignity and respect, while

also improving logistics, coordination, tech-
nology, innovation, intelligence, consequence
delivery, and accountability.

Figure 10: CBP Uniform Patch
Source: DHS, Photo by Benjamin Applebaum
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(" Recent Mission-Related OIG Reports: )

*,
£X3

Limited-Scope Unannounced Inspection of Mesa Verde ICE Processing Center in Bakersfield, California

(01G-24-03)

Results of Unannounced Inspections of CBP Holding Facilities in the Miami Area (01G-24-04)

Results of Unannounced Inspections of CBP Holding Facilities in the San Diego Area (01G-24-07)

Summary of Previously Issued Recommendations and Other Insights to Improve Operational Conditions at

the Southwest Border (01G-24-10)

+« |CE Major Surgeries Were Not Always Properly Reviewed and Approved for Medical Necessity (01G-24-16)

s Results of July 2023 Unannounced Inspections of CBP Holding Facilities in the Rio Grande Valley Area
(01G-24-20)

++ Results of an Unannounced Inspection of ICE’s Krome North Service Processing Center in Miami, Florida
(01G-24-21)

% Results of an Unannounced Inspection of ICE’s Golden State Annex in McFarland, California (01G-24-23)

¢ Results of an Unannounced Inspection of ICE’s Denver Contract Detention Facility in Aurora, Colorado
(01G-24-29)

+»+ ICE’s Risk Classification Assessment Process Was Not Consistently Used to Prevent the Release of High-Risk
Individuals (01G-24-31)

«» Management Alert - CBP Has Limited Information to Assess Interview-Waived Nonimmigrant Visa Holders -
(REDACTED) (01G-24-33)

% Results of October2023 Unannounced Inspections of CBP Holding Facilities in the El Paso Area (01G-24-39)

¢+ Results of January 2024 Unannounced Inspections of CBP Holding Facilities in the Del Rio Area -
(REDACTED) (Q1G-24-44)

++ CBP Did Not Thoroughly Plan for CBP One™ Risks, and Opportunities to Implement Improvements Exist
(01G-24-48)

%+ CBP Conducts Individualized Assessments but Does Not Comprehensively Assess Land Port of Entry
Operations (01G-24-51

< Summary of Unannounced Inspections of ICE Facilities Conducted in Fiscal Years 2020-2023 (01G-24-59)

o,
EX3

o,
o

\.
APR Challenges Recent Progress as Reported in the APR
The Department’s recent APRs include numerous chal- ¢+ CBP announced a dramatic expansion
lenges and risks its components face relating to their of non-intrusive inspection technology
ability to secure and manage U.S. borders, including at U.S. ports of entry (POEs). These
but not limited to: large-scale scanners will advance
CBP’s  inspection  capacity for
% Responding to elevated levels of irregular passenger vehicles to 40 percent and
migration at the Southwest border putting a for cargo vehicles to 70 percent.
strain on Department-wide resources and %  CBP is identifying workforce manage-
personnel ment solutions to close critical gaps in
¢+ Diverting assets to respond to other priorities recruiting and retention efforts and is
% Challenging work locations, evolving job focused on developing incentives that
requirements, and shifting policies improve the retention of skilled and
% Maintaining operational availability and capa- experienced agents and establishing
bility of many assets at the end of their service training for law enforcement and mis-
life being costly sion support personnel across career
lifecycles.
15
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Managing the flow of people and goods into the United States is critical to maintain national
security. As such, the Department performs operations to safeguard the Nation from terrorism
and illegal entry of persons. The Department may detain people who are inadmissible,
deportable, or subject to criminal prosecution in short- and long-term detention facilities, as ap-
propriate; ultimately, repatriating, releasing, or transferring detainees to other agencies.

Maintenance and availability of accurate records are vital when informing partners, such as
Congress, of program efforts. The Department’s inability to provide data and information to its
stakeholders to ensure compliance with applicable standards related to securing U.S. borders
highlights a critical challenge to transparency.

As of September 18, 2024, we made 8 recommendations to the Department and its components
in FY 2024 regarding transparency challenges impacting its ability to protect detainees in cus-
tody. Of the 8 recommendations, OIG considers 3 open and resolved and 5 closed.

Further, 6 of the recommendations pertain to improving data integrity, including ensuring the
Department documents custodial, use of force, and medical approvals accurately. The Depart-
ment may avoid future transparency challenges by developing and implementing a quality
assurance plan across department-wide detention facilities.

Vulnerabilities Resulting from Transparency Challenges

Provide Accurate, Complete, and Consistent highlighted unreliable data and inaccurate
Records reporting of CBP holding facility conditions in

last year’s review of the Department’s top
CBP operates the “e3” portal to collect and management and performance challenges.
transmit data related to law enforcement Based on FY 2024 reviews, this issue remains
activities. According to the National Stand- a barrier to transparency. CBP generally met
ards on Transport, Escort, Detention, and other applicable standards to provide or
Search (TEDS), “[a]ll custodial actions, notifi- make available amenities such as food,
cations, and transports that occur after the water, sleeping mats, and medical care to

detainee has been received into a CBP facility detainees. (01G-24-04, 01G-24-07, O1G-24-20,
must be accurately recorded...as soon as 01G-24-39, 01G-24-44)

practicable.” While accurate, complete, and
consistent records are critical for CBP to
monitor the care of detainees, data integrity
issues remain a recurring theme for CBP. For
example, TEDS requires staff to provide
detainees with food at regularly scheduled
mealtimes and to document these meals in
the appropriate electronic system of record.
Although CBP agents reported detainees
receive three meals per day at the facilities,
some of the CBP logs did not reflect this. We

Figure 11: Border
Patrol Agent provides
Migrant with Drink,
Food, and Clothing
Source: 01G-24-04
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Vulnerabilities Resulting from Transparency Challenges

(continued)

Support Decisions Appropriately

ICE Health Service Corps (IHSC) medical
staff administer health care at ICE facilities
and oversee the care of detained non-
citizens at contracted facilities. In some
cases, an offsite medical provider may ex-
amine a detainee and recommend a
surgical procedure. To ensure medical
necessity, only IHSC physicians designated
as Regional Clinical Directors and Clinical
Directors can review and approve surgeries
to be performed on detained non-citizens.
However, in a statistical sample of 227
cases from FY 2019 through FY 2021, IHSC
was not able to provide supporting docu-
mentation to demonstrate that appropri-
ately designated IHSC staff reviewed and
approved 72 major surgeries (32 percent).
Without this documentation to determine
medical necessity, these major surgeries
were not properly reviewed or approved,
and therefore were unauthorized. These
findings show a lack of transparency and
accountability in the IHSC approach to
noncitizen health care, especially as it
pertains to authorizing critical surgical
procedures. (01G-24-16)

Performance -Based Nationa
Detention Standards 2011

Figure 12: PBNDS 2011
Source: |CE
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Ensure Appropriate Documentation of Any
Use of Force Incidents

The Performance-Based National Detention
Standards 2011 (PBNDS 2011), revised in
2016, requires facility staff to use physical
force only when necessary and reasonable
and requires appropriate documentation of
any use of force incidents, including use of
audio-visual recordings. Facility staff must
also notify the ICE Field Office Director of any
use of force incident as soon as practical and
in writing within 2 business days. Although
one ICE facility claimed no use of force
incidents occurred in the past 2 years,
detainee interviews revealed a recent event
when facility staff removed four detainees
from their dorm using tactics classified in
PBNDS 2011 as a use of force. Our review of
the facility’s closed-circuit television (CCTV)
system and written accounts showed the
facility and ICE staff used an appropriate
amount of force to remove detainees, but
the facility did not report the incident to the
ICE Field Office Director appropriately.
Additionally, the facility’s CCTV system
captured the incident, but it did not provide
an audio record. CCTV footage remains
preserved for 90 days. Had this incident
occurred more than 90 days before our visit,
we would have had to rely solely on facility
and ICE staff’'s written documentation and
interviews of detainees involved in the
incident, which may confuse or impede
transparency related to appropriate use of

force. (01G-24-03)
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Enforcing immigration laws focused on protecting national security is critical. To ensure the
Department delivers immigration processes and systems in a safe, orderly, and humane
manner, upholding civil rights, civil liberties, and privacy, the Department issues standards to
guide the safety, security, and care for detainees while in custody.

CBP is responsible for short-term holding of noncitizens encountered at the border who are
inadmissible or deportable from the United States, as well asindividuals at the border who are
subject to criminal prosecution. TEDS standards incorporate best practices and reflect key
legal and regulatory requirements, including provisions for transport, escort, detention,
search, care of at-risk individuals in custody, and personal property, among many others.
Similarly, when ICE detains noncitizens pending their immigration proceedings, PBNDS 2011
sets expectations for various services ICE is required to provide to detainees, such as medical
and mental health services, legal access services, communication services for noncitizens with
limited English proficiency, a grievance process, and more. Although the Department is
accountable for complying with these standards, CBP and ICE did not consistently meet some
requirements put in place to ensure the safety, security, and care for detainees and facility
staff.

As of September 18, 2024, we made 36 recommendations to the Department and its
components in FY 2024 regarding accountability challenges impacting its ability to care for
detainees. Of the 36 recommendations, OIG considers 12 open and resolved and 24 closed.

Further, 24 of the recommendations pertain to ensuring consistent compliance with standards
of care for detainees. Components have performed the actions required to close 18 of these
recommendations in FY 2024, the same year OIG reports related to these reviews and
recommendations were published. To avoid future accountability challenges, the
Department, its components, and detainees may benefit from the development,
implementation, and regular monitoring of quality assurance mechanisms across
department-wide detention facilities to ensure detainees are treated safely, securely, and
humanely.

3 overflow
¥ VHOH w/fmY J

Figure 13: Crowded Cell at CBP Holding Facility

Source: OIG-24-07 Figure 14: Crowded Cell at CBP Holding Facility

Source: 01G-24-20
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Vulnerabilities Resulting from Accountability
Challenges

Comply with TEDS Requirements Comply with PBNDS 2011 Requirements
We previously reported that detainees in ICE facilities OIG inspected did not comply
CBP custody experienced prolonged deten- with some PBNDS 2011 requirements, such
tion and overcrowding; OIG inspection as Staff-Detainee Communication and
results published in FY 2024 confirm these Grievance System requirements. Table 1
issues continue. For example, TEDS gener- provides a sample of non-compliance with
ally limits detention to 72 hours (3 days), as detention standards published in some of
operationally feasible. However, 668 of the OIG’s FY 2024 Inspection Reports.
1,187 (56 percent) detainees in custody in
the facilities OIG inspected were held over Table 1: PBNDS 2011 Total Requirements
72 hours, including one detainee in custody Violated by ICE Facilities Inspected
over 34 days while USCIS and Department Mesa Krome Denver
of Justice (DOJ) considered a fear claim.? Verde ICE North | Golden| . .
s i . Service State 5
Additionally, two facilities exceeded Processing : Detention
5 s 3 Processing [ Annex o
maximum facility capacity. There were Center Center Facility
additional instances of non-compliance 3 5 5 10

related to medical support, hygiene, Source: Based on analysis of ICE data in OIG

bedding, and temperature below the Reports (01G-24-03, 01G-24-21, 01G-24-23,
minimum standard. (01G-24-07, O1G-24-20, 01G-24-29)

01G-24-39, 01G-24-44)

Ensure Sufficient Contract Support

Contract medical providers at CBP facilities
can diagnose medical conditions and pre-
scribe medication, while assistant-level
providers deliver medical support. How-
ever, some CBP holding facilities were
understaffed to deal with the number of
detainees encountered. CBP’s inability to
ensure the contract medical provider
meets the staffing requirements could
reduce the quality of medical support
Figure 15: Detainees in Holding Cell Without provided to detainees while in CBP
Sleeping Mats custody. (01G-24-20, O1G-24-44)
Source: 01G-24-39

3Individuals subject to expedited removal who indicate an intention to apply for asylum, express a fear of
persecution or torture, or a fear to return to their home country are referred to asylum officers to determine
whether they have credible fear of persecution or torture.
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Holding Bad Actors Accountable

Fighting Against Human Smuggling

The Department has recently expanded
safe pathways for migrants to lawfully
enter the United States; however, there are
some who attempt to circumvent
immigration processes and systems
through illegal means, such as human
smuggling. Human smuggling is the
importation of noncitizens into the United
States by deliberately evading immigration
laws, as well as unlawfully transporting and
harboring noncitizens who have already
crossed the border into our Nation. To
mitigate human smuggling, Homeland
Security Investigations (HSI) is accountable
for identifying, tracing, and dismantling
criminal networks, alongside domestic and
international partners.

For example, in July 2021, DOJ’s Office of
Attorney General established the Joint Task
Force Alpha (JTFA), in partnership with the
Department, including HSI, Border Patrol,
and OIG, and others to strengthen efforts to
combat the rise in prolific and dangerous
smuggling coming from Central America
and affecting border communities. Joint
efforts of the JTFA resulted in the indict-

ment of a woman who pled guilty along
with 10 others of money laundering and hu-
man smuggling.*

As an additional example, in December
2023, an investigation led by OIG, with
assistance from HSI, CBP, and other part-
ners, resulted in the indictment of two
individuals illegally present in the United
States on conspiracy to forge and distribute
I-551 stamps® as part of a broader human
smuggling scheme.®

Figure 16: JTFA Encountered 81 Migrants in
the back of a tractor trailer
Source: DOJ, Office of Public Affairs

4 Operation leader and 10 others plead guilty in prolific human smuggling and money laundering case,
5The Department issues I1-551 stamps on foreign passports as temporary evidence of permanent resident status,

which can be used for travel, identity verification, and employment authorization.
® Mexican men indicted for forging federal documents related to human smuggling scheme
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Holding Bad Actors Accountable (continued)

;"VCombatz‘/'ngDepan‘mentWorkforce arrested. Agents searched his residence |
Trafficking and Bribery and found over $130,000 in cash and 7.7

grams of cocaine.”
The Department is accountable for

handling high level corruption investiga-
tions involving significant smuggling organ-
izations and bribery. To sustain mission
operations at the border, Department
investigators must foster relationships with
Federal partners and other stakeholders,
including sharing real-time information
and deconflicting, to ensure the Depart-
ment gathers appropriate evidence and
investigations result in subsequent convic-

tions of corrupt officers. An OIG Special Agent (SA) was recently rec-
ognized by HSI as its Law Enforcement
Partner of the Year. HSI noted the SA’s
impeccable reputation and work ethic
helped to build bridges between OIG and
HSI, as well as the Drug Enforcement
Administration and the Federal Bureau of
Investigation. Additionally, the SA’s ability
to creatively investigate corruption, in one
case, resulted in the location, identifica-
tion, and ultimate arrest of two CBP officers
that fled to Mexico. In a separate case, the
SA led a thorough corruption investigation
that resulted in the conviction of a corrupt
CBP officer, as well as the arrests and con-
victions of several targets of investigation.
HSI noted the SA played a significant role in
furthering the Department’s mission.

Countering Department Workforce
Corruption

During FY 2024, several CBP officers were
convicted in federal court on charges such
as accepting bribes to allow vehicles
containing unauthorized individuals or il-
licit drugs to pass through the border into
the United States or to provide immigration
paperwork that would permit an individual
to remain in the United States. For
example, one former CBP officer conspired
to allow entry without inspection or docu-
mentation of passengers. Additionally, he
accepted $6,000 to smuggle “sham”
cocaine across the POE. Another former
CBP officer admitted to opening restricted
border fences to allow people to enter the
United States illegally in exchange for cash
payments of $5,000 per opening. Addition-
ally, unbeknownst to him, as part of a sting
operation, he picked up a bag of narcotics
| inexchange for $20,000, after which, he was

" Former federal officer admits to smuggling aliens and receiving bribes to allow cocaine across the border,
Former U.S. Border Patrol Agent Sentenced to 87 Months in Prison for Attempting to Distribute Methamphetamine
and Receiving Bribes,

Former Border Patrol Agent Sentenced on Bribery Charges; and

Customs and Border Protection Officer Convicted by Federal Jury of Receiving Bribes, Allowing Drug-Laden
Vehicles to Enter the U.S.
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The ability to staff programs and provide resources are key to advancing the Department’s

mission. However, the Department struggles to staff program functions properly, supply
resources, advance technology, and minimize waste, hampering its efforts to efficientlymaintain
the safety and security of U.S. borders. The overall rising number of migrant encounters has
resulted in increased workloads and the need for additional or advanced resources.

As of September 18, 2024, we made 7 recommendations to the Department and its components
in FY 2024 regarding efficiency challenges it faces when securing the U.S. borders, including but

not limited to its ability to provide or obtain services timely for detainees.

Of the 7

recommendations, OIG considers 4 open and resolved and 3 closed.

Vulnerabilities Resulting from Efficiency Challenges

Accrue and Advance Resources

While migrant encounters have increased
since FY 2021, there was no corresponding
increase in transport vehicles for one of the
sectors OIG inspected. The shortage of
transportation vehicles and holding capacity
limitations prevent CBP from efficiently
facilitating migrants’ progress through the
immigration system. CBP has taken initial
steps to increase its transportation resources,
but without proper follow through, the
Department risks not providing appropriate
care and conditions for migrants in detention.
Since our review, CBP took steps to increase
transportation resources. (01G-24-04

a Migrant Encounters b} Large Transport Vehicles

4009 -
S
- o
//
v
//
1031 7
&/
3 3 3
FY 2021 FY 2022 *FY 2023

*FY 2023 data are for October 2022 through May 2023
Figure 17: Border Patrol’s Miami Sector
Encounters Compared to the Number of Large
Transport Vehicles, FY 2021-2023
Source: 01G-24-04

Plan for Migrant Surges and Dedicate
Sufficient Staff

We previously reported that CBP could not
sufficiently staff one of its sector’s Central
Processing Centers (CPC) during migrant
surges and made staffing recommendations
to the Sector Chief, accordingly. CBP
conducted corrective actions and OIG closed
the recommendation; however, during an
October 2023 inspection, we found CBP
continued to experience challenges staffing
CPCs during migrant surges. This occurred
because CBP did not dedicate staff to the
three CPCs commensurate with the increased
migrant holding capacity created in the
sector.  Subsequently, agents could not
effectively manage the processing and
supervision of detainees at two of its facilities
and could not open a third facility to
accommodate the influx of detainees due to
current sector staffing levels. Ultimately,
insufficient staffing resulted in delays and
inefficiencies in immigration enforcement
actions and contributed to prolonged time in
custody for detainees. (01G-24-39)
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Vulnerabilities Resulting from Efficiency Challenges
(continued)
Eliminate Waste

ICE’s Enforcement  and Removal
Operations (ERO) Division oversees

space. During our unannounced inspection
of one ICE facility, we determined ICE paid

detention facilities, which are managed in
conjunction with private contractors, state,
or local governments. These ICE-estab-
lished facility contracts require a guaran-
teed minimum payment for a fixed number
of detainees, regardless of unused bed

approximately $25.3 million for unused bed
space in the 12 months preceding our
inspection. ICE may need to reassess
facility contracts to avoid excessive
payment for unused bed space and ensure
efficientoperations. (01G-24-23)
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126 Occupied Beds 424 Empty Beds

Figure 18: Monthly Average of Occupied vs. Empty Beds Based on the Guaranteed
Minimum of 560 Detainees between April 20, 2022, and April 19, 2023
Source: 01G-24-23

Taking Crime Off the Streets

Adopting a Government-wide Approach

Fourteen indictments were handed down in federal court charging 47 alleged members of an
Imperial Valley-based, Sinaloa Cartel-linked fentanyl and methamphetamine operation net-
work with drug trafficking, firearms, and money laundering offenses. “[We] are unrelenting in
ourwork to keep deadly fentanyl off our streets and bring those who traffic in it to justice,” said
Secretary of Homeland Security Alejandro N. Mayorkas. “Together, we are preventing fentanyl
and other deadly drugs from being produced, distributed, or consumed, and saving countless
lives.”®

& Forty-Seven Defendants Charged in HSI-led Drug Trafficking Investigation Linked to Sinaloa Cartel
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Mission 3: Administer the Nation’s
Immigration System

Figure 19: Naturalization Ceremony
Source: DHS, Photo by Benjamin Applebaum

Mission 3 Overview:

DHS has combined an expansion of lawful
pathways with significantly strengthened
consequences to reduce irregular migra-
tion. At the same time, we have worked to
support improvements to the legal immi-
gration system, which has enabled DHS to
respond to humanitarian crises, respond to
U.S. labor needs, and reunify families.

| Related Strategic Goal: 2

Related Strategic Priority: 10

Components Impacted: CBP, ICE, TSA,
USCIS, Coast Guard, HQ/Support

www.oig.dhs.gov
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DHS Has a Fragmented Process for
Identifying and Resolving
Derogatory Information for
Operation Allies Welcome Parolees
(01G-24-24)

CBP and ICE Did Not Have an
Effective Process for Detaining and
Removing Inadmissible Travelers at
an International Airport -
(REDACTED) (01G-24-30)

USCIS Faces Challenges Meeting
Statutory Timelines and Reducing
its Backlog of Affirmative Asylum
Claims (01G-24-36)
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APR Challenges

The Department’s recent APRs include
numerous challenges and risks its compo-
nents face relating to their ability to admin-
ister the Nation’s immigration system,
including but not limited to:
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Processing and detaining individuals
seeking protection

Lengthy approval processes for reg-
ulatory changes and paperwork
reduction processes hindering ef-
forts to digitize paper forms
Unprecedented workforce stressors
due to mission changes from new
populations coming to the United
States and funding constraints
Addressing regulatory actions in a
timely manner to fulfill CBP’s travel
mandate

Increasing immigration court docket
litigation due to limited resources
Defending ICE’s enforcement author-
ities and policies

Major Management and Performance
Challenges Facing DHS

Recent Progress as Reported in the APR

*,
£ X4

In 2023, USCIS awarded approxi-
mately $22 million in grants to 65
organizations in 29 states to help
prepare lawful permanent residents
for naturalization.

USCIS continues to expand its online
presence, increasing the number of
forms available to file online,
delivering on an agency priority to
make operations more efficient and
effective for the agency and its
stakeholders, applicants, petitioners,
and requestors. To help manage this
process, the USCIS Contact Center has
online tools and resources to give us-
ers the same information they would
get by speaking to a representative.
This information is available 24 hours
a day, 7 days a week, from a cell
phone, tablet, or computer.

Figure 20: Homeland Security Secretary Alejandro Mayorkas participated
in a USCIS Naturalization Ceremony
Source: DHS, Photo by Benjamin Applebaum

www.oig.dhs.gov
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Holding Bad Actors Accountable

Fighting Immigration Fraud

Violations of immigration law include benefit fraud and document fraud. Benefit fraud is committed by
an individual who knowingly and willfully misrepresents material fact on a petition or application to gain
an immigration benefit. Most detection of immigration fraud occurs during adjudications of request for
immigration benefits by USCIS. The USCIS Fraud Detection and National Security Directorate conducts
administrative investigations which often result in the denial of immigration benefit requests because of
fraud.

According to the Department, the most serious cases of fraud are referred by USCIS to HSI for criminal
investigation. Document fraud refers to the general manufacturing, counterfeiting, alteration, sale, or use
of identity documents and other fraudulent documents to evade immigration laws or for other criminal
activity. HSIidentifies sources of identity and benefit fraud and refers these criminals who prey on people
and systems forillegal access to benefits to the U.S. Attorney for prosecution. In essence, the USCIS Fraud
Detection and National Security Directorate and HSI are accountable for holding perpetrators of fraud
both civilly and criminally liable for their fraudulent activities.

+* A Chicago attorney was indicted on federal

fraud charges for allegedly providing false
and fraudulent information to U.S.
authorities to obtain immigration benefits for
his noncitizen clients. For example, he
allegedly advised clients to enter sham
marriages with U.S. citizens or lawful
permanent residents to obtain benefits,
helped clients cheat on oral civics exams,
falsified claims of spousal abuse purportedly
suffered by clients, and fictionalized job
offers from U.S. companies who would
supposedly sponsor clients for residency.
The indictment charges the attorney with
one count of conspiracy to commit
immigration fraud and 5 individual counts of
falsifying applications for immigration
benefits. Each count of visa fraud carries up
to 10 years in federal prison, while the

¢ Chicago Attorney Indicted on Immigration Fraud Charges

®,
°

conspiracy count carries a maximum
sentence of 5 years.®

In 2014, a Maryland woman married a
Ghanaian national, who subsequently
obtained legal permanent residence status.
From 2014 through 2021, the couple
conspired to obtain U.S. passports for the
man’s children through false statements and
fraudulent identity documents. In July 2024,
the woman was sentenced to 30 months in
federal prison for passport fraud, among
other types of fraud. Additionally, she was
ordered to pay over $128,000 in restitution.
The man previously pled guilty to a series of
fraud charges, including conspiracy to
commit passport fraud and was sentenced to
28 months in federal prison and ordered to
pay restitution of nearly $128,000.1°

1 Maryland Woman Convicted After Five-Day Trial for a Series of Fraud Schemes, Including Passport Fraud, Wire

Fraud, and Bankruptcy Fraud

Maryland Woman Sentenced To 30 Months For A Series Of Fraud Schemes, Including Passport Fraud, Wire Fraud,

And Bankruptcy Fraud

www.oig.dhs.gov 01G-25-04
Mission 3: Administer the Nation’s Immigration System
A S— | K K K
-
pg. 324 Visit us online at %‘i‘ =l
Unaudited dhs.gov [&]


https://www.dhs.gov/

Major Management and Performance
Challenges Facing DHS

| [ L E E

USCIS developed an operational planning model to determine how hypothetical shifts in staff levels and
workload priorities impact the backlog of affirmative asylum cases. For instance, USCIS can enter resource
inputs into the planning model to run different resource allocation scenarios and determine how different
resource configurations affect its backlog reduction. After applying the operational planning model to
affirmative asylum cases, USCIS projects its backlog to increase to over 2 million cases by FY 2030. The rise in
asylum claims without a corresponding increase in resources may have a domino effect on program efficiencies.

As of September 18, 2024, we made 4 recommendations to the Department in FY 2024 regarding efficiency
challenges it faces when administering the Nation’s immigration system, including developing and
implementing a multi-year operational plan that includes clear priorities and goals and submitting a budget
request in line with the plan and improving risk management. Of the 4 recommendations, OIG considers 3 open
and resolved and 1 open and unresolved.

Vulnerabilities Resulting from Efficiency Challenges

Adjudicate Affirmative Asylum Applications Timely and Reduce Caseload Backlog

USCIS is responsible for administering lawful immigration and adjudicating affirmative asylum applications per
the applicable mandates. The Immigration and Nationality Act requires completion of final administrative
adjudication of these applications within 180 days of filing, absent exceptional circumstances. However, USCIS
did not timely adjudicate affirmative asylum applications, impacting its ability to reduce its existing backlog.t
As of the end of FY 2023, USCIS had more than 786,000 asylum cases pending determination for over 180 days.
This occurred because USCIS did not have sufficient funding, staffing, and planning to complete its affirmative
asylum caseload. Without anincrease in resources, USCIS cannot meet statutory timelines which will result in
growth of the affirmative asylum case backlog. If USCIS continues to postpone adjudication of asylum claims,
it will delay eligible affirmative asylum applicants’ ability to obtain asylum and related immigration benefits,
such as lawful permanent residency and citizenship. USCIS will likely experience increased litigation from
individuals filing lawsuits due to adjudication delays. This would require diverting USCIS’ already limited
resources from production efforts. Without

More than 10Years | 3701 sufficient resources to perform efficient
review and adjudication of asylum
stotovears [l 26,105 applications, the ever-growing backlog of

cases may become a mission sustainability

o8 vears | 1.
slos s challenge. (0IG-24-36)

4 to 6 Years _ 93,973

Figure 22: Affirmative Asylum Claims Pending
2toa vears | AR 1777

More than 180 days as of FY 2023
2vesrsortess [ :s:- | Source: OIG-24-36

50,000 100,000 150,000 200,000 250,000 300,000 350,000 400,000 450,000

 Immigration and Nationality Act, Title Il § 208, 8 United States Code, § 1158 (d)(5)(A)(ii).
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Congress established the Department to consolidate the Nation’s approach to homeland
security, combining the functions of 22 different Federal departments and agencies with broad
responsibilities to secure the Nation from threats. Since its inception over 20 years ago, the
Department has matured its mission areas to collectively prevent attacks, mitigate threats,
respond to national emergencies, and preserve economic security. However, Department
components still use fragmented approaches to execute enterprise-wide missions. The
Department can do more to strengthen enterprise governance and advance operational
sustainability, such as ensuring the Department’s vision consists of actionable goals, objec-
tives, and operational activities through strategic planning documents. To advance organiza-
tional governance effectively, Components must work together to align strategic guidance to
resources and operational outcomes across the enterprise. In July 2018, GAO issued Better
Guidance for Strategy Development Could Help Agencies Align Their Efforts (GAO-18-499),
identifying key elements that help ensure agencies align strategies without fragmenting
planning efforts. Addressing interagency coordination, strategic integration, and assessment
of progress consistently may help the Department to better manage fragmentation in strategic
planning to sustain enterprise-wide missions, such as administering the Nation’s immigration
system.

As of September 18, 2024, we made 8 recommendations to the Department in FY 2024 regard-
ing sustainability challenges it faces when administering the Nation’s immigration systems,
including but not limited to its ability to coordinate across components. Of the 8 recommen-
dations, OIG considers 7 open and resolved and 1 open and unresolved. Formalizing a
cohesive, enterprise-wide approach to achieving critical homeland security objectives may
improve the Department’s ability to mitigate risks and susta/n program operations.

Figure 23: Department Components
Source: Department of Homeland Security Annual Performance Report for Fiscal Years 2023-2025
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Vulnerabilities Resulting from Sustainability Challenges

Identify and Resolve Derogatory Information for
Operation Allies Welcome Parolees

Three Department components—CBP, USCIS, and
ICE—have separate but interconnected processes
to identify and resolve derogatory information for
individuals evacuated from Afghanistan and
paroled into the United States under Operation
Allies Welcome (OAW). For each evacuee,?
Components and Federal partners review
derogatory information, which includes any
information that prompts a request for additional
investigation or clarification and may ultimately
lead to an unfavorable decision by a reviewing
entity. While the Department has a multifaceted
approach to identify and resolve issues for
noncitizens with derogatory information, the
process is fragmented. The siloed approach
creates gaps in Components’ responsibility for
terminating parole, initiating removal proceed-
ings, and monitoring parole expiration. The
process has been complicated by litigation on the
Department’s immigration law enforcement
policies, as well as factors such as considering
derogatory information in the re-parole and
parole extension processes. To sustain the
Department’s mission to administer the Nation’s
immigration system, it must consider how to
address these vulnerabilities in USCIS and ICE
processes for resolving derogatory information
and to establish processes for managing the end

of parole. (01G-24-24

Detain and Remove Inadmissible Travelers

CBP inspects international travelers at POEs,
including airports, to determine admissibility. If
CBP determines a traveler arriving at an
international airportisinadmissible, a CBP officer
may arrange to return the traveler to their
country of residence on the next available flight.
If a return flight for an inadmissible traveler is
unavailable on the same day, CBP contacts ICE to
detain the individual until a return flight can be
arranged. However, at the location reviewed,
CBP and ICE did not have an effective process for
detaining and removing inadmissible travelers
from custody. Between FY 2021 and 2023, CBP
officials at this location released at least 383
inadmissible travelers from custody; 168 (44
percent) of these travelers did not return for their
removal flight. Additionally, CBP did not issue
Notices to Appear (NTA) to 77 inadmissible
travelers who did not return for their flights. As
such, the inadmissible travelers at the location
reviewed were not placed in removal
proceedings or subject to ICE monitoring.
Without a coordinated approach between CBP
and ICE, CBP will continue to release inadmissible
travelers, many of whom do not return for
removal flights as required. This results in ICE
offices nationwide assigning personnel and using
funds to locate and arrest inadmissible travelers,
litigate cases in removal proceedings, and
arrange repatriation flights, which is an
inefficient use of resources. Additionally, if CBP
does notissue NTAs to transfer these casesto ICE,
ICE officers may not be aware that these travelers
remain in the United States and are potentially
subject to removal proceedings, impacting
mission sustainability. (01G-24-30)

2 An evacuee is any individual, regardless of immigration status, who the U.S. Government evacuated from
Afghanistan during Operation Allies Refuge and OAW.
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Mission 4: Secure Cyberspace and
Critical Infrastructure

Figure 25: Understanding infrastructure system operations and dependency relationships, such as
physical, cyber, geographical, and logical, supports identification of resilience issues

Source: Marine Transportation System Resilience Assessment Guide, CISA

Mission 4 Overview:

DHS will continue to protect the American
people by preventing and mitigating active
cyber threats, strengthening the nation’s
cyber resilience, driving a “security-by-
design” approach with partners, and
developing a cybersecurity workforce with
the size, skills, diversity, and training
necessary to meet our mission, protect our
businesses and families, defend critical
infrastructure, and forge a more secure
future.

www.oig.dhs.gov
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Related Strategic Priority: 8

Components Impacted: CBP,

Cybersecurity and Infrastructure Security
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Management Agency (FEMA), ICE, TSA,
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(Recent Mission-Related OIG Reports: )

K2

% ManagementAlert - ICE Management and Oversight of Mobile Applications - (REDACTED)
(01G-24-02)
CISA Needs to Improve Collaboration to Enhance Cyber Resiliency in the Water and
Wastewater Sector (01G-24-09)
*»  Summary of Selected DHS Components that Did Not Consistently Restrict Access to
Systems and Information (01G-24-11)
% CISA’s Use of Infrastructure Investment and Job Act Funds (01G-24-22)
+»  Evaluation of DHS’ Information Security Program for Fiscal Year 2023 (01G-24-26)
% (U) Evaluation of DHS’ Compliance with Federal Information Security Modernization Act
Requirements for Intelligence Systems for Fiscal Year 2023 (01G-24-28)
+ Infrastructure Investment and Jobs Act Funding: CBP Must Improve Processes for
Addressing Critical Repairs at CBP-owned Land Ports of Entry (01G-24-32)
+»  Coast Guard Should Take Additional Steps to Secure the Marine Transportation System
Against Cyberattacks (01G-24-37)
% Management Alert - CISA and FLETC Did Not Take Action to Protect Personally
Identifiable Information and Sensitive Law Enforcement Training Curricula (01G-24-40)
+»  S&T Inconsistently Managed Critical Infrastructure Security and Resilience Research and
Development Activities (01G-24-47)
% CBP Did Not Thoroughly Plan for CBP One™ Risks, and Opportunities to Implement
Improvements Exist (01G-24-48)
*  DHS Improved Election Infrastructure Security, but Its Role in Countering Disinformation
Has Been Reduced (01G-24-52)
+» ICE Did Not Fully Implement Effective Security Controls on Selected High Value Asset
Systems (O1G-24-53)
% 1&A Needs to Improve Its Security Inspection Program to Reduce the Risk of
Unauthorized Access to Classified Information (01G-24-55)
Coast Guard Needs to Implement Effective Planning for Infrastructure Investment and
Jobs Act Projects (01G-24-56)
CISA Faces Challenges Sharing Cyber Threat Information as Required by the
Cybersecurity Act of 2015 (01G-24-60)
+ ICE Did Not Always Manage and Secure Mobile Devices to Prevent Unauthorized Access

& to Sensitive Information (01G-24-61) y
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APR Challenges

The

Department’s recent APRs include

numerous challenges and risks its compo-
nents face relating to their ability to secure

cyberspace and

critical infrastructure,

including but not limited to:
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Identifying and improving stake-
holder-specific, defensible architec-
tural needs

Hiring technology-proficient staff
Funding gaps between demand and
capabilities

Challenges related to staffing subject
matter expert positions, such as
cybersecurity experts, operations
research, and risk and data analysts
Lacking necessary authorities for
CISA’s Infrastructure Security pro-
gram to legally execute its mission
dueto a lapse of current authorities or
failure to codify necessary authorities.
Additionally, insufficient resources to
execute its mission, inadequate con-
tracting capabilities, and inefficient
hiring processes impact the security,
safety, and resilience of the Nation’s
infrastructure

Improving TSA’s ability to collaborate
with partners to meet cybersecurity
requirements for Transportation Se-
curity Equipment or it will be unable
to maintain integrity of the aviation
security infrastructure and address
cyber vulnerabilities

Maintaining situational awareness of
persistent and evolving cybersecurity
threats and ensuring the capability
and capacity to respond with agility
Growing cybersecurity risk (exploita-
tion, misuse, or failure of maritime-
based technologies) to the maritime
transportation system significantly
impacts the Nation’s security and
economy

www.oig.dhs.gov
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Recent Progress as Reported in the APR
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CISA’s updated Continuous Diagnos-
tics and Mitigation Federal Dashboard
enabled CISA analysts to quickly de-
tect vulnerable systems related to a
recent exploit on federal agency net-
works. Within minutes, CISA lever-
aged this host-level visibility into fed-
eral agency infrastructure to confirm
potential risks, alert affected agen-
cies, and actively track mitigation —
preventing an active exploit from
causing widespread harm across
agency systems and impacting
essential services upon which
Americans depend.

Components have leveraged the
Department’s Cyber Talent Manage-
ment System to act more quickly than
possible under traditional federal hir-
ing authorities; compete with private
sector compensation; and hire
applicants based on skills and
aptitude. Components whose core
missions have a cyber nexus — like
CISA, ICE, and Secret Service —
continue to engage with the Cyber
Community through conferences,

coordinated in-person hiring and job
fairs, and joined efforts to reach key
talent pools.
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The Department achieves its missions and protects its cyber systems and critical infrastructure
by modernizing efforts, deploying protective capabilities, engaging with stakeholders, priori-
tizing risk management activities, and responding to emerging risks. Cyberattacks disrupt and

can impair the sustainability of mission-essential operations. Executive Order 13800 holds
executive departments and agencies accountable for managing cybersecurity risk to their
enterprises. Maintaining accountability in the Department through the implementation and
monitoring of internal controls safeguards against unauthorized access to systems, decreases
the risk of cyberattacks, and reduces exposure of sensitive information.

As of September 18,2024, we made 20 recommendations to the Department and its components
in FY 2024 regarding accountability challenges it faces when securing cyberspace and critical
infrastructure. Strengthening enterprise-wide oversight to ensure components adhere to
Department policies and prioritizing information security weaknesses, both at the Department-
level and component level, may help the Department better achieve optimal mission execution
across the enterprise. Of the 20 recommendations, OIG considers 18 open and resolved and 2
open and unresolved.

Vulnerabilities Resulting from Accountability Challenges

Protect Sensitive Information

In 2023, the Department’s Chief Information
Security Officer (CISO) concluded the
contractor for a specific online Learning
Management System (LMS) — DHSLearning
— had poor cybersecurity practices and did
not comply with federal monitoring
requirements leading to multiple hard drive
failures, a service outage, and loss of
Department data. The CISO issued a denial of
authorization to operate and ordered all
employees to stop using DHSLearning.
Additionally, the CISO notified all component
CISOs about the denial and shared the results
of the investigation since some components
also used this contractor’s services to provide
its LMS — including the Federal Law
Enforcement Training Centers (FLETC) and
CISA. According to its June 2017 Privacy
Assessment, FLETC’s LMS collects, maintains,
uses, and disseminates personally identifi-
able information (PII) from law enforcement
officers who are registered users of the
system. CISA’s LMS also serves as a privacy-

sensitive system for members of the public,
Department personnel, and other Federal
employees. Although accountable for
securing sensitive systems and information,
FLETC and CISA did not take action to protect
Pll and sensitive law enforcement training
curricula after being notified of the denial of
authorization by the Department CISO.
Additionally, the Department is accountable
for ensuring CISA and FLETC mitigate the risk
of using a contractor with poor cybersecurity
practices that put users’ Pll at risk and expose
sensitive courses housed on the systems. As
of July 2024, the Department reported CISA
and FLETC have taken action to proactively
replace their LMSs and mitigate the control
deficiencies identified in the Management
Alert. CISA estimates completion by
December 31, 2024; FLETC estimates
completion by June 30, 2025. (01G-24-40)
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Vulnerabilities Resulting from Accountability Challenges

(continued)

Improve the Cyber Posture of the Marine
Transportation System

Coast Guard is accountablefor strengthening
the Marine Transportation System (MTS)
against cyberattacks, mitigating the impact
of cyberattacks on it, and preparing industry
stakeholders for the future to protect the
supply chain, U.S. ports, and U.S. waterways.
The MTS facilitates the flow of trillions of
dollars of U.S. imports and exports, making it
a target for both adversary nations and cy-
bercriminals. Coast Guard Cyber Command
observed attacks targeted at companies
providing logistics or technology services to
the MTS. Such attacks could affect industry
software and impact a large portion of the
MTS at once. However, limited regulatory
authority to enforce industry stakeholder
compliance with cybersecurity measures
combined with inadequate training and
subject matter expertise across Coast Guard
sectors impede the Component’s ability to
secure the MTS against cyber threats.

While Coast Guard concurred with the four
recommendations made to improve its cyber
readiness and precautions to secure the U.S.
supply chain, two recommendations remain
open and unresolved. For example, OIG
recommended that Coast Guard’s Assistant
Commandant for Prevention Policy complete
and publish cybersecurity-specific regula-
tions providing enforcement authority for
facility and vessel inspections. In February
2024, Coast Guard published a Notice of Pro-
posed Rulemaking to seek public comment

regulations. OIG believes the Notice of
Proposed Rulemaking adheres to the intent
of the recommendation. According to the
Department, public comment on the Notice
of Proposed Rulemaking closed in May 2024.
As of October 2024, Coast Guard’s estimated

publication date for that final rule is
December 31, 2024. (01G-24-37)

Collaborate and Coordinate with
Stakeholders

CISA supports the Environmental Protection
Agency to reduce the risk of cyber threats and
increase the Water Sector’s resiliency.
Although it offers an extensive portfolio of
products and services to mitigate cybersecu-
rity threats to Water Sector stakeholders,
CISA did not consistently collaborate with the
Environmental Protection Agency and the
Water Sector to leverage and integrate its
cybersecurity expertise with stakeholders’
water expertise. Additionally, CISA did not
effectively coordinate internally to share
critical information.  Although CISA is
accountable for ensuring it communicates
cyber risks appropriately to stakeholdersand
that stakeholders are aware of CISA’s prod-
ucts and services, inconsistent collaboration
with external stakeholders and ineffective
internal coordination limit its ability to help
improve resiliency against cyber threats.

(01G-24-09)

The FY 2024-2026 Cybersecurity Strategic
Plan guides CISA’s efforts in pursuit of a new
vision for cybersecurity: a vision grounded in

on proposed regulations specifically focused collaboratic_)ll’\, in innovation, and in

on establishing minimum cybersecurity accountability.

requirements for U.S. flagged vessels, Outer

Continental Shelf facilities, and U.S. facilities

subject to Marine Transportation Security Act
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Major Management and Performance

Vulnerabilities Resulting from Accountability Challenges

(continued)

Mitigate Data Exploitation

CBP developed CBP One™ mobile and web
application (CBP One™) with the Advance
Submission and Appointment Scheduling feature
for undocumented noncitizens to schedule an
appointment at select POEs. According to CBP,
the Appointment functionality was implemented
to facilitate safe and orderly travel into the POE,
to reduce the administrative burden of manually
entering information into systems of record, and
to help the process of vetting undocumented
noncitizens prier to their arrival, an efficient
measure to save time and allow better use of its
staff. However, when launched, the application
experienced crashes, frequent error messages,
language barriers, and discrepancies with
appointment distribution that could be misused
to gain an advantage in seeking an appointment.
The difficulties with the appointment scheduling
application were attributable, in part, to CBP not
performing a technology risk assessment prior to
implementing the application, and consequently,
its inability to remediate problems before the
application was released. Additionally, OIG
testing identified vulnerabilities in the CBP One™
mobile application and supporting infrastructure
operating systems that could compromise the
integrity of sensitive systems and information.
CBP One™ data could be susceptible to potential
exploitation and expose the confidentiality,
integrity, and availability of information to bad
actors.

Although CBP acknowledged its shortcomings in
planning, CBP is accountable for protecting this
information by implementing a corrective action
plan.®* The corrective plan, estimated to be
completed in October 2024, addresses both the

inefficiencies of the scheduling application
performance and the vulnerabilities of the
application to exploitation. (01G-24-48)

Secure High Value Asset Systems

During our annual Federal Information Security
Modermnization Act of 2014 (FISMA) review, we de-
termined the Department’s information security
rating was effective. However, we identified
component systems that were operating without
proper authority. Without an Authority to
Operate, the Department cannot be assured
effective controls are in place to protect sensitive
information stored and processed by these
systems. These systems included some of the
Department’s most critical technology, referred
to as High Value Asset systems. Components are
accountable for developing and testing the
backup and disaster recovery procedures out-
lined in the information system contingency plans
periodically. As of May 2023, six compenents had
not tested contingency plans for 16 unclassified
systems. If a component’s contingency plan has
not been tested, the plan may fail during a crisis,
delaying a return to a fully operational system,
and potentially damaging the Department’s
ability to protect the Nation. The Department
plans to achieve 100 percent compliance for
“systems operating with an authority to operate”
and “updated contingency plans” metrics by
September 30, 2024, for High Value Assets and
Sensitive but Unclassified Systems and by
September 30, 2025, for National Security

Systems. (0lG-24-26)

3 Per DHS Policy Directive 43004, /nformation Technology System Security Program, Sensitive Systems (DHS 43004)
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Adopting a risk-based approach to management can help programs assess and address threats and

vulnerabilities to better prioritize rescurces. However, components did not always use a risk-based
approach, impacting its ability to efficiently execute operations related to securing critical infrastructure and
U.S. borders.

As of September 18, 2024, we made 7 recommendations to the Department and its components in FY2024
regarding efficiency challenges it faces when securing cyberspace and critical infrastructure. Of the 7
recommendations, OIG considers 6 open and resolved and 1 closed. Although each Component has a unique
mission, conducting periodic risk assessments to identify and rank threats, assess vulnerabilities, and
establish a structured process to set risk-based priorities can help better manage resources and tools to

execute Department missions efficiently.

Vulnerabilities Resulting from Efficiency Challenges

Modermnize and Improve Land Ports of Entry

The Infrastructure Investment and Jobs Act (I1JA)
appropriated $3.85 billion to modernize and
improve land ports of entry (LPOEs) where CBP
officers perform immigration and customs
functions at the U.S. border with Mexico and
Canada. CBP spent $60 million of IIJA
procurement, construction, and improvement
funding on six contracts in FY 2022 and FY 2023 to
modernize and improve CBP-owned LPOEs, but its
processes for identifying, validating, prioritizing,
and resolving priority, critical, and life safety
repairs (critical repairs) did not consistently ensure
prompt resolution of these repairs.* Although the
Department requires components to complete Fa-
cility Condition Assessments (FCAs) every 5 years,
CBP had not conducted FCAs for over 8 years at 5 of
the 40 CBP-owned LPOEs resulting in delays on
spending decisions.

The FCAs listed CBP as the entity accountable for
102 critical repairs with planned action dates to
complete them “as soon as possible” or within 1
year. However, because CBP did not have reliable

processes for validating repairs identified as critical
in FCAs, itinaccurately categorized 38 of the 102 (37
percent) as critical when they were not critical
repairs. Additionally, CBP did not prioritize 25
critical repairs. Instead, contract work included
lower priority repairs, such as painting and
upgrading light fixtures. Unresolved maintenance
and life safety issues can threaten the safety of CBP
officers and those entering the Nation from Mexico
or Canada through LPOEs. Initsspending plansub-
mitted to Congress, CBP allocated $36 million in
IlJA procurement, construction, and improvement
funding for FY 2024 enhancements at CBP-owned
LPOEs. Based on preliminary priorities shared with
OIG, CBP identified $28 million in potential
investments in FY 2024, including health and life
safety repairs, such as heating, ventilation, and air
conditioning upgrades as well as water system and
public water connection upgrades, to increase its
efficiency in the process of identifying, validating,
prioritizing, and resolving critical repairs at CBP-
owned LPOEs. (01G-24-32)

1 Throughout OIG-24-32, OIG uses critical repairs to refer to ‘critical and life safety’ repairs. CBP’s Office of Facilities and Assets
Management, Centralized Facility and Personnel Impact Reporting Policy, August 2023, defines life safety issues as, “Facility

disruption impacts which limit occupants a reascnable level of safety during fire and other emergencies.”
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Vulnerabilities Resulting from Efficiency Challenges
Apply Appropriate Internal Controls to Criti- Streamline the Port of Entry Experience
cal Infrastructure Research and Develop-
ment Projects As noted earlier (Mission 4, Accountability),
the CBP One™ application offers an
The Science and Technology Directorate Appointment scheduling feature to allow
(S&T) administers the Department’s undocumented noncitizens seeking admis-
research, development, testing, and sion into the United States to submit
evaluation (R&D) activities, including advance information and schedule ap-
determining, coordinating, and integrating pointments at one of eight POEs along the
the long-term R&D needs, capabilities, and Southwest border. In the previous section,
activities for all Department components. the need for accountability on issues with
Under the IIJA, S&T received $157.5 million the functionality of the application was
for critical infrastructure R&D projects. highlighted, and in this section, the missed
However, S&T did not use a risk-based opportunities for efficiency with infor-
holistic approach to prioritize department- mation gathered by the application are
wide R&D programs and projects nor did it highlighted.  The Appointment feature
follow established project management streamlines the application process by
principles or its own project management providing CBP with advance biographic
policies and procedures. Additionally, S&T and biometric information intended to
relied on inaccurate and incomplete reduce the administrative burden of
information to manage its critical manually entering information into
infrastructure R&D projects.  Without systems of record to conduct pre-arrival
adequate controls in place to plan, noncitizen vetting. CBP may be missing an
manage, and execute its R&D activities important  opportunity to  create
consistently, S&T may not be able to efficiencies because it does not leverage its
efficiently support the Department’s CBP One™ application information to
critical infrastructure R&D needs. The identify suspicious trends across the eight
issues we identified also raise concerns as Southwest border POEs. Historically, CBP
to S&T’s ability to efficiently plan, manage, has not received advanced information
and spend the $157.5 million in IlJA about noncitizens prior to their arrivals at
funding. (01G-24-47) land POEs. The introduction of CBP One™
= changes could improve efficiencies by
potentially enabling CBP to conduct and
supply POE officers with trend analyses to
enhance their ability to identify and disrupt
national security threats, such as human
trafficking. (01G-24-48)
CBP One
Figure 26: CBP One™ mobile application
Source: DHS Video by Mary Roh/Kyle Fordrung
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Mission 5: Build a Resilient Nation and
Respond to Incidents

Figure 27: FEMA staff observing damage
Source: 2022-2026 FEMA Strategic Plan

Mission 5 Overview:

The Department is working to create a set
of tools and reforms to promote national
resilience and adaptation, bolster innova-
tion and partnerships, and look internally
at its own roles and responsibilities to
decrease the risks posed to our nation by
climate change.

( Related Strategic Goal: 5

Related Strategic Priority: 11

Components Impacted: CBP, CISA, FEMA,
ICE, TSA, Coast Guard, Secret Service,

'&H Q/Support

www.oig.dhs.gov

Recent Mission-Related OIG Reports:

+» FEMA Region IV Has a Process to

Identify Single Sites Damaged by

Multiple Events (01G-24-34)

FEMA’s Emergency Non-Congregate

Sheltering Interim Policy Provided

Greater Flexibility for Emergency

Sheltering During the COVID-19

Pandemic (01G-24-38)

+» FEMA Did Not Fully Implement the
State-Administered Direct Housing
Grant Program - (REDACTED)
(01G-24-41)

«» FEMA’s Inadequate Oversight Led to
Delays in Closing Out Declared

*,
L X4

Disasters (01G-24-45)
N >
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APR Challenges Recent Progress as Reported in the APR
The Department’s recent APRs include ¢+ FEMA’s National Flood Insurance Pro-
numerous challenges and risks its compo- gram responded to more than 48,000
nents face relating to their ability to build a policy holders across Florida, Georgia,
resilient nation and respond to incidents, South Carolina, North Carolina, and
including but not limited to: Virginia following Hurricane lan in
September 2022. As of July 2023, the
% Increasing demand for FEMA to sup- Program paid more than $4.3 billion
port non-Robert T. Stafford Disaster in claims, and the average payment
Relief and Emergency Assistance Act on closed claims for Hurricane lan is
Incidents over $111,000. Across the nation this
% Growing severity of disasters and the programinsures more than 4.7 million
increasing time it takes for communi- Americans and $1.3 trillion in assets
ties to recover —a process that can be against the financial devastation cre-

further complicated by repeat events ated by flooding.

in areas already struggling to bounce % In May 2023, FEMA supported 17 exer-
back cises across 10 locations in the United
+» Lacking authority to direct other part- States and Virgin Islands.  The
ner agencies to streamline processes exercises included more than 300 par-
and programs they own ticipants and provided federal and

territorial partners an opportunity to
evaluate disaster response plans,
address gaps in evacuation and shel-
tering operations, and discuss long-
term recovery considerations. These
exercises also enhanced coordination
efforts and strengthened stakehold-
ers’ understanding of all phases of
disaster management.

Figure 28: FEMA staff observes house
damaged by tornado
Source: FEMA/Jocelyn Augustino
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Transparenc

Communicating timely information to Congress helps ensure Congress is fully aware of program
implementation efforts, including related challenges that may impact the Department’s ability to fully
execute a statutorily mandated program. Although Congress often requires the Department to submit
reports and provide briefings on program execution, the Department does not always communicate
information to Congress in a timely manner, creating a barrier to transparency and impairing
Congress’ ability to make informed oversight, policy, and funding decisions.

We made one recommendation to FEMA regarding transparency challenges it faces when helping to
build a more resilient Nation. As of September 18, 2024, OIG considers this recommendation open
and resolved.

Vulnerabilities Resulting from Transparency Challenges

Communicate Timely Information to Congress .

Section 1211(a) of the Disaster Recovery
Reform Act of2018(DRRA)* authorizes FEMA to
issue grants to state, territorial, and tribal (STT)
governments to administer direct housing
assistance on FEMA’s behalf. DRRA required
FEMA to submit a report to Congress on a
potential incentive structure for awards to

encourage STT participation in the program by
October 2019 Additionally, the House Figure 29: Wildfires destroyed a neighborhood in
o 3

California
Source: FEMA Multimedia

Committee on Appropriations directed FEMA to
provide quarterly briefings to Congress on its
DRRA implementation efforts. However, FEMA
did not submit the required report to Congress
until 3 years after the mandated date and has
not provided required quarterly briefings to the
Appropriations Committees. As a result of this
barrier to transparency, Congress is not fully
aware of FEMA’s efforts to implement the
State-Administered Direct Housing Grant
Program, including challenges and actions

taken, ongoing, or planned to address those
challenges, impairing its ability to make Figure 30: FEMA opened a disaster recovery center for

informed oversight, policy, and funding survivors affected by the Maui Wildfires
decisions. (01G-24-41) Source: DHS, Photo by Dominick Del Vecchio

5 Disaster Recovery Reform Act of 2018, Division D of Pub. L. No. 115-254.
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FEMA is accountable for ensuring proper payment is made to the right recipient for the right amount. Between
2019 and 2022, we issued four OIG audit reports that, collectively, identified more than $7 billion in improper
payments and, potentially, fraudulent payments. We attributed this to FEMA’s refusal to institute sufficient
controls to mitigate the risk of relying on self-certification of applicant eligibility. We remain at an impasse with
FEMA on nine recommendations requesting FEMA address vulnerabilities and internal control deficiencies to
reduce the risk of potentially fraudulent payments. In August 2024, the Inspector General referred the nine
recommendations to the Department’s Deputy Under Secretary for Management, who serves as the
Department’s Audit Follow-up and Resolution Official, for a final resolution decision. While we do agree a vast
majority of disaster assistance applicants have a legitimate need for the assistance they seek, there are also
individuals who falsely claim benefits for their own personal gain. It is FEMA’s fiduciary responsibility to imple-
ment adequate controls to help deter attempts to improperly acquire government funds through fraudulent
activity. Recognizing the importance of expediency in FEMA’s mission, we do not recommend verification of all
applicantinformation. Rather, we are recommending FEMA, as the accountableagency, implement preventative
controls to reduce the significant risk of improper payments and potential fraud clearly demonstrated through
these four audits.

GAO projects the frequency and intensity of natural disasters to increase in the future. These events, along with
biological and manmade incidents highlight challenges the Department will continue to face in responding to
disasters. GAQ’s A Framework for Managing Fraud Risks in Federal Programs (GAQ-15-593SP) identifies leading
practices for managing fraud risks and organizing them into a Fraud Risk Management Framework. The
Department can use this framework to aid in combatting fraud and preserving program integrity.

GAO also published A Framework for Managing Improper Payments in Emergency Assistance Programs
(GAO-23-105876) to combat substantial shortcomings it identified in agencies’ internal controls and fraud risk
management practices. In this framework, GAO notes that some significantimproper payments are the result of
fraud and provides five principles to help federal program managers mitigate improper payments in emergency
assistance programs.

Figure 31: Tornado Damage in Mississippi
Source: DHS, Photo by Tara Molle

41

www.oig.dhs.gov 01G-25-04
Mission 5: Build a Resilient Nation and Respond to Incidents

S S —_—-——. | | . K E

U.S. Department of Homeland Security pg. 339
FY 2024 Agency Financial Report Unaudited



pg. 340
Unaudited

Other Information

Holding Bad Actors Accountable

Combating Natural Disaster-Related Fraud

FEMA is authorized to provide Public Assis-
tance funds to assist communities respond-
ing to and recovering from major disasters
or emergencies declared by the President.
STT entities can hire contractors to assist
with disaster recovery efforts. However, in
some cases, contractors submit fraudulent
requests on behalf of the STT or misrepre-
sent funding eligibility. For example, in FY
2024, an architecture and engineering firm
based in Dallas agreed to pay $11.8 million
to resolve allegations that it violated the
False Claims Act by knowingly submitting
false claims to FEMA for the replacement of
certain educational facilities in Louisiana
damaged by Hurricane Katrina. In another
case, an individual was ordered to pay
almost $600,000 in restitution to a local gov-
ernment for misrepresenting the amount of
Public Assistance grant funds the town was
eligible for.

Similarly, FEMA provides Individual
Assistance to help disaster survivors
recover. In FY 2024, a woman was charged
with defrauding FEMA of over $§1.5 million in
disaster benefits. Theindictmentalleges the
woman advertised over social media that

she could assist others in applying for FEMA
benefits. She then submitted fraudulent
documents on behalf of dozens of her social
media recruits in exchange for collecting
half of the payout for herself. If convicted,
she faces a maximum possible sentence of
960 years of imprisonment.®

Fighting COVID-19 Relief Fraud

In response to widespread fraud involving
many COVID-19 relief programs, DOJ estab-
lished the COVID-19 Fraud Enforcement
Task Force. Key interagency partners in-
clude the Department’s components and
OIG. Over the last 3 years, the task force has
charged more than 3,500 defendants, seized
or forfeited over $1.4 billion in stolen COVID-
19 relief funds, and filed more than 400 civil
lawsuits resulting in court judgments and
settlements. During FY 2024, several individ-
uals were indicted or pled guilty to fraud in
connection with COVID-19 relief funding,
collectively obtaining over $2.3 million
through false and fraudulent loan applica-
tions.'’

18 AECOM to Pay $11.8 Million to Resolve False Claims Act Allegations in Connection with Hurricane Disaster Relief

East Feliciana Man Sentenced for Wire Fraud

Montgomery County Woman Charged for Defrauding FEMA of Over $1.5 Million of Hurricane Ida Disaster Benefits

17 U.S. Attorney’s Eastern Washington COVID-19 Strike Force Announces Indictment of Spokane Valley Couple in

Connection with Fraudulent COVID Relief Loan

Two Men Plead Guilty to Defrauding COVID-19 Pandemic Relief Programs

Houstonian charged with filing over $500,000 in fraudulent disaster relief loans/ Houstonian admits to filing over

$500,000 in fraudulent disaster relief loans
Houston Woman Pleads Guilty to Covid Fraud Scheme

COVID-19 Fraud Enforcement Task Force Releases 2024 Report

Richland Man Indicted for Stealing More than $339,000 in COVID-19 Unemployment Insurance Fraud Scheme

Mead Man Pleads Guilty to Bank Fraud for Defrauding COVID-19 Relief Programs

United States Attorney’s Eastern Washington COVID-19 Strike Force Announces Additional Indictments, Arrests
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Challenges Facing DHS

Major Management and Performance

Public health emergencies and natural disasters often coincide with implementation of new federal programs or
swift expansion of existing programs and can stress FEMA’s ability to provide efficient and effective program
oversight and fund management, such as ensuring funds are spent timely and in accordance with applicable laws
and guidance. £fficient grant implementation and closeout processes ensure accountability for grant dollars
awarded, transparencyin decision making, and compliance with Federal requirements.

We made five recommendations to FEMA regarding efficiency challenges it faces when implementing and sup-
porting disaster relief efforts. As of September 18, 2024, OIG considers one recommendation open and resolved,
three recommendations open and unresolved, and one recommendation closed.

Vulnerabilities Resulting from Efficiency Challenges

Empower State, Territorial, and Tribal Governments

As noted earlier in this report (Mission 5, Transpar-
ency), Section 1211(a) of the DRRA authorized FEMA to
provide grants to STT governments to administer
direct housing assistance on FEMA’s behalf. However,
FEMA did not implement the State-Administered
Direct Housing Grant Program fully, impacting its
ability to provide grants efficiently. Although the
DRRA required the program’s final regulations to be
issued by October 2020, as of March 2024, FEMA had
not yet included these regulations in the Office of
Management and Budget’s (OMB) Unified Agenda of
Federal Regulatory and Deregulatory Actions. Addi-
tionally, during the program’s 2-year pilot period,
FEMA issued one narrowly focused grant award that
did not authorize the recipient state to administer
direct housing on FEMA’s behalf. Due to FEMA’s
inefficientimplementation of the State-Administered
Direct Housing Grant Program, STT governments
missed opportunities to play a greater role in identify-
ing and implementing innovative, cost-effective, and
locally tailored disaster housing solutions.

While FEMA concurred with the four recommenda-
tions made to improve its implementation of the
State-Administered Direct Housing Grant Program,
two recommendations remain open and unresolved.
FEMA submitted planned corrective actions that are
responsive to the recommendations without an esti-
mated completion date. (01G-24-41)

Closeout Grants Timely

We recently reviewed 79 disaster declarations and
identified 26 programs with nearly $9.4 million in
unliquidated funds that remained open beyond their
approved periods of performance. Additionally, FEMA
extended 41 program periods of performance or
closeout liquidation periods without required
detailed document justifications. The programs
represent more than $7 billion in unliquidated funds.
The extensions delayed project closures by up to 16
years. Due to /nefficientoversight and weak policies,
billions of dollars of unliquidated funds remain
obligated to state, territorial, tribal, or local
governments and unavailable for use in providing
relief in connection with current disasters.

We made two recommendations to improve FEMA’s
closeout of declared disasters; one recommendation
remains open and unresolved, as its corrective action
plan does not fully address the recommendation. Per
Title 44 of the Code of Federal Regulations § 13.50(a),
FEMA should include all expired and open programsin
its planned review and take appropriate closeout and
deobligation actions. (01G-24-45)
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Mission 6: Combat Crimes of

Mission 6 Overview:

The Department is enhancing
its efforts to combat crimes of
exploitation — child sexual
exploitation and  abuse
(CSEA), human trafficking,
and labor exploitation—and
protect victims.

| Related Strategic Goal: 1
Related Strategic Priority: 12

Components Impacted:
CBP, ICE, Secret Service,

HQ/Support

v

Figure 32: Unaccompanied migrant children encountered by U.S. Border Patrol near San Miguel,

Recent Mission-Related OIG
Reports

Management Alert - ICE
Cannot Monitor All
Unaccompanied Migrant
Children Released from DHS
and U.S. Department of
Health and Human Services
Custody (01G-24-46)

3
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Arizona
Source: CBP Photo Library

APR Challenges

The Department’s recent APRs include challenges and risks its
components face relating to their ability to combat crimes of ex-
ploitation and protect victims, including but not limited to:

.

®,
*

Lack of public awareness creating opportunity for the
crimes to flourish

Workers afraid to report violations of law by exploitative
employers or to cooperate in employment and labor
standards investigations fearing removal or other immigra-
tion-related retaliation from an abusive employer

®,
o

Recent Progress as Reported in the APR

<> In FY 2023, HSI rescued or assisted 2,926 victims as a result
of investigations, including 731 human trafficking victims
and 2,195 victims of child exploitation. This is up 53.7
percent from FY 2022 when HSI reported they rescued or
assisted 1,904 victims. HSI achieved these results by
integrating a victim-centered approach to place equal
value on victim identification and stabilization and target
deterrence, investigation, and prosecution.

*  The Department announced process enhancements to

support labor and employment agency investigations by

streamlining the handling of workers’ requests for deferred

action.
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Major Management and Performance
Challenges Facing DHS

The Department added “combat crimes of exploitation and protect victims” as a new Homeland Security
Mission in the FY 2023-2025 APR, reflecting the importance of investigating, apprehending, and
prosecuting offenders and identifying, protecting, and supporting victims of trafficking and other crimes
of exploitation. The Department relies on strong partnerships with stakeholders, including robust
coordination andinformation sharing, adequate oversight, and sufficient resources to sustainits mission
to detect, apprehend, and disrupt perpetrators and to protect individuals at higher risk for trafficking,
exploitation, and forced labor.

In FY 2024, we made two recommendations to ICE regarding sustainability challenges it faces when
executing operations to protect individuals from trafficking, exploitation, and forced labor. As of
September 18, 2024, OIG considers one recommendation open and resolved and one recommendation
open and unresolved.

Vulnerabilities Resulting from Sustainability Challenges

Protect Individuals from Trafficking, Exploitation, and Forced Labor

ICE ERO protects the homeland by arresting and
removing individuals who undermine the safety of
our communities and the integrity of our
immigration laws. ICE ERO is responsible for
managing and monitoring the cases of
unaccompanied migrant children (UC) in
immigration proceedings.* When the Department
apprehends UCs, ICE generally transfers them to
the U.S. Department of Health and Human
Services’ (HHS) for care and custody while
awaiting immigration proceedings.

ICE retains responsibility for managing its
immigration cases, including serving UCs an NTA
forimmigration court. Between FYs 2019 and 2023,
ICE transferred more than 448,000 UCs to HHS.
However, more than 32,000 UCs failed to appear
for their immigration hearings. ICE did not always
inform HHS when UCs failed to appear in
immigration court after release from HHS’ custody.
Further, ICE did not serve an NTA on all UCs, after
release from HHS custody, who warranted

placement in removal proceedings under 8 U.S.
Code Section 1229(a). As of May 2024, ICE has not
served NTAs on more than 291,000 UCs who do not
yet have an immigration court date.

Based on our audit work and according to ICE offi-
cials, UCs who did not appearin immigration court
are considered more at risk for trafficking, exploi-
tation, or forced labor. By not issuing NTAs to all
UCs, ICE limits its chances of having contact with
UCs when HHS releases them from custody, which
reduces the Department’s ability to sustainits mis-
sion to protect these individuals.

ICE provided a corrective action plan to evaluate
options to automate internal data sharing
between ICE’s Office of Principal Legal Advisor,
ERO systems, and other stakeholders. However,
until ICE confirms when it will implement an
automated process for sharing information, the
recommendation will remain open and

unresolved. (01G-24-46)

18 A UC is a child who has no lawful immigration status in the United States, has not attained 18 years of age, and has
no parent or legal guardian in the United States to provide care and physical custody.
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Countering Child Exploitation

Educate and Raise Public Awareness

In 2023, the National Center for Missing and
Exploited Children received over 36 million
cyber-tips reporting online CSEA. In April 2024,
the Department launched AKnow2Protect, the
U.S. Government’s first national public aware-
ness campaign to educate and empower chil-
dren, teens, trusted adults, and policymakers
to prevent and combat online CSEA; explain
how to report online enticement and
victimization; and offer response and support
resources for victims and survivors The
Department has partnered with professional
sports leagues and organizations, including the
National Football League, the National Hockey
League, and Major League Baseball;
technology and gaming companies, such as
Roblox, Google, and Meta; civil organizations;
law enforcement organizations; and many
more. Additionally, the Department is working
with other partners around the globe.
KnowZProtectdemonstrates a commitment to
sustain combatting crimes of exploitation and
protecting victims. The following link provides
more information about the campaign,
resources available for download, and how to
take action: www.know?2protect.gov.

know2protect’

Together We Can Stop Online Child Exploitation

@

Other Information

Detect, Apprehend, and Disrupt Perpetrators

In May 2024, a former law enforcement officer
was found guilty of attempted online entice-
ment of a minor. Evidence established that in
July 2022, a 49-year-old ICE officer replied to a
Craigslist ad as part of an undercover law
enforcement operation meant to identify indi-
viduals interested in and willing to meet with
minors for sex. Over the next three days, the
officer texted with 13-year-old “Rebecca,”
regarding her age, the rates she charges for sex
acts, and the man’s employment as a “cop”
and arranged to meet at a hotel for sex.

On July 26, 2022, the officer arrived at the hotel
in Othello, Washington to meet “Rebecca,” but
instead was contacted by law enforcement and
arrested. Following a search, officers located
the man’s ICE badge and over $4,000 cash.

The Federal Bureau of Investigation, DHS OIG,
and the Othello Police Department investi-
gated the case. The case was brought as part
of DOJ’s Project Safe Childhood program,
launched in May 2006, as a nationwide
initiative to combat the growing epidemic of
CSEA.  Project Safe Childhood marshals
federal, state, and local resources to better
locate, apprehend, and prosecute individuals
who exploit children via the Internet, as well as
to identify and rescue victims.®* This law
enforcement partnership, coordination, and
information sharing contributes to increased
sustainability to protect children from
exploitation. The following link provides more
information about Project Safe Childhood:
www.projectsafechildhood.gov.

® Former Law Enforcement Officer Found Guilty of Attempted Online Enticement of a Minor
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Mission “E”: Enable Mission Success by

Mission “E” Overview: | Related Strategic Goal: 6

DHS will continue to build its capacity to conduct Related Strategic Priority: All

its critical missions and anticipate the challenges

to come. Essential to this is better understanding Components Impacted: All

and protecting against threats from emerging :

technologies, as well as developing our most

important assets: people, physical assets, data,

and technology.

N\

Recent Mission-Related OIG Reports: % Review of U.S. Immigration and Customs

Enforcement’s Fiscal Year 2023 Drug Control

% CBP Did Not Fully Implement the Budget Formulation Compliance Report
Requirements of the Synthetic Opioid (01G-24-15)

Exposure Prevention and Training Act % Review of Federal Law Enforcement Training
w Centers’ Fiscal Year 2023 Drug Control Budget

[ i Dt and Performance Formulation Compliance Report (01G-24-17)
Challenges Facing the Department of % Review of U.S. Customs and Border
Homeland -l (MMPC) (01G-24-05) Protection’s Fiscal Year 2023 Detailed

% Independent Auditors’ Report on the Accounting Report for Drug Control Funds
Department of Homeland Security’s (01G-24-18)

Consolidated Financial Statements for FYs % DHS Grants and Contracts Awarded by Any
2023 and 2022 and Internal Control over Means Other Than Full and Open Competition
Financial Reporting (01G-24-06) During Fiscal Year 2023 (QIG-24-19)

@ CoastCua rd National Ma ritime Center's % DHS’ Fiscal Year 2023 Compliance with the
Oversight of Merchant Mariner Training and Payment Integrity Information Act of 2019
Examinations (01G-24-08 (01G-24-25)

% Review of U.S. Immigration and Customs % DHS Has Made Progress in Implementing an
Enforcement’s Fiscal Year 2023 Detailed Enhanced Personnel Vetting Program
Accounting Report for Drug Control Funds (01G-24-43)

(01G-24-12) *» CBP’s Office of Field Operations Used

+¢ Review of Federal Law Enforcement Training Overtime in Accordance with Policies and
Centers’ Fiscal Year 2023 Detailed Accounting Procedures (01G-24-54)

Report for Drug Control Funds (01G-24-13) % Audit of Office of Intelligence and Analysis

‘:’ Review Of U.S. Customs and BOI’der Contract and Funding Management
Protection’s Fiscal Year 2023 Drug Control Processes (01G-24-57)

Budget Formulation Compliance Report % CBP Needs to Improve Its Management of the

(01G-24-14) Facility Condition Assessment Program

(01G-24-58) ¥
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APR Challenges

As identified by GAO, the Department’s
recent APRs include
government-wide challenges and risks its
components face relating to their ability to
champion the DHS workforce
strengthen the Department, including but
not limited to:

% Addressing  national
requires a high-performing federal
workforce able to safeguard the
homeland against national threats
and emergencies. However, current
budget and long-term fiscal pres-
sures, declining levels of federal
employee satisfaction, the changing
nature of federal work, and a poten-
tial increase of employee retirements
could produce gaps in leadership and
institutional knowledge.
critical skills gaps impede federal
agencies from cost-effectively serving
the public and achieving results
Managing Federal
including excess and underutilized
property, data reliability, and facility
security
*» Managing Information Technology
(IT) acquisitions and operations due
to overly broad scopes, delivery of
functionality several
initiation, and ineffective executive-
level IT governance and oversight in
general
¢+ Processing personnel security clear-
ances timely and measuring investi-
gation quality

°,
L X4

www.oig.dhs.gov

| | [
numerous
and
challenges
Recent Progress as Reported in the APR
S&T installed, tested, and fixed multi-
energy drive-through systems to enable
CBP to non-intrusively inspect cargo at
some POEs. The systems use low ener-
gies to safely scan an occupied cab and
have higher penetrating x-rays to scan
- cargo. This s the first pre-primary cargo
inspection system for CBP, and it has
increased the daily average of cargo
scanned from 24 percent to over 80
percent.
real property,
years after
Figure 33: Multi-energy portal demonstration
Source: Department of Homeland Security
Annual Performance Report for Fiscal Years
2023-2025
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Major Management and Performance
Challenges Facing DHS

ransparency

Inspectors General (IG) conduct independent oversight to prevent and detect fraud, waste, and abuse in
government programs and operations. Recommendations in IG audits, evaluations, and inspections have
resulted in program efficiencies, including improved delivery of government services to citizens. Likewise,
IG investigations of individuals who defy laws at the expense of taxpayers, contractors who misrepresent
goods and services for financial gain, and others who defraud the government have led to the return of
billions of taxpayer dollars.

OIG leverages data analytics to support and guide audits, inspections, evaluations, and investigations. The
Inspector General Act of 1978 (IG Act), as amended, grants OIG authority to receive full access to all records
and materials available to the Department, with some exceptions. Allowing OIG access to systems and
information necessary to achieve its oversight mission facilitates transparency, aligns with the Department’s
Data Mission, and contributes to OIG’s ability to perform effective oversight and report on program
operations and challenges to stakeholders, such as Congress. A key component of data transparencyin the
context of OIG oversight is direct access to component systems and data.

Vulnerabilities Resulting from Transparency Challenges

System Access
The Foundations for Evidence-Based Policymaking fully understand and address problematic or
Act 0f 2018, also referred to as the Evidence Act of inefficientpractices.
2018 (PL 115-435), assigns the Department respon-
sibility to promote better use and management of In FY 2024, the Department fully cooperated with
data and evidence consistent with the GPRA requests for access to its systems that were the
Modernization Act of 2010 and OMB Circular A-11, subject of OIG assessments of the Department’s
Part 6. The Evidence Act of 2018 mandates that cybersecurity posture. As a result of this coopera-
agency Chief Data Officers implement policies that tion, OIG conducted cybersecurity testing of 11
ensure stakeholders participate in an “integrated FISMA systems across 6 components, identifying
and direct connection to data and evidence weaknesses in the areas of patching and configu-
needs.” ration management, flaw remediation, and access
controls, and the Department has addressed criti-
To meet requirements of the Evidence Act of 2018 cal security issues of which it was previously
and to promote better use and management of unaware.
data, the Department implemented an Evidence-
Based Data Strategy (EDS). The Department’s Data However, the Department has not fully cooperated
Mission within the EDS is to “provide transparent with the OIG’s efforts to collect information to per-
access to valid, reliable, and interoperable data form comprehensive risk assessments to protect
that supports the Department’s mission and the department against fraud, waste, and abuse.
promotes the public good.” Key aspects of To ensure OIG’s ability to conduct timely, thorough
enabling mission success by strengthening the analytic reviews based on transactional and
enterprise include the promotion of transparency authoritative data, it is OIG’s policy to request
before the American people and advancement of direct, read-only access to Department data
risk-based decision making. A lack of transparent systems for all engagements. Although the IG Act
data inhibits OIG’s (and thus the public’s) ability to allows Inspectors General unrestricted access to
49
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System Access (continued)

records, OIG’s requests for access have been met
with resistance, and in the majority of cases, denials
by the Department. In FY 2024, OIG submitted 17
system access requests to the Department or its
components. The Department approved only four
of the 17 system access requests; the remaining 13
(76.5 percent) requests were denied. In lieu of
access, the Department generally provided simple
extracts of the narrowest set of data possible, based
on its own interpretation of the scope of the
ongoing engagement.

The Department often justifies access denials on
the grounds of data sensitivity and the inability to
partition specific data relevant to OIG engagements
from the rest of the data in the system. OIG recog-
nizes the sensitivity of the data it requests, stores,
and analyzes, and adheres to established Depart-
ment privacy, records management, and
cybersecurity policies. 0IG employs additional
controls to safeguard the information, going
beyond the Department mandated controls.

Direct, read-cenly system access enhances OIG’s
ability to make data-driven decisions concerning
the most impactful oversight work it should be con-
ducting. The use of advanced data analytics,? such
as data mining, descriptive statistics, and predictive
modeling, on comprehensive Department data
would enable OIG to identify issues more
effectively, such as potential fraud or improper
payments, evaluate weaknesses in underlying
system controls or processes, and make
recommendations to protect the Department
against future fraud, waste, and abuse. Direct
system access would also ensure the OIG is
reviewing and working with original data and not
data altered through an extraction and transfer

Other Information

process. This would contribute to data reliability
and ensure the 0IG is using independently verified
data for findings and conclusions in audit,
inspection, and evaluation reports.

Through detailed analyses in recent projects, OIG
data analysts determined that the Component pro-
vided incomplete sets of data that did not meet the
requirements of OIG’s requests. The Component
provided new sets of data when requested, but this
resulted in delays to project timelines and ulti-
mately prevented the OIG from conducting compre-
hensive data analytics to assess and evaluate risk.

Additionally, receiving direct system access reduces
resources the Department needs to expend on data
requests and contributes to a more efficient process
overall. System access allows OIG to analyze
relevant data directly in the system and only extract
the information needed for a given engagement.
This reduces the burden on Components to provide
complete and reliable large-scale data extracts and
refreshes. Direct systems access contributes to the
OIG’s independence and assurance to the public
and Congress of OIG’s independence and
objectivity.

This transparency barrier impairs OIG’s ability to
achieve its mission. The denial of full and
independent access to agency records and
information may adversely impact Department
program sustainability and efficiency, and severely
damage OIG’s critical oversight function. Without
unfettered oversight, citizens, Congress, and other
stakeholders are unable to hold the Department
accountable for actions and decisions regarding
performance, deficiencies, services, and cost.

2 pdvanced data analytics is the process of analyzing raw data to identify patterns, trends, anomalies, and correlations to draw

conclusions about the information.
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Major Management and Performance
Challenges Facing DHS

Accountability & Efficiency

One of the Department’s fundamental responsibilities is to act as an effective steward of taxpayer funds.
The Department is accountable for adhering to relevant laws and regulations and promoting efficient
operations.

As of September 18, 2024, we made 36 recommendations to the Department and its components in FY
2024 regarding accountability and efficiencychallenges that impact its ability to support operations and
complete missions at an enterprise-level. Of the 36 recommendations, OIG considers 21 open and
resolved and 15 closed. The Department can ensure smoother and more efficient operations by
enforcing accountability and designing internal control systems to safeguard its programs and finances
from potential issues such as fraud, waste, and abuse, and unauthorized access to sensitive data, and to
protect staff from physical harm.

Vulnerabilities Resulting from Accountability and Efficiency
Challenges

Protect the Workforce

In FY 2022, CBP seized more than 16,000 pounds
of fentanyl. In 2020, the Synthetic Opioid
Exposure Prevention and Training Act was
enacted and aimed to reduce the risk of injury
and death to CBP personnel and canines from
accidental exposure to synthetic opioids, such as
fentanyl. The Act included several requirements
for CBP to protect its workforce. However, CBP
did not fully implement the requirements. Figure 34: Lethal Dose of Fentany!
Specifically, CBP did not issue component-wide Source: CBP Graphic

policy to handle potential synthetic opioids
safely, make the opioid inhibitor naloxone
available and readily accessible to all personnel 11,000

13,000

. . - 9,000
at risk of opioid exposures, or require initial and Ay
recurrent training for all personnel at risk of 5’000

opioid exposure. CBP relies on individual

3,000
subcomponents to implement and manage their Pyt m 2,207

own opioid handling and naloxone programs

. . . . 2,000 CBP Subcomponent
without central oversight leading to less efficient
operations. Enhanced oversight and a formal- M Air and Marine Operations
ized, consistent, and efficient component-wide B Border Patrol

policy could recognize greater sustainability to
protect its workforce. (01G-24-01)

Office of Field Operations

Figure 35: CBP’s FY 2022 Fentanyl Seizure in
Pounds
Source: 01G-24-01
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Vulnerabilities Resulting from Accountability and Efficiency

Challenges (continued)

Improve Internal Controls Over Financial Reporting

KPMG LLP, an independent public accounting firm,
issued an adverse opinion on the Department’s
internal controls over financial reporting as of
September 30, 2023. The report identifies six
significant deficiencies in internal controls, five of
which KPMG LLP considers material weaknesses:

<+ Information Technology Controls and Information
Systems - increased risk of unauthorized access to
information systems or data and inappropriate
disclosures of sensitive data.

Y Financial Reporting - possibility the Department will
not prevent, detect, or correct material misstatements
on a timely basis.

% Insurance Liabilities - possibility the Department will
not prevent, detect, or correct material misstatements
in the flood insurance liabilities and future funded costs
on a timely basis.

% Receipt of Goods and Services - possibility the
Department will not prevent, detect, or correct material
misstatements of gross costs and new obligations and
upward adjustments on a timely basis.

& Seized and Forfeited Property Other than Monetary

Instruments - possibility the Department will not

prevent, detect, or correct material misstatements in

the seized and forfeited property note on a timely basis.

Protect Civil Liberties

< Grants Management - possibility of inaccurate or
unauthorized expense reporting by grant recipients and
ineffective monitoring of open and closed grants.

Correcting these deficiencies leads to the increased
accountability to promote efficient operations.

(01G-24-06)
Mitigate Fraud, Waste, and Abuse

The Payment Integrity Information Act of 2019 (PIIA)
requires agencies to identify and review all programs
and activities that may be susceptible to significant
improper payments. The Department must meet all 10
PlIA requirements to be compliant. Although it
adhered to nine of the 10 requirements, the
Department did not publish improper and unknown
payment estimates for FEMA’s Public Assistance
Validate As You Go program. Noncompliance hinders
the Department’s accountability requirement to
properly test programs highly susceptible to fraud,
waste, and abuse. Improper and unknown payments
are more likely to go undetected, impacting program-
matic efficiencies. Additionally, if the Department
remains noncompliant with the PIA, it will be subject
to additional OMB reporting requirements, which will
hamper efficiency further. (01G-24-25)

During FY 2024, several CBP officers were held accountable when they were convicted in federal courts of
deprivation of the right to be free from an unreasonable use of force against individuals coming into the United
States from Mexico?. As a result of unlawful use of force, the victims suffered bodily injury. Two of the three
offending CBP officers falsely reported occurrences following these incidents; they face up to 10 years in prison
for deprivation of rights and up to 20 years in prison for falsifying records. The third CBP officer faces a maximum
of 1 yearin prison and a $100,000 fine. “Federal law enforcement officers are expected to treat the public with
courtesy and respect,” says DHS Inspector General Joseph V. Cuffari. “Those who fail to adhere to this standard

will be held accountable.”

2 customs and Border Protection Officer Admits Using Unreasonable Force and Agrees to Resign from Law Enforcement

Federal Jury Convicts U.S. Customs and Border Protection Officer of Depriving a U.S. Citizen of Rights

Federal Judge Finds CBP Officer Guilty of Using Excessive Force
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Appendix A - Crosswalk between the

Department’s Strategic Goals & Objectives
and Its Missions & Objectives

DHS Strategic Goals and Objectives®> DHS Missions and Objective?®

Goal 1: Counter Terrorism and Homeland Mission 1: Counter Terrorism and Prevent
Security Threats Threats

Objective 1.1: Collect, Analyze, and Share Objective 1.1: Collect, Analyze, and Share
Actionable Intelligence Actionable Intelligence and Information

Objective 1.2: Prevent and Disrupt Terrorist
and Nation State Threats

Objective 1.3: Protect Leaders and
Designated Individuals, Facilities, and
Events

Objective 1.4: Identify and Counter
Emerging and Chemical, Biological,
Radiological, and Nuclear Threats

Objective 1.2: Detect and Disrupt Threats

Objective 1.3: Protect Designated
Leadership, Events, and Soft Targets

Objective 1.4: Counter Weapons of Mass
Destruction and Emerging Threats

Codl2 e kel Sibaidc=lc Mission 2: Secure and Manage Our Borders

Approaches
Objective 2.1: Secure and Manage Air, Land, | Objective 2.1: Secure and Manage Air, Land,
and Maritime Borders and Maritime Borders
Objective 2.2: Extend the Reach of U.S. Objective 2.2: Expedite Lawful Trade and
Border Security Travel
Objective 2.3: Counter Transnational
Criminal Organizations and Other Illicit
The Department split Goal 2 between Actions
Missions 2 &3 Mission 3: Administer the Nation’s
Immigration System
Objective 2.3: Enforce U.S. Immigration Objective 3.1: Administer the Immigration
Laws System

Objective 2.4: Administer Immigration
Benefits to Advance the Security and
Prosperity of the Nation

Objective 3.2: Enforce U.S. Immigration
Laws

2 The DHS Strategic Plan, Fiscal Years 2020-2024
Z Department of Homeland Security Annual Performance Report for Fiscal Years 2023-2025
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DHS Strategic Goals and Objectives®

DHS Missions and Objective?®

Goal 3: Secure Cyberspace and Critical
Infrastructure

Mission 4: Secure Cyberspace and Critical
Infrastructure

Objective 3.1: Secure Federal Civilian
Networks

Objective 4.1: Support the Cybersecurity of
Federal Civilian Networks

Objective 3.2: Strengthen the Security and
Resilience of Critical Infrastructure

Objective 4.2: Strengthen the Security and
Resilience of Critical Infrastructure

Objective 3.3: Assess and Counter Evolving
Cybersecurity Risks

Objective 4.3: Assess and Counter Evolving
Cyber and Emerging Technology Risks

Objective 3.4: Combat Cybercrime

Objective 4.4: Combat Cybercrime

Goal 4: Preserve and Uphold the Nation’s
Prosperity and Economic Security

Objective 4.1: Enforce U.S. Trade Laws and
Facilitate Lawful International Trade and
Travel

Objective 4.2: Safeguard the U.S.
Transportation System

Objective 4.3: Maintain U.S. Waterways and
Maritime Resources

Objective 4.4: Safeguard U.S. Financial
Systems

The Department absorbed Goal 4 into other
Mission areas.

Goal 5: Strengthen Preparedness and
Resilience

Mission 5: Build a Resilient Nation and
Respond to Incidents

Objective 5.1: Build a National Culture of
Preparedness

Objective 5.1: Coordinate Federal Response
to Incidents

Objective 5.2: Respond During Incidents

Objective 5.2: Strengthen National
Resilience

Objective 5.3: Support Outcome-Drive
Community Recovery

Objective 5.3: Support Equitable
Community Recovery

Objective 5.4: Train and Exercise First
Responders

Objective 5.4: Enhance Training and
Readiness of First Responders

The Department expanded Objective 1.2
into Mission 6.

Mission 6: Combat Crimes of Exploitation
and Protect Victims

Objective 6.1: Enhance Prevention through
Public Education and Training

Objective 6.2: Identify, Protect, and Support
Victims

Objective 6.3: Detect, Apprehend, and
Disrupt Perpetrators

www.oig.dhs.gov
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DHS Strategic Goals and Objectives®? DHS Missions and Objective?®
Goal 6: Champion the DHS Workforce and Enable Mission Success by Strengthening
Strengthen the Department the Enterprise
Objective 6.1: Strengthen Departmental Objective E.1: Mature Organization
Governance and Management Governance

Objective 6.2: Develop and Maintain a High
Performing Workforce
Objective 6.3: Optimize Support to Mission | Objective E.3: Harness Data and

Objective E.2: Champion the Workforce

Operations Technology to Advance Mission Delivery
55
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Appendix B - The Department’s Strategic

Goals?*

One of the Department’s top priorities is to resolutely protect Americans from

Goal 1: terrorism and other homeland security threats by preventing nation-states and
Counter their proxies, transnational criminal organizations, and groups or individuals from
Terrorism engaging in terrorist or criminal acts that threaten the Homeland. In recent years,
and terrorists and criminals have increasingly adopted new techniques and advanced
Homeland tactics in an effort to circumvent homeland security and threaten the safety,
Security security, and prosperity of the American public and our allies. The rapidly evolving
Threats threat environment demands a proactive response by DHS and its partners to

identify, detect, and prevent attacks against the United States.

Secure borders are essential to our national sovereignty. Managing the flow of
people and goods into the United States is critical to maintaining our national
security. Illegal aliens® compromised the security of our Nation by illegally
entering the United States or overstaying their authorized period of admission.

g:::lrzezu s Illegal aliens who enter the United States and those who overstay their visas
Borders a'm'd disregard our national sovereignty, threaten our national security, compromise

our public safety, exploit our social welfare programs, and ignore lawful
Approaches

immigration processes. As a result, DHS isimplementing a comprehensive border
security approach to secure and maintain our borders, prevent, and intercept
foreign threats so they do not reach U.S. soil, enforce immigration laws throughout
the United States, and properly administer immigration benefits.

4 The DHS Strategic Plan, Fiscal Years 2020-2024
% The Department’s 2020-2024 Strategic Plan uses the term “illegal alien; however, the current preferred term is
“undocumented citizens.”
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Increased connectivity of people and devices to the Internet and to each other has
created an ever-expanding attack surface that extends throughout the world and
into almost every American home. As a result, cyberspace has become the most
active threat domain in the world and the most dynamic threat to the Homeland.
Nation-states and their proxies, transnational criminal organizations, and cyber
criminals use sophisticated and malicious tactics to undermine critical
infrastructure, steal intellectual property and innovation, engage in espionage,
and threaten our democratic institutions. By 2021, cybercrime damages are likely
to exceed $6 trillion per year. Moreover, the interconnectivity of critical
infrastructure systems raises the possibility of cyber attacks that cause
devastating kinetic and non-kinetic effects. As innovation, hyper-connectivity,
and digital dependencies all outpace cybersecurity defenses, the warning signs
are all present for a potential “cyber 9/11” on the horizon.

Critical infrastructure provides the services that are the backbone of our national
and economic security and the health and well-being of all Americans.
Cybersecurity threats to critical infrastructure are one of the most significant
strategic risks for the United States, threatening our national security, economic
prosperity, and public health and safety. In particular, nation-states are targeting
critical infrastructure to collect information and gain access to industrial control
systems in the energy, nuclear, water, aviation, and critical manufacturing sectors.
Additionally, sophisticated nation-state attacks against government and private-
sector organizations, critical infrastructure providers, and Internet service
providers support espionage, extract intellectual property, maintain persistent
access on networks, and potentially lay a foundation for future offensive
operations.

Goal 3:
Secure
Cyberspace
and Critical
Infrastructure

Meanwhile, the heightened threat from physical terrorism and violent crime
remains, increasingly local and often aimed at places like malls and theaters,
stadiums, and schools. Moreover, the advent of hybrid attacks, where adversaries
use both physical and electronic means to inflict and compound harm, renders the
threat landscape more challenging than ever.

DHS works to protect critical infrastructure against these and other threats of
today, while also focusing on tomorrow’s emerging risks. As the national lead for
protecting and enhancing the security and resilience of the Nation’s civilian cyber
systems and critical infrastructure, DHS is adopting a risk management approach
that reduces systemic vulnerabilities across the Nation to collectively increase our
defensive posture against malicious cyber activity. Simultaneously, DHS law
enforcementinvestigations are focused on prosecuting cybercriminals, disrupting
and dismantling criminal organizations, and deterring future malicious activity.
These complementary initiatives address both threats and vulnerabilities across
the threat spectrum.
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Goal 4:
Preserve and
Uphold the
Nation’s
Prosperity
and
Economic
Security

America’s prosperity and economic security are integral to DHS’s homeland
security operations, which affect international trade, national transportation
systems, maritime activities and resources, and financial systems. In many ways,
these pre-DHS legacy functions are just as much a part of DHS’s culture as its
counterterrorism, border security, immigration, cybersecurity, and emergency
management responsibilities. Similarly, many DHS activities that advance this
important element of homeland security affect the American public just as much
as DHS’s core security functions. Accordingly, DHS continues to advance these
critical operations while exploring new opportunities to better serve the American
public.

Goal 5:
Strengthen
Preparedness
and
Resilience

The United States will never be completely impervious to present and emerging
threats and hazards across the homeland security mission space. Preparedness is
a shared responsibility across federal, state, local, tribal, and territorial
governments; the private sector; non-governmental organizations; and the
American people. Some incidents will surpass the capabilities of communities, so
the Federal Government must remain capable of responding to natural disasters,
physical and cyberattacks, weapons of mass destruction attacks, critical
infrastructure disruptions, and search and rescue distress signals. Following
disasters, the Federal Government must be prepared to support local
communities with long-term recovery assistance. The United States can
effectively manage emergencies and mitigate the harm to American communities
by thoroughly preparing local communities, rapidly responding during crises, and
supporting recovery.

Goal 6:
Champion
the DHS
Workforce
and
Strengthen
the
Department

Since the Department’s formation, each Secretary has recognized the importance
of strengthening the integrated relationships between and among Headquarters
Offices and Operational Components to optimize the Department’s efficiency and
effectiveness. Despite the considerable progress during the last 15 years to
establish and strengthen DHS management functions, the Department has much
to improve. Over the next 4 years, DHS will continue to mature as an institution by
increasing integration, clarifying roles and responsibilities, championing its
workforce, advancing risk-based decision-making, and promoting transparency
and accountability before the American people. Inan important step forward, DHS
is beginning to consolidate Support Components and the Office of the Secretary
on the St. Elizabeths Campus, which will further promote integration.

www.oig.dhs.gov
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Appendix C - The Department’s

Updated 12 Functional Priorities

Prior to the Department’s 20th anniversary, Secretary Alejandro Mayorkas updated the
following cross-functional priorities, first issued in 2022. The priorities were intended to
guide the Department’s focus through better preparation, enhanced prevention, and
enhanced response to threats and challenges.

Organizational Advancement

1. Support and champion our workforce and advance a culture of excellence.

2. Hire and retain a world-class, diverse workforce to create an inclusive,
representative, and trusted Department.

3. Advance cohesion across the Department to improve mission execution and drive
greater efficiency.

4. Responsibly harness artificial intelligence to advance mission execution, as well as
transform our delivery of services to improve the customer experience.

5. Enhance openness and transparency to build greater trust with the American
people and ensure the protection of the privacy, civil rights, civil liberties, and
human rights of the communities we serve.

6. Transform the Department’s infrastructure to ensure it is a more productive and
flexible workplace responsive to our workforce’s and the public’s needs.

Mission-Specific Advancement

7. Combat all forms of terrorism and targeted violence.

8. Increase cybersecurity of our nation’s networks and critical infrastructure,
including election infrastructure.

9. Secure and modernize our borders and ports of entry.

10. Build a fair, orderly, and humane immigration system.

11. Ready the nation to respond to and recover from disasters and combat the climate
crisis.

12. Combat crimes of exploitation and protect victims.
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Appendix D - OIG Audits, Inspections,
and Evaluations Published in FY 2024

Report Title and
Issue Date

CBP Did Not Fully Implement the
Reqguirements of the Synthetic

Standards or
Authority

Related
Strategic
Mission

Recommendation
Status as of
September 18, 2024

1 Recommendation

01G-24-01 GAGAS E
Opioid Exposure Prevention and (1 open, 0 closed)
Training Act (October 2023)
Management Alert - ICE 6
Management and Oversight of .
01G-24-02 1) bile Applications - (REDACTED) GAGAS 4 R(Zcoor';nm%ngz::;;
(October 2023) PEN;
Limited-Scope Unannounced Quality 3
01G-24-03 Inspectpn of Mesa.Verde ICE‘ Standa'rds for ) oo e
Processing Center in Bakersfield, Inspection and (0 open, 3 closed)
California (November 2023) Evaluation HED:
Results of Unannounced Quality 2
01G-24-04 Insr.>e‘c.t|0|.1$ OfCB.P H9ld|ng Standa‘rds for 2 Recommendations
Facilities in the Miami Area Inspection and B P
(November 2023) Evaluation e
Major Management and
Performance Challenges Facing the No
L gl g . .
0IG-24-05 Denartrment of Homalatd See it Not Applicable All recomisnzjre\;lanons
(MMPC) (November 2023) ’
Independent Auditors’ Report on
the Department of Homeland
Security’s Consolidated Financial 24
GG2a-00 Statements for FYs 2023 and 2022 GAGAS E I(?ge ZO anfg if;:g;
and Internal Control over Financial pen,
Reporting (November 2023)
Results of Unannounced 2
01G-24-07 Inspections of CBE Holding GAGAS 2 Recommendations

Facilities in the San Diego Area
(November 2023)

(0 open, 2 closed)
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Report Title and Standards or Relatet.j Regemmenaation
lssLie Dt Authority Strategic Status as of
Mission  September 18,2024
Coast Guard National Maritime Quality -
0IG-24-08 CenFersOv.er.S|2ht ofMerch.ant. Standa’rds for E Recommendations
Mariner Training and Examinations  Inspection and e ———
(December2023) Evaluation pen,
CISA Needs to Improve 5
0I1G-24-09 Coll.a.borat!on fo Enhance Cyber GAGAS 4 Recommendations
Resiliency in the Water and @ sper.closed]
Wastewater Sector (January 2024) Ren,
Summary of Previously Issued .
: Quality
Recommendations and Other standards for No
01G-24-10 Insights to Improve Operational - 2 recommendations
= Inspection and .
Conditions at the Southwest P —— issued.
Border (January 2024)
Summary of Selected DHS
Components that Did Not No
0IG-24-11 Consistently Restrict Access to GAGAS 4 recommendations
Systems and Information (January issued.
2024)
Review of U.S. Immigration and
Customs Enforcement’s Fiscal Year No
0IG-24-12 2023 Detailed Accounting Report GAGAS E recommendations
for Drug Control Funds (January issued.
2024)
Review of Federal Law
Enforcement Training Centers’ No
01G-24-13 Fiscal Year 2023 Detailed GAGAS E recommendations
Accounting Report for Drug Control issued.
Funds (January 2024)
Review of U.S. Customs and Border No
0IG-24-14 Protection s Fiscal Year 2923 Lz GAGAS E recommendations
Control Budget Formulation ssued
Compliance Report (January 2024) ’
Review of U.S. Immigration and
Customs Enforcement’s Fiscal Year No
0IG-24-15 2023 Drug Control Budget GAGAS E recommendations
Formulation Compliance Report issued.
(January 2024)
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Report Title and

Issue Date

Standards or
Authority

Related
Strategic
Mission

Recommendation
Status as of
September 18, 2024

ICE Major Surgeries Were Not
Always Properly Reviewed and

1 Recommendation

Ol-28-16 Approved for Medical Necessity BARe . (1 open, 0 closed)

(January 2024)

Review of Federal Law

Enforcement Training Centers’ No
0IG-24-17 Fiscal Year 2023 Drug Control GAGAS E recommendations

Budget Formulation Compliance issued.

Report (January 2024)

Review of U.S. Customs and Border No
01G-24-18 Prot(?ctlons F|sca! e GAGAS E recommendations

Detailed Accounting Report for —

Drug Control Funds (January 2024) ’

DHS Grants and Contracts Awarded No
0IG-24-19 by Any Means.O.therTh.an Fl.J“ — GAGAS E recommendations

Open Competition During Fiscal issued

Year 2023 (February 2024) ’

Results of July 2023 Unannounced Quality 4
01G-24-20 Insr?e.c.tlo[’\s ofCB_P Holding Standa.rds for 2 T .

Facilities in the Rio Grande Valley Inspection and (2 open, 2 closed)

Area (March 2024) Evaluation RE;

Results of an Unannounced Quality 3
01G-24-21 Insofectlon ofIC!E s Krome Nortb . Standa'rds for 2 Recommendations

Service Processing Center in Miami, Inspection and (5 open. 3 closad)

Florida (April 2024) Evaluation als

CISA’s Use of Infrastructure Stag:j:lrgz for No
0OIG-24-22 Investment and Job Act Funds : 4 recommendations

(April 2024) RECECIT P issued

P Evaluation ’

Results of an Unannounced Quality 7
01G-24-23 Ins ec'Flon of ICE’s Gold?n St.ate Standa‘rds for 2 Recommendations

Annex in McFarland, California Inspection and {5 oper 2 closad]

(April 2024) Evaluation pen,

DHS Has a Fragmented Process for Qualit

Identifying and Resolving Standardz for 5
0IG-24-24 Derogatory Information for oS-, 3 Recommendations

Operation Allies Welcome Parolees EF\)/aluation (5 open, 0 closed)

(May 2024)
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Report Title and Standards or Relatet.j Regemmenaation
lssLie Dt Authority Strategic Status as of
Mission  September 18,2024
DHS’ Fiscal Year 2023 Compliance 2
01G-24-25 with the Payment Integrity GAGAS E Recommendations
Information Act 0f 2019 (June 2024) (2 open, 0 closed)
Evaluation of DHS’ Information Stagszlrgz for 2
01G-24-26 Security Program for Fiscal Year - 4 Recommendations
2023 (June 2024) — (2 open, 0 closed)
DHS Needs to Improve Its
Screening and Vetting of Asylum 5
01G-24-27 Seekers and Noncitizens Applying GAGAS 2&3 Recommendations
for Admission into the United (5 open, 0 closed)
States - (REDACTED) (June 2024)
(U) Evaluation of DHS’ Compliance .
: : : Quality
with Federal Information Security Standards for 2
01G-24-28 Modernization Act Requirements i 4 Recommendations
s : Inspection and
for Intelligence Systems for Fiscal Evaluation (2 open, 0 closed)
Year2023 (June 2024)
Results of an Unannounced Quality 14
01G-24-29 Insoect.lon of IEE s. Denver Contract Standa.rds for ’ e
Detention Facility in Aurora, Inspection and (B oneni6cinsed]
Colorado (June 2024) Evaluation RE
CBP and ICE Did Not Have an :
: s Quality
Effective Process for Detaining and Standards for 3
0IG-24-30 Removing Inadmissible Travelers . 3 Recommendations
5 : Inspection and
at an International Airport - Evaluation (3 open, 0 closed)
(REDACTED) (June 2024)
ICE’s Risk Classification
Assessment Process Was Not 2
0IG-24-31 Consistently Used to Prevent the GAGAS 2 Recommendations
Release of High-Risk Individuals (2 open, 0 closed)
(June 2024)
Infrastructure Investment and Jobs ;
Act Funding: CBP Must Improve Qualiby
e : = Standards for 1 Recommendation
0OIG-24-32 Processes for Addressing Critical Inspection and 4 (1 open, 0 closed)
Repairs at CBP-owned Land Ports EF\)/aluation pen,
of Entry (June 2024)
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Related
Strategic
Mission

Recommendation
Status as of
September 18, 2024

Standards or
Authority

Report Title and

Issue Date

Management Alert - CBP Has
Limited Information to Assess

2

0IG-24-33 Interview-Waived Nonimmigrant GAGAS Recommendations

Visa Holders - (REDACTED) (June (2 open, 0 closed)

2024)

FEMA Region IV Has a Process to No
0I1G-24-34 |dentify Single Sites Damaged by GAGAS recommendations

Multiple Events (June 2024) issued.

TSA Could Not Assess Impact of Qualit

Federal Air Marshal Service Y .

Standards for 1 Recommendation

0I1G-24-35 Personnel Deployed to Support Inspection and (Lonen Aclosed,

Southwest Border Security - EF\)/aluation pen,

(REDACTED) (July 2024)

USCIS Faces Challenges Meeting 5
OIG-24.35 e b GAGAS Recommendations

its Backlog of Affirmative Asylum (2 open, 0 closed)

Claims (July 2024) pen,

Coast Guard Should Take 3
01G-24-37 Addjtlonal — to?ecure the GAGAS Recommendations

Marine Transportation System open 0closed]

Against Cyberattacks (July 2024) RE

FEMA’s Emergency Non-

Congregate Sheltering Interim No
0I1G-24-38 Policy Provided Greater Flexibility GAGAS recommendations

for Emergency Sheltering During issued.

the COVID-19 Pandemic (July 2024)

Results of October 2023 Quality 3
01G-24-39 Unarfnounct‘ec':l ‘Ins‘pectlons of CBP Standa.rds for Recommendations

Holding Facilities in the El Paso Inspection and (& omeh Aclberd]

Area (July 2024) Evaluation pen,

Management Alert - CISA and

FLETC Did Not Take Action to 5
0IG24-40 Protect Personally Identifiable GAGAS RN V0 Y.

Information and Sensitive Law
Enforcement Training Curricula
(July 2024)

(2 open, 0 closed)
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Report Title and Standards or Relatet.j Regemmenaation
lssLie Dt Authorlty Strategic Status as of
Mission  September 18,2024
FEMA Did Not Fully Implement the i
State-Administered Direct Housing .
-24- GAG
QIG-2t-4 Grant Program - (REDACTED) (July i = Faeuie Ll
2024) (3 open, 1 closed)
The Secret Service’s Preparation Quality 5
for, and Response to, the Events of  Standards for .
Olir-2d-42 January 6,2021 - (REDACTED) (July  Inspection and £ Rzzcoon;nm%ncdlz::;s
2024) Evaluation pen,
DHS Has Made Progress in Quality No
Implementing an Enhanced Standards for .
0I1G-24-43 . . E recommendations
Personnel Vetting Program (August  Inspection and issued
2024) Evaluation ’
Results of January 2024 Quality 3
01G-24-44 Unarfnounct‘ec.:lhlns.oectlons ofFZBP Standa.rds for 5 Recommendations
Holding Facilities in the Del Rio Inspection and [oper, 1elosad]
Area - (REDACTED) (August 2024) Evaluation pen,
FEMA’s Inadequate Oversight Led 2
0IG-24-45 to Delaysin Closing Out Declared GAGAS 5 Recommendations
Disasters (August 2024) (2 open, 0 closed)
Management Alert - ICE Cannot
Monitor All Unaccompanied 5
Migrant Children Released from :
01G-24-46 DHS and U.S. Department of Health GAGAS 6 Récoon;nm%njca)g:(;s
and Human Services’ Custody pen,
(August 2024)
S&T Inconsistently Managed
Critical Infrastructure Security and 4
OIG-24-47 Resilience Research and GAGAS 4&5 Recommendations
Development Activities (August (3 open, 1 closed)
2024)
CBP Did Not Thoroughly Plan for Quality 3
01G-24-48 CBP One™ Risks, and Opportun|.t|es Standa'rds for 584 Recommendations
to Implement Improvements Exist Inspection and (aepEn Diclosad)
(August 2024) Evaluation pen,
CBP Needs to Improve its Oversight 2
01G-24-49 and Monitoring of Penalty Cases GAGAS E Recommendations
(September 2024) (2 open, 0 closed)
p p
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Report Title and

Issue Date

Standards or
Authority

Related
Strategic
Mission

Recommendation
Status as of
September 18, 2024

TSA Made Progress Implementing Quality 5
0IG-24-50 Reqwre'metlts of the 9/11 arfd.TSA Standa’rds for 7 Recommendations

Modernization Acts but Additional Inspection and (Boper,fclosed]

Work Remains (September 2024) Evaluation pen,

CBP Conducts Individualized

Assessments but Does Not 2
0IG-24-51 Comprehensively Assess Land Port GAGAS 2 Recommendations

of Entry Operations (September (2 open, 0 closed)

2024)

DHS Improved Election Quality

Infrastructure Security, but Its Role ~ Standards for 1 Recommendation
siG2a-52 in Countering Disinformation Has Inspection and g ol (1 open, 0 closed)

Been Reduced (September 2024) Evaluation

ICE Did Not Fully Implement Quiality :
0IG-24-53 Effective S(?cu rity Controls on Standa'rds for ; Recomntendtiohs

Selected High Value Asset Systems  Inspection and (6 open, 0 closed)

(September 2024) Evaluation RER;

CBP’s Office of Field Operations No
01G-24-54 Use.d.Overtlme In Accordance with GAGAS E recommendations

Policies and Procedures issued

(September 2024) ’

1&A Needs to Improve Its Security

Inspection Program to Reduce the 2
0OIG-24-55 Risk of Unauthorized Access to GAGAS 4&E Recommendations

Classified Information (September (2 open, 0 closed)

2024)

Coast Guard Needs to Implement 4
01G-24-56 Eifective Planning for GAGAS 4 Recommendations

Infrastructure Investment and Jobs PHS———

Act Projects (September 2024) pen,

Audit of Office of Intelligence and

Analysis Contract and Funding v
0OIG-24-57 GAGAS E Recommendations

Management Processes
(September 2024)

(4 open, 0 closed)
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K
Report Title and Standards or Relatet.j Recommendation
lssLie Dt Authorlty Strategic Status as of
Mission  September 18,2024
CBP Needs to Improve Its 5
0IG-24- Management of the Facility GAGAS £ Recommendations
582 Condition Assessment Program oS -
(September 2024) PETy
Summary of Unannounced Quality No
Inspections of ICE Facilities Standards for .
DI6-2439 Conducted in Fiscal Years 2020- Inspection and 2 recomi::;:j::atlons
2023 (September 2024) Evaluation ’
CISA Faces Challenges Sharing Quality
Cyber Threat Information as Standards for .
0IG-24-60 . : . 4 Recommendations
Required by the Cybersecurity Act Inspection and P
of 2015 (September 2024) Evaluation pen,
ICE Did Not Always Manage and 5
0IG-24-61 sl M(?blle il s Preyt?nt GAGAS 4 Recommendations
Unauthorized Access to Sensitive (8 operi O closed)
Information (September 2024) pen,
DHS Partners Did Not Always Use 4
0I1G-24-62 Lk T?chnologv o Obtaln. GAGAS 1 Recommendations
Emerging Threat Information A
(September 2024) pen,
Results of an Unannounced Quality 5
Inspection of Baker County :
01G-24-63 Ins ?c'flon c?f B?ker Count Standa‘rds for 5 Retomi Erdations
Sheriff’s Office in Macclenny, Inspection and (3 open, 2 closed)
Florida (September 2024) Evaluation pen,
Oversight Reports Identify Quality 2
0IG-24-64 Recurrl‘ng Challfenges with DHS Standa'rds for 1 TR
Strategic Planning (September Inspection and (2 open, 0 closed)
2024) Evaluation pen;
CBP, ICE, and TSA Did Not Fully
Assess Risks Associated with Qualit
Releasing Noncitizens without Standardz for 3
OIG-24-65 |dentification into the United fsmectianand 1 Recommendations
States and Allowing Them to Travel EF\)/aluation (3 open, 0 closed)
on Domestic Flights - (REDACTED)
(September 2024)
% OIG issued reports ending in 24-58, 24-59, 24-60, 24-61, 24-62, 24-63, 24-64 and 24-65 after September 18, 2024;
recommendations pertaining to these reports were not summarized within the Mission Areas.
67
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BY ELECTRONIC SUBMISSION

October 30, 2024

MEMORANDUM FOR: Joseph V. Cuffari, Ph.D.
Inspector General
JIMH Digitally signed by JIM H

FROM: Jlm H. Crumpaoker CRUMPACKER Ezgeﬂ’cfz%;m 15:02:08 0400
Director

Departmental GAO-OIG Liaison Office

SUBIJECT: Management Response to Draft Report: “Major Management
and Performance Challenges Facing the Department of
Homeland Security”

Thank you for the opportunity to comment on this major management and performance
challenges (MMPC) report. Senior U.S. Department of Homeland Security (DHS, or the
Department) leadership appreciates the Office of Inspector General’s (OIG) work in
developing and issuing this report. In particular, DHS recognizes changes OIG made to
improve this year’s report including: (1) aligning the overarching challenges with the
Department’s seven strategic missions as outlined in the DHS Annual Performance
Report (APR); and (2) adding more information about specific recommendations within
the challenge area narrative sections. Senior DHS leadership, Component-level program
officials, subject matter experts, and others throughout the Department will give due
consideration to the perspectives offered in this report as part of our unwavering
commitment, with honor and integrity, to safeguard the American people, our homeland,
and our values.

However, some of OIG’s analysis and conclusions in this report contain inaccurate
statements, lack important context, and are potentially misleading about the Department’s
efforts to successfully carry out its various missions. For example, this report continues
to minimize or ignore DHS efforts to accommodate OIG information requests—
specifically those related to accessing various information technology (IT) systems—
which the OIG then uses as a primary basis for justifying an overarching challenge
related to transparency. DHS Leadership believes improvements can be made to: (1) the
overall process for developing the MMPC report through increased communication and
collaboration (akin to concerns expressed last year), and (2) the usefulness of the report

|
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by more clearly identifying specific outcomes needed to remediate the challenges noted
in each of the DHS mission areas.

IT System and Data Access Requests

Leadership is disappointed with OIG’s continued mischaracterization of Departmental
cooperation when responding to OIG requests to access various IT systems and data, as
well as OIG’s use of this issue as a primary basis for justifying an overarching challenge
related to transparency. In this report, OIG alleges that it made 17 system access requests
to the Department or Components during fiscal year (FY) 2024, of which 13 were denied
and only four were approved. This claim is inaccurate and misleading as it does not
appropriately acknowledge Departmental efforts to resolve OIG’s concerns and lacks
meaningful specifics, thereby limiting the value of this MMPC report to the Department,
Congress, and the public.

As mentioned in numerous prior correspondence from Secretary of Homeland Security
Alejandro N. Mayorkas, and reiterated here, DHS respects the OIG’s unique role in
reviewing DHS’s many programs, operations, and activities. Early in his tenure,
Secretary Mayorkas issued a memorandum to all Department personnel stating that he
expected them to cooperate with the OIG (including its contractors) and facilitate its
work, noting that the OIG “plays a critical role in helping the Department prevent and
detect fraud, waste, abuse, and mismanagement” and that “it cannot do so alone.”! This
memorandum and the Department’s ensuing record belie the OIG’s allegation that DHS
1s restricting the OIG’s ability to conduct work and provide information to “citizens,
Congress, and other stakeholders.”

Perhaps the most significant allegation of purported access challenges alleged by the OIG
involved OIG’s access to information regarding the January 6, 2021, attack on the U.S.
Capitol. This situation serves as an illustrative example of OIG’s many allegations of
delayed or denied access to IT systems and data, and is therefore highlighted in the
attachment to this response. DHS adamantly disagrees with OIG’s assertion in this
MMPC report that “the Department generally provided simple extracts of the narrowest
set of data possible, based on its own interpretation of the scope of the ongoing
engagement.”

In this MMPC report, OIG also cites the Evidence-Based Policymaking Act of 2018 as a
basis for its conclusion that the Department is required to provide the OIG unrestricted
access to its IT systems, regardless of the scope and objectives of any specific audit. In
support of its position, the OIG references the Act’s intent to promote the public good
and transparency before the American people and the advancement of evidence-based
policymaking. The OIG concludes that the Department’s lack of transparent data

! “Cooperation with the Office of Inspector General,” dated September 30, 2021.
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“inhibits OIG’s (and thus the public’s) ability to fully understand and address problematic
or inefficient practices.” However, the Department disagrees with the OIG’s conclusions
regarding the extent to which the Act is either applicable or relevant to the Department’s
relationship with the OIG.

First, it is important to understand the Act’s context. The Act is designed to improve
agency transparency concerning improved policymaking based on the best evidence
available, but it does not address the dynamics between agencies and their OIGs, nor does
it mandate that agencies grant OIGs unrestricted access to agency information or IT
systems.

Secondly, the OIG infers that because the Evidence Act promotes transparency with the
public with respect to evidence based policymaking, that OIG must have wholesale
access to agency information systems to facilitate reporting its findings to the

public. This reasoning is flawed. Even if the OIG’s inference were correct, it is
important to note that the Department believes in full transparency, providing all
requested information pertinent to the scope and objectives of the OIG’s announced
audits, evaluations, inspections, and other reviews. Extracting and providing all relevant
information directly from Departmental systems—rather than granting unfettered access
to the agency systems regardless of relevance—does not compromise the OIG’s ability to
assess agency programs and operations or to make those findings available to the public,
as appropriate.

Therefore, the OIG’s reliance on the Evidence Act to conclude that it must have
unlimited access to all information maintained by the Department, regardless of the scope
and objectives of an OIG engagement, is misplaced as the Act simply does not authorize
that. It’s clear that the Act is about evidence building—that is, statistical activities for
statistical purpose. Furthermore, use of agency (or statistical agency) data for any non-
statistical purpose is not covered under the Act. Office of Management and Budget
(OMB) guidance distinguishes evaluation, which is required of agencies under Title 1, as
distinct from internal control activities conducted by OIG and the U.S. Government

Accountability Office (GAO).2
Overall Report Development Process and Usefulness

Leadership also believes improvements can be made to: (1) the overall process for
developing the MMPC report through increased communication and collaboration (akin
to concerns DHS expressed last year); and (2) the usefulness of the report by more clearly
identifying specific cutcomes needed to remediate the challenges noted in each of the

2 OMB M-19-23, “Phase I Implementation of the Foundations for Evidence-Based Policymaking Act of 2018:
Leamning Agendas, Personnel, and Planning Guidance,” dated July 10, 2019, and OMB M-21-37, “Evidence-Based
Policymaking: Learning Agendas and Annual Evaluation Plans,” dated June 30, 2021.
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DHS mission areas similar to the approach used by the GAO in its biennial High-Risk
report.*
Increased Collaboration and Communication

Beyond relatively short, simple “meet and greet” meetings, the OIG did not materially
engage with senior DHS and Component leadership about this report during FY 2024.
We are aware of one Headquarters meeting with the Associate Deputy Under Secretary
for Management on August 29, 2024, in which the OIG discussed the MMPC; however,
we understand that most senior Component leaders did not have any substantive meetings
with OIG to discuss specifics and help inform the MMPC report, including leaders from
the Cybersecurity and Infrastructure Security Agency (CISA), the Federal Emergency
Management Agency, Transportation Security Administration, and the U.S. Citizenship
and Immigration Services. To the extent any such meetings occurred, the report does not
disclose which senior leaders OIG met with (i.e., by title, not name), which DHS believes
would have increased the credibility of the MMPC report.

In addition, the MMPC report highlighted that OIG aligned its four overarching
challenges with Departmental operations and activities under its seven strategic missions,
as outlined in the APR for FYs 2023-2025.% This APR presents a summary of the
Department’s performance for FY 2023 (i.e., ending September 30, 2023), with
performance measure results, explanations, and targets for FY 2024-2025 included.
However, by relying so heavily on APR for the “Recent Progress™ section of each
Mission Area narrative and not being more inclusive of senior leadership input, OIG
missed including significant activities occurring during FY 2024 that could have made
the report timelier and more relevant.

For example, the MMPC:

e Makes no mention of the Department’s unmodified (i.e., clean) financial statement
audit opinion achievement, having earned its eleventh consecutive unmodified
audit opinion for all five financial statements.

e Addresses “Accountability” within the Mission 4: Security Cyberspace and
Critical Infrastructure area, but does not mention Cross-Sector Cybersecurity
Performance Goals (CPGs). More specifically, CISA released a cybersecurity
framework through CPGs in March 2023, and is now actively promoting this
framework. CPGs are high-impact, high-priority practices for critical
infrastructure owners that address common adversary tactics, techniques, and

3 GA0-23-106203, “High-Risk Series: Efforts Made to Achieve Progress Need to Be Maintamed and Expanded to
Fully Address All Areas,” dated April 20, 2023; (https://www.gao.gov/products/gac-23-106203).

4“U.8. Department of Homeland Security Annual Performance Report FY 2023-2025,”
(https://’www.dhs.gov/sites/default/files/2024-

03/2024 0305 annual performance report for fiscal vears 2023 2025 .pdf).
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procedures and manage risks to IT and operational technology (OT). CPGs are
intended to enable the critical infrastructure community, across both public and
private sectors, to effectively reduce risk and prioritize cybersecurity cutcomes
across both IT and OT assets. Since these CPGs were released, CISA is
encouraging their adoption to reduce the prevalence and impact of cyber intrusions
affecting American organizations through tools such as the Ransomware
Vulnerability Warning Pilot and the Shields Up campaign.

¢ Does not mention employee engagement/morale, a significant focus area for the
Department. More specifically, the Secretary’s priority on employee morale and
engagement led to the creation of a new Employee Experience Framework, which
includes the following key elements:
o Focus groups with employees from across the Department;
o A quarterly pulse survey program that provides opportunities for employees
to provide direct feedback, including open-ended questions; and
o Field tests that explore innovative ways to address key areas of the
Employee Experience Framework, by bringing DHS and Component
headquarters personnel into the field to better understand and address the
basic needs of the frontline workforce.

¢ Does not mention recent improvements led by the DHS Office of the Chief
Information Officer, such as:

o Awarding funding to DHS Components to advance modernization needs
within the Department;

o Coordinating with DHS Office of Program Accountability and Risk
Management on ways to improve the oversight for modernization efforts
occurring within existing I'T programs;

o Reinvigorating the Chief Information Officer (CI1O) Council to further
strengthen effectiveness of DHS and Component CIOs in decision-making;

o Building on DHS IT workforece efforts to advance the hiring, upskilling,
and training to meet emerging Artificial Intelligence (Al) needs; and

o Collaborating with the DHS Office of the Chief Financial Officer on key
Departmental resourcing needs during the FY 2026-2030 budget cycle
including Al and Automated Screening and Vetting.

OIG also repeatedly stated in the MMPC’s “Recent Progress” sections that Department
and Component progress statements taken from the APR had not been validated by
OIG (emphasis added). DHS believes that OIG’ inclusion of a statement of negative
assurance in the report is a more appropriate approach, and would provide greater value
to end users of the report. OIG advising whether or not it believes the Recent Progress
statements to be accurate would create greater confidence in the report, especially given
that OIG found no contrary evidence to dispute the statements. Further, this action would
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be more aligned with the intent of the Reports Consolidation Act of 2000 requirement for
OIG to assess DHS progress in addressing the management and performance challenges.

In addition, it is important to highlight that—similar to the 2023 MMPC report—the time
OIG allowed DHS to collect, consolidate, and clear technical comments (TCs) feedback®
and develop a formal management response letter (MRL) for the 2024 MMPC report was
not reasonable. Specifically, OIG only allowed 17 calendar days for DHS to perform
these actions, which is just over half the time provided in OIG’s normal practice of
allowing 30 calendar days to staff and coordinate a response to typical draft reports. This
is unreasonable considering this MMPC report has DHS-wide equities and requires more
staffing and coordination than is needed to respond to a typical draft report, not less.
Further, the OIG’s Chief of Staff said the Department’s TCs would not be considered, nor
an MRL included in the final report, if either were received by the OIG after October 31,
2024. The deadline for incorporating the MMPC into the Department’s Agency
Financial Report (AFR) is November 13, 2024, in order to allow time to publish and
deliver the AFR to Congress, OMB, the U.S. Department of Treasury, and GAO by close
of business on November 15, 2024, as required by statute. This begs the question of why
the OIG, which has traditionally just simply inserted the MRL into its final MMPC report
as an Appendix, without writing any analysis or evaluation of the response, would need
nearly as much time to do this as it allowed the Department to develop its TCs and
MRL.¢

Further, the OIG report’s narrative about the recommendations with which DHS non-
concurred is incomplete and should have included a more extensive discussion. For
example, in a footnote on the next to last page of the MMPC report, OIG discloses that
recommendations from the last eight reports it published during FY 2024 (from
September 19-30, 2024) were not summarized within the Department’s seven strategic
mission areas. Three of these reports accounted for 42 percent (5 of 12) of
recommendations with which the Department non-concurred during FY 2024.

More specifically, a recommendation is considered “unresolved” when OIG and the
Department do not agree on actions taken, on-geing, or planned to address the

% Such feedback is not intended to substantially alter any of OIG’s overall findings, conclusions, or
recommendations; rather, they are to strengthen audit products by improving accuracy, heling to ensure and validate
workable solutions, and minimizing the number of non-concurrences. This process also helps foster mutually
beneficial and production relationships with the audit agencies, while maintaining and respecting auditor
independence.

6 MRLs for MMPC reports are provided in accordance with OMB Circular No. A-136, “Financial Reporting
Requirements,” dated May 22, 2023. Of note, the OIG published its 2023 MMPC report without the Department’s
management response letter, in a departure from a well-established, years-long practice, apparently at least in part
because the draft report was released so late in the year for Department comments. As a result, the MRL had to be
included in the “Department’s FY 2023 AFR,” as part of the section that includes the OIG report in its entirety;
however, unfortunately, readers of the OIG’s report likely did not know where to find the response and,
therefore, assumed the Department did not have one.
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recommendations. Simply noting the number of “resolved” and “unresolved”
recommendations from selected reports by Mission Area or otherwise incompletely
summarizing the disagreement, leaves it subject to interpretation as to whether OIG did
not agree with the Department’s corrective action plans or whether DHS/the involved
Component(s) disagreed with OIG’s recommendation, which is a very important
distinction.

For example, while the draft MMPC report stated that the U.S. Secret Service (USSS) did
not coneur with two of the recommendations in OIG-24-42,7 OIG did not adequately
disclose all pertinent facts related to these issues. More precisely, although OIG
acknowledged that USSS stated its primary mission limits its ability to provide
emergency support to other law enforcement partners, the OIG insisted that USSS
nevertheless take action to develop and implement protocols for providing Civil
Disturbance Unit support to law enforcement partners in the event of an emergency.
However, this perspective disregards USSS’ fundamental disagreement with the intent of
the recommendation—that the USSS must always be prepared to dedicate its resources—
especially during emergencies—to ensure continuity of executive branch leadership and
government operations, and taking the recommended action could result in compromising
the agency’s foremost responsibility to protect the White House and the President, as well
as its other protected sites and persons.

For the second recommendation in this report, OIG recommended that USSS develop and
implement training for site agents on directing canine sweeps if a specialized Technical
Security Division agent is not assigned to a site. However, USSS had already taken
action years ago that effectively addressed the intent of this recommendation by issuing
an update to OPO-06, Office of Protective Operation (OPO), “Protective Operations
Manual,” dated April 7, 2022. With this update, OPO-06 provides direction to agents on
how to proceed when specialized personnel are not available to assist, thus ensuring the
continuity of operations and the protection of USSS protectees negating the need for site
agents to be trained on directing canine sweeps.

In another example, involving OIG-24-57.8 OIG recommended that DHS" Office of the
Chief Procurement Officer (OCPO) develop a process to obtain and retain a Contracting
Officer Representative (COR) appointment letter as part of the required documentation
for monitoring contracts. However, the MMPC report does not acknowledge the basis
for OCPO’s disagreement with this recommendation; that it did not need to create such a
process because current policies and procedures were sufficient to ensure inclusion of the
COR letters in applicable contract files. As an alternative, OCPO agreed to issue an

7 OIG-24-42, “The Secret Service's Preparation for, and Response to, the Events of January 6, 2021,” dated July 31,
2024: (https://www.oig.dhs gov/sites/default/files/assets/2024-08/01G-24-42- Aug24-Redacted. pdf).

3 OIG-24-57, “Audit of Office of Intelligence and Analysis Contract and Funding Management Processes,” dated
September 19, 2024, ¢https://www.oig.dhs.gov/reports/2024/audit-office-intelligence-and-analysis-contract-and-
funding-management-processes/oig-24-57-sep24).
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Acquisition Alert to remind contracting officials of the requirement to issue COR
appointment letters, where required, and maintain those in the official contract files. The
OIG subsequently agreed with this alternative corrective action.

The Department remains concerned about a June 2021 GAO report which concluded, in
part, that the OIG suffered from long-standing management and operational weaknesses.
DHS leadership agreed with the many concerns raised by GAO in this report, especially
those related to quality assurance and that the OIG: (1) had no overarching system of
internal quality assurance for audit, inspection, evaluation, and other work; and (2)
cannot know if its internal processes ensure that its work adheres to its policies and meets
established standards of performance. GAO’s report included 21 recommendations, 11
of which remain open as of October 22, 2024, more than three years later (GAO
considers five of these as “Partially Addressed” [i.e., actions that partially satisty the
intent of the recommendations have been taken]). As the Secretary of Homeland Security
has previously highlighted in letters to Congress, the public trust relies heavily on an OIG
that maintains high standards of professionalism and does work that can be relied upon
by others.

9

More Clearly Identifying Outcomes Needed to Remediate the Challenges

Senior DHS leadership is committed to addressing the MMPCs identified in this report;
however, leadership attention by itself is not enough. Unfortunately, OIG’s report does
not identify any criteria for assessing progress in remediating the MMPCs shown in the
report for each of the DHS mission areas. A more structured approach of assessing DHS
progress would better guide the Department in achieving these goals.

To help make future MMPC reports more “value added,” DHS recommends that the OIG
consider developing criteria, similar to the approach used by GAO for assessing progress
in addressing the areas on its High-Risk List with its biennial High-Risk report such as: 1

e Leadership commitment to initiate and sustain progress;

e Capacity (i.e., skilled staff, adequate funding, internal controls, technology. and
management and organization infrastructure) to resolve key risks;

e An action plan to define the root causes and solutions and provide an approach for
substantially completing corrective measures;

¢ Monitoring to help agency leaders track and independently validate effectiveness
and sustainability of corrective measures; and

e Demonstrated progress in implementing corrective measure that address the root
causes of high-risk areas.

9 GAO-21-316, “DHS Office of Inspector General: Actions Needed to Address Long-Standing Management
Weaknesses,” dated June 3, 2021; (https.//www_gao gov/products/gao-21-316).

10 GAO-22-105184, “High-Risk Series: Key Practices to Successfully Address High-Risk Areas and Remove Them
from the List,” dated March 3, 2022: (https://’www.gao.gov/products/GAO-22-105184)
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The OIG represents a critical component of DHS” control environment and, as such, it is
important that the Department has a constructive and productive working relationship
with OIG staff. While the Department and OIG might disagree at times, DHS has the
utmost confidence and respect for the men and women of the OIG be they auditors,
inspectors, evaluators, investigators, or support staff.

The Department remains committed to working with the OIG to address the MMPC
discussed in this report and the related concerns summarized above. In particular, DHS
leadership looks forward to development of the 2025 MMPC report being initiated earlier
in the year than recent past years and working more closely with OIG leadership
counterparts.

Again, thank you for the opportunity to review and comment on this draft report. DHS
also submitted technical comments addressing several accuracy, contextual and other
concerns under a separate cover for OIG’s consideration, as appropriate.
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Attachment: Tllustrative Example of DHS Responses to OIG’s
Years Long Allegations of Delayed or Denied Access to I'T Systems and Data
Related to the January 6, 2021, Attack on the U.S. Capitol

As the Secretary of Homeland Security wrote on November 29, 2021, when
transmitting OIG’s semiannual report (SAR) to Congress for the period ending
September 30, 2021, DHS strongly disagrees with the suggestion that the Department
restricted and significantly delayed the OIG’s access to information regarding the
January 6, 2021, attack on the U.S. Capitol.

More specifically, as the Department explained, at no time did DHS refuse access to
relevant information or impede progress on any of OIG’s January 6-related reviews.!? To
the contrary, throughout these reviews, the USSS and other DHS agencies made available
countless documents and hundreds of personnel to be interviewed by the OIG, often
within days of an initial request. The breadth and scope of the original OIG requests
were extensive and often required discussion to ensure proper handling of highly
sensitive information, much of which was not relevant to the specific investigation.
While OIG stated that for a months-long period “the Department did not cite any legal
authority consistent with section 6(a)(1)(B) of the IG Act that would have justified
withholding the information,” in fact the Department repeatedly cited relevant statutes,
including the Privacy Act and the Presidential Records Act, in support of its concerns.
Despite its legitimate concerns, the Department did not withhold any information and it
accommodated the OIG’s sweeping requests.

Similarly, as the Secretary of Homeland Security wrote on June 14, 2022,'% when
responding to the SAR for the period ending March 31, 2022, one of the Department’s
top priorities is understanding what led to and occurred on January 6, 2021. The
Department reiterated that DHS made every effort to coordinate with the OIG on its
reviews related to the January 6, 2021, attack on the U.S. Capitol, including by providing
timely access to relevant information. The Department worked diligently with the OIG to
provide broad access to information, and to minimize any delays in accommodating the
OIG’s sweeping requests, subject to the Department’s legal obligations.

1 T etter from Secretary of Homeland Security Alejandro N. Mayorkas to nearly 30 different members of Congress,
dated November 29, 2021.

12 Reviews include: (1) OIG-22-29, “I&A Identified Threats Prior to January 6, 2021, but Did Not Issue Any
Intelligence Products before the U.S. Capitol Breach,” dated March 4, 2022
(https://www.oig.dhs.gov/sites/default/files/assets/2022-04/0O1G-22-29-Mar22-Redacted. pdf); (2) OIG-24-42, “The
Secret Service’s Preparation for, and Response to, the Events of January 6, 2021, dated July 31, 2024,
(https://www.oig.dhs gov/sites/default/files/assets/2024-08/0O1G-24-42-Aug24-Redacted.pdf) ; and (3) OIG Project
Number. 21-025-SRE-DHS(a), “DHS Law Enforcement Preparation for and Response to the January 6, 2021 Events
at the U.S. Capitol (I),” announced on February 5, 2021, and still in fieldwork.

13 Letter from Secretary of Homeland Security Alejandro N. Mayorkas to Senator Maria Cantwell, dated June 14,

2022.
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Other Information

The Secretary of Homeland Security provided a yet more detailed response in a letter
dated December 23, 2022, responding to the SAR for the period ending September 30,
2022, and explaining why the OIG’s alleged “data access issues” are unfounded. Among
other concerns, the Department noted that DHS evaluates OIG requests for direct access
to agency databases on a case-by-case basis. Further, as the Department explained, it is
not improper for an agency, as the steward of the data, to seek information on the
relevance of a data request to the scope and objectives of OIG’s work, especially in light
of the types of sensitive data held by DHS, including sensitive security information,
personally identifiable information (PII) of vulnerable populations and others, as well as
proprietary, classified, and investigative information. The Department explained that the
vast majority of data in the databases OIG identified in its SAR are unrelated to, or
beyond the scope and objectives of, the OIG engagements at issue.

When responding to the SAR for the reporting period ending on March 31, 2023,'5 the
Secretary of Homeland Security again emphasized the Department’s position that
Congress and the public expect that DHS must first understand what information the OIG
needs to accomplish its work, and then work with the OIG—respecting the OIG
independence at every step—to determine how best to provide that information, while
addressing all involved parties” duties and responsibilities related to the information. The
time needed to do this, however, should not be viewed as a “delay” or “denial.”
Reporting these types of instances in the manner chosen by the OIG portrays constructive
conversations as adversarial arguments and does a disservice to end users of the OIG’s
SARs, including Congress and the public. In its transmittal letter responding to the SAR
for the reporting period ending on March 31, 2023, the Department walked through
several instances where it was not feasible to provide the OIG with wholesale access to
sensitive agency systems, whether because the system contained sensitive data well
outside the bounds of the investigation or such access was not technologically feasible,
and where the Department in good faith provided responsive system extracts to fulfill the
OIG’s stated objectives.

Finally, when responding to the SAR for the reporting period ending on September 30,
2023,'6 the Secretary of Homeland Security noted the OIG again alleged numerous
attempts by DHS to restrict or delay access to information. The Department in turn
reiterated its position that the OIG’s allegations generally fail to fully acknowledge
Departmental efforts to resolve the OIG concerns, and lack meaningful specifics, thereby
limiting the SAR’s value to end users. For example, the OIG asked multiple times for

14 Letter from Secretary of Homeland Security Alejandro N. Mayorkas to Senator Charles H. Schumer, dated
December 23, 2022.

15 Letters from Secretary of Homeland Security Alejandro N. Mayorkas to Senator Katie Britt and Congressman
Kevin McCarthy, dated July 14, 2023

16 Tetters from Secretary of Homeland Security Alejandro N. Mayorkas to Senator Mitch McConnell and
Congressman Mike Johnson, dated January 26, 2024.
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“back-end access” to selected IT systems, but when DHS program office and
cybersecurity experts asked for more specifics about what that phrase means, the OIG
staff were unable to explain it. Further, the OIG has not been responsive in addressing
DHS concemns about protecting large quantities of PII and other information requested as
part of apparent overly broad OIG data requests. DHS believes these requests could be
satisfied without compromising the OIG’s independence using a more targeted and
reasonable approach, and without potentially leaving sensitive information vulnerable to
misappropriation and loss. The Department also reiterated its position that taking an
appropriate amount of time to understand and reach an accommodation on IT systems
and data access requests when needed should not be viewed as a “delay” or “denial.” and
that erroneous OIG allegations and actions in this regard are inereasingly disruptive to
having a meaningful and productive relationship with the Department that adds value to
DHS programs, operations, and activities.
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