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The Cyber Security Division (CSD) is a Key
Component in the President’s National Strategy

Threats on the Internet change fast and cyber security is one of
the most challenging areas in which the Federal government
must keep pace. Next-generation cyber security technologies are
needed to enhance the security and resilience of the nation’s cur-
rent and future critical infrastructure and the Internet.

In the Department of Homeland Security (DHS) Science & Tech-
nology Directorate (S&T), the CSD enables and supports research,
development, testing, evaluation, and transition for advanced
technologies in cyber security and information assurance. This full
lifecycle of activities evolved in response to the President’s Na-
tional Strategy to Secure Cyberspace and the Comprehensive Na-
tional Cybersecurity Initiative (CNCI).

The CNCI establishes a
multi-pronged  approach
the Federal government
will take in identifying
current and emerging cy-
ber threats, shoring up
current and future vulne-
rabilities in telecommuni-
cations and cyberspace,

= and responding to or
proactively stopping entities that wish to steal or manipulate pro-
tected data on secure Federal systems.

The S&T Cyber Security Division addresses these objectives by:

e Discovering new solutions for emerging cyber security
threats to the nation’s critical infrastructure;

e Driving security improvements to close critical weak-
nesses in today’s technologies and emerging systems;
and

e  Delivering new, tested technologies to defend against cy-
ber security threats and making them available to all sec-
tors through technology transfer and other methods.

CSD Focuses on Critical Vulnerabilities in the
Cyber Security Landscape

Internet Infrastructure Security—Developing security proto-
cols for the existing Internet infrastructure (browsers and routers,
essential to daily Internet operation) so that users are not re-
directed to unsafe websites or pathways by malicious actors.

Critical Infrastructure/Key Resources—Securing the informa-
tion systems that control the country’s energy infrastructure in-
cluding the electrical grid, oil and gas refineries, and pipelines,

Securing the Digital Homeland:
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to reduce vulnerabilities as legacy, standalone systems are net-
worked and brought online.

National Research Infrastructure—Providing the infrastruc-
ture that enables development and testing of technologies to ad-
dress cyber security issues including botnets, worm propagation
and defense, and denial-of-service defenses that protect Internet
websites against attack; providing a data repository to support
the cyber security research community.

Leap-Ahead Technologies—Develop “leap-ahead” technolo-
gies that will achieve orders-of-magnitude improvements in cy-
ber security. One of CNCI’s goals is to achieve a reliable, resi-
lient, and trustworthy digital infrastructure.

Our vision is a cyberspace that supports a secure and resilient
infrastructure, that enables innovation and prosperity, and
that protects privacy and other civil liberties by design. It is

one in which we can use cyberspace with confidence to ad-
vance our economic interests and maintain national security
under all conditions.

— Quadrennial Homeland Security Review, 2010

Cyber Security Education—Helping to foster adequate training
and education programs critical to the nation’s cyber security
needs by providing opportunities for high school and college
students to develop their skills and by giving them access to ad-
vanced education and exercises through team competitions.

Identity Management—Evaluating and developing proof-of-
concept solutions, and conducting pilot experiments of identity
and access control architectures and technologies, as well as data
privacy protection technologies for the homeland security com-
munity.

Cyber Forensics—Developing new cyber forensic analysis
tools and investigative techniques to help law enforcement offic-
ers and forensic examiners address cyber-related crimes.

Software Assurance—Developing tools, techniques, and envi-
ronments to analyze software, address the presence of internal
flaws and vulnerabilities in software, and improve software se-
curity associated with critical infrastructure (energy, transporta-
tion, telecommunications, banking and finance, and other sec-
tors).

S&T: Preparing for Next-Generation Cyber Threats

In the coming years, several cyber security challenges must be
addressed. The most critical of these include Enterprise-Level
Metrics, Combating Insider Threats, Combating Malware and
Botnets, Digital Provenance, Situational Understanding and At-
tack Attribution, and Usable Security.

To learn more about S&T’s Cyber Security Division,

contact Dr. Douglas Maughan, Division Director, at sandt-cyber-liaison@dhs.gov

2011-05-19



