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Other Information 

The Other Information section contains information on Tax Burden/Tax Gap, Combined Schedule of 
Spending, Summary of Financial Statement Audit and Management Assurances, Payment Integrity, 
Fraud Reduction, Reduce the Footprint, and Other Key Regulatory Requirements.  Also included in 
this section are the OIG’s Summary of Major Management and Performance Challenges Facing the 
Department of Homeland Security and Management’s Response. 
 
Unaudited, see accompanying Auditors’ Report 



Other Information 
 

U.S. Department of Homeland Security  - 153 - 

Tax Burden/Tax Gap 
Revenue Gap 
The Entry Summary of Trade Compliance Measurement (TCM) program collects objective 
statistical data to determine the compliance level of commercial imports with U.S. trade laws, 
regulations and agreements, and is used to produce a dollar amount for Estimated Net             
Under-Collections, and a percent of Revenue Gap.  The Revenue Gap is a calculated estimate 
that measures potential loss of revenue owing to noncompliance with trade laws, regulations, 
and trade agreements using a statistically valid sample of the revenue losses and 
overpayments detected during TCM entry summary reviews conducted throughout the year.  
 

Table 4:  Entry Summary of Trade Compliance Measurement 
($ in millions) 

 FY 2019 
(Preliminary) FY 2018 (Final) 

Estimated Revenue Gap $870 mil $635 mil 
Estimated Revenue Gap of all 
collectable revenue for year (%) 1.07% 1.28% 

Estimated Over-Collection $309 mil $87 mil 
Estimated Under-Collection $1,179 mil $723 mil 
Estimated Overall Trade 
Compliance Rate (%) 98.46% 98.53 % 

 
The preliminary overall compliance rate for FY 2019 is 98.46 percent.  The final overall trade 
compliance rate and estimated revenue gap for FY 2019 will be issued in March, FY 2020. 
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Combined Schedule of Spending 
The Combined Schedule of Spending (SOS) presents an overview of how departments or 
agencies are spending money.  The SOS presents combined budgetary resources and 
obligations incurred for the reporting entity.  Obligations incurred reflect an agreement to either 
pay for goods and services, or provide financial assistance once agreed upon conditions are 
met.  The data used to populate this schedule is the same underlying data used to populate 
the Statement of Budgetary Resources (SBR).  Simplified terms are used to improve the 
public’s understanding of the budgetary accounting terminology used in the SBR.   
What Money is Available to Spend?  This section presents resources that were available to 
spend as reported in the SBR.   

• Total Resources refers to total budgetary resources as described in the SBR and 
represents amounts approved for spending by law.   

• Amounts Not Agreed to be Spent represents amounts that the Department was allowed 
to spend but did not take action to spend by the end of the fiscal year.  

• Amounts Not Available to Spend represents amounts that the Department was not 
approved to spend during the current fiscal year.  

• Total Amounts Agreed to be Spent represents amounts that the Department has made 
arrangements to pay for goods or services through contracts, orders, grants, or other 
legally binding agreements of the Federal Government.  This line total agrees to the New 
Obligations and Upward Adjustments line on the SBR. 

 
How was the Money Spent/Issued?  This section presents services or items that were 
purchased, categorized by Components.  Those Components that have a material impact on 
the SBR are presented separately.  Other Components are summarized under Directorates and 
Other Components, which includes the Countering Weapons of Mass Destruction (CWMD) 
Office, the Federal Law Enforcement Training Centers (FLETC), the Office of Intelligence and 
Analysis (I&A), the Office of Operations Coordination (OPS), the Management Directorate 
(MGMT), the Office of Inspector General (OIG), the Cybersecurity and Infrastructure Security 
Agency (CISA)8, the Science and Technology Directorate (S&T), U.S. Citizenship and Immigration 
Services (USCIS), and the U.S. Secret Service (USSS).   
For purposes of this schedule, the breakdown of “How Was the Money Spent/Issued” is based 
on the Office of Management and Budget (OMB) definitions for budget object class found in 
OMB Circular A-11. 

• Personnel Compensation and Benefits represents compensation, including benefits 
directly related to duties performed for the government by federal civilian employees, 
military personnel, and non-federal personnel.   

• Contractual Service and Supplies represents purchases of contractual services and 
supplies.  It includes items like transportation of persons and things, rent, 
communications, utilities, printing and reproduction, advisory and assistance services, 
operation and maintenance of facilities, research and development, medical care, 

                                                 
8 The National Protection and Programs Directorate was renamed to Cybersecurity and Infrastructure Security Agency as a 
result of the enactment of the Cybersecurity and Infrastructure Security Agency Act of 2018. 



Other Information 
 

U.S. Department of Homeland Security  - 155 - 

operation and maintenance of equipment, subsistence and support of persons, and 
purchase of supplies and materials.  

• Acquisition of Assets represents the purchase of equipment, land, structures, 
investments, and loans.  

• Grants, Subsidies, and Contributions represents, in general, funds to states, local 
governments, foreign governments, corporations, associations (domestic and 
international), and individuals for compliance with such programs allowed by law to 
distribute funds in this manner. 

• Insurance, Refunds, and Other Spending represents benefits from insurance and 
federal retirement trust funds, interest, dividends, refunds, unvouchered or 
undistributed charges, and financial transfers. 

 
Who did the Money Go To?  This section identifies the recipient of the money, by federal and 
non-federal entities.  Amounts in this section reflect “amounts agreed to be spent” and agree 
to the New Obligations and Upward Adjustments line on the SBR. 
The Department encourages public feedback on the presentation of this schedule.  Feedback 
may be sent via email to par@hq.dhs.gov. 
 

Department of Homeland Security 
Combined Schedule of Spending 

For the Years Ended September 30, 2019 and 2018 
(In Millions) 

    
 2019  2018 
What Money is Available to Spend?    
     Total Resources $ 140,085  $ 154,773 
     Less Amount Available but Not Agreed to be Spent      (44,706)  (43,815) 
     Less Amount Not Available to be Spent      (2,828)  (3,078) 
TOTAL AMOUNT AGREED TO BE SPENT $ 91,551  $ 107,880 
    
How Was the Money Spent/Issued?    
U.S. Customs and Border Protection    
     Personnel Compensation and Benefits $ 12,285  $ 11,717 
     Contractual Services and Supplies 4,911  4,445 
     Acquisition of Assets 2,752  2,527 
     Grants, Subsidies, and Contributions -  - 
     Insurance, Refunds, and Other Spending 2,790  2,080 
     Total Spending 22,738  20,769 
    
 
 
 
 
 
 
 
 
 

 
 

 

 
(Continued)  

mailto:par@hq.dhs.gov
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Department of Homeland Security 
Combined Schedule of Spending 

For the Years Ended September 30, 2019 and 2018 
(In Millions) 

    
 2019  2018 
U.S. Coast Guard 
     Personnel Compensation and Benefits 6,240  5,847 
     Contractual Services and Supplies 4,997  5,092 
     Acquisition of Assets 1,733  798 
     Grants, Subsidies, and Contributions 106  114 
     Insurance, Refunds, and Other Spending 7  10 
     Total Spending 13,083  11,861 
    
Federal Emergency Management Agency    
     Personnel Compensation and Benefits 1,762  1,723 
     Contractual Services and Supplies 5,635  14,714 
     Acquisition of Assets 493  1,480 
     Grants, Subsidies, and Contributions 12,231  16,544 
     Insurance, Refunds, and Other Spending 4,213  10,266 
     Total Spending 24,334  44,727 
    
U.S. Immigration and Customs Enforcement    
     Personnel Compensation and Benefits 3,537  3,419 
     Contractual Services and Supplies 4,700  4,141 
     Acquisition of Assets 214  281 
     Grants, Subsidies, and Contributions -  - 
     Insurance, Refunds, and Other Spending 40  43 
     Total Spending 8,490  7,884 
    
Transportation Security Administration    
     Personnel Compensation and Benefits 5,354  5,141 
     Contractual Services and Supplies 2,605  2,681 
     Acquisition of Assets 285  250 
     Grants, Subsidies, and Contributions 79  79 
     Insurance, Refunds, and Other Spending 4  3 
     Total Spending 8,327  8,154 
    
Directorates and Other Components    
     Personnel Compensation and Benefits 5,514  5,273 
     Contractual Services and Supplies 8,164  8,437 
     Acquisition of Assets 785  612 
     Grants, Subsidies, and Contributions 112  159 
     Insurance, Refunds, and Other Spending 4  4 
     Total Spending 14,579  14,485 
    
 
 
 
 
 
 

  

 
(Continued)  
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Department of Homeland Security 
Combined Schedule of Spending 

For the Years Ended September 30, 2019 and 2018 
(In Millions) 

    
 2019  2018 
Department Totals 
     Personnel Compensation and Benefits 34,692  33,120 
     Contractual Services and Supplies 31,012  39,510 
     Acquisition of Assets 6,261  5,948 
     Grants, Subsidies, and Contributions 12,528  16,896 
     Insurance, Refunds, and Other Spending 7,058  12,406 
TOTAL AMOUNT AGREED TO BE SPENT $ 91,551  $ 107,880 
    
Who Did the Money Go To?    
     Non-Federal Governments, Individuals and Organizations  $ 69,433  $ 81,034 
     Federal Agencies  22,118   26,846 
TOTAL AMOUNT AGREED TO BE SPENT $ 91,551  $ 107,880 
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Summary of Financial Statement Audit and Management Assurances 
The tables below provide a summary of the financial statement audit results and management 
assurances for FY 2019.  

Table 5:  Summary of Financial Statement Audit 
Audit Opinion Unmodified 
Restatement N/A 

Areas of Material 
Weaknesses 

Beginning 
Balance  New Resolved Consolidated Ending 

Balance 
Financial Reporting  1 0 0 0 1 
IT Controls & System 
Functionality  1 0 0 0 1 

Total Areas of Material 
Weaknesses  2 0 0 0 2 

 
Management has performed its evaluation, and the assurance is provided based upon the 
cumulative assessment work performed on Entity Level Controls, Financial Reporting, Budgetary 
Accounting, Fund Balance with Treasury, Human Resources and Payroll Management, Payment 
Management, Insurance Management, Grants Management, Property Plant and Equipment, 
Revenue and Receivables, and Information Technology General Controls across the Department.  
DHS has remediation work to continue in FY 2020; however, no additional material weaknesses 
were identified as a result of the assessment work performed in FY 2019.  The following table 
provides those areas where material weaknesses were identified, and remediation work continues. 

Table 6:  Summary of Management Assurances 
EFFECTIVENESS OF INTERNAL CONTROL OVER FINANCIAL REPORTING (FMFIA SECTION 2) 

Statement of Assurance Modified 

Areas of Material Weaknesses Beginning 
Balance New Resolved Consolidated Reassessed Ending 

Balance 
Financial Reporting 1 0 0 0 0 1 
IT Controls & System Functionality 1 0 0 0 0 1 
Total Areas of Material Weaknesses 2 0 0 0 0 2 

EFFECTIVENESS OF INTERNAL CONTROL OVER OPERATIONS (FMFIA SECTION 2) 

Statement of Assurance Unmodified 

Areas of Material Weaknesses Beginning 
Balance New Resolved Consolidated Reassessed Ending 

Balance 
None Noted 0 0 0 0 0 0 
Total Areas of Material Weaknesses 0 0 0 0 0 0 
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CONFORMANCE WITH FEDERAL FINANCIAL MANAGEMENT SYSTEMS REQUIREMENTS (FMFIA SECTION 4) 

Statement of Assurance Systems do not fully conform with financial system requirements 

Areas of Non-Conformances Beginning 
Balance New Resolved Consolidated Reassessed Ending 

Balance 
Federal Financial Management 
Systems Requirements, including 
Financial Systems Security & 
Integrate Financial Management 
Systems. 

1 0 0 0 0 1 

Noncompliance with the U.S. 
Standard General Ledger 1 0 0 0 0 1 

Federal Accounting Standards 1 0 0 0 0 1 
Total Non-Conformances 3 0 0 0 0 3 

COMPLIANCE WITH SECTION 803(a) OF THE FEDERAL FINANCIAL MANAGEMENT IMPROVEMENT ACT (FFMIA) 

  DHS Auditor 
Federal Financial Management System 
Requirements Lack of compliance noted Lack of compliance noted 

Applicable Federal Accounting Standards Lack of compliance noted Lack of compliance noted 

USSGL at Transaction Level Lack of compliance noted Lack of compliance noted 
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Payment Integrity 
The Improper Payments Information Act of 2002 (IPIA9) (P.L. 107-300), as amended by the 
Improper Payments Elimination and Recovery Act of 2010 (IPERA) (P L. 111-204) and the 
Improper Payments Elimination and Recovery Improvement Act of 2012 (IPERIA); (P.L. 112-
248), requires agencies to review and assess all programs and activities they administer and 
identify those determined to be susceptible to significant improper payments10, estimate the 
annual amount of improper payments, and submit those estimates to Congress.  In accordance 
with Office of Management and Budget (OMB) Circular A-123, Appendix C, Requirements for 
Payment Integrity Improvement, federal agencies are required to assess improper payments 
and report11 annually on their efforts. In addition to this report, more detailed information on 
the Department’s improper payments and information reported in previous Agency Financial 
Reports (AFRs) can be found at https://paymentaccuracy.gov/. 
In 2019, the Department continued to make significant progress to improve its processes to 
comply with IPIA and reduce improper payments.  The Department has successfully reduced 
estimated improper payment rates over the years from an average estimated improper 
payment rate of 1.3 percent in 2013 to 0.43 percent in 2019.  DHS met established reduction 
targets for all applicable programs12 deemed susceptible to significant improper payments due 
to continued corrective action efforts and sustained internal controls.  We remain strongly 
committed to ensuring our agency’s transparency and accountability to the American taxpayer 
and achieving the most cost-effective strategy on the reduction of improper payments. 
 

1.  Payment Reporting 
The OMB Circular A-123, Appendix C defines an improper payment and provides guidance to 
agencies to comply with IPIA, as amended, and for agency improper payments efforts.  
Following the OMB, A-123, Appendix C guidance and accounting for the requirements within 
the Supplemental Appropriations for Disaster Relief Requirements, the Department has 
identified the following programs or activities susceptible to significant improper payments and 
is able to provide results and reporting this year13. 
FEMA - Flood Hazard Mapping & Risk Analysis (FHMRA) Program 
FEMA's Flood Hazard Mapping and Risk Analysis program14 identifies flood hazards, assesses 
flood risks and partners with states and communities to provide accurate flood hazard and risk 
data to guide them to mitigation actions.  FEMA is working with federal, state, tribal and local 
partners across the nation to identify flood risk and help reduce that risk through the Risk 
Mapping, Assessment, and Planning (Risk MAP) program.  Risk MAP provides high quality flood 

                                                 
9 Unless otherwise indicated, the term “IPIA” will imply “IPIA, as amended by IPERA and IPERIA.” 
10 A program with significant improper payments has both a 1.5 percent improper payment rate of program outlays and at least 
$10 million in improper payments of all program or activity payments made during the year or exceeds $100 million dollars in 
improper payments regardless of the improper payment rate percentage of total program outlays. 
11 Due to rounding throughout all following figures and tables, amounts and percentages may not exactly total to the 
respective summary amounts and percentages reported. 
12 This excludes the Federal Protective Service Payroll program as the program has not been fully baselined and thus has not 
established a formal reduction target. 
13 Due to the burden of testing and reporting the ten programs related solely to disaster supplemental appropriation 
disbursements, DHS will be reporting statistical testing results two years in arrears.  For additional information, please refer to 
the additional detail around the Supplemental Appropriations for Disaster Relief Requirements supplied later in this section. 
14 Alternate names for the program include the FEMA Flood Risk Map (FRM) program and the FEMA Risk Mapping, 
Assessment, and Planning (Risk MAP) program. 

https://www.whitehouse.gov/wp-content/uploads/2018/06/M-18-20.pdf
https://paymentaccuracy.gov/
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maps and information, tools to better assess the risk from flooding and planning and outreach 
support to communities to help them take action to reduce flood risk. 
For the testing conducted in 2019, FEMA incorporated the associated FY 2018 disaster 
supplemental funding disbursements of over $25 million applicable for review under IPIA.  
Despite the increased program size with the inclusion of the disaster supplemental funding 
disbursed in FY 2018, due to continued focus and diligent FEMA efforts, the FEMA FHMRA 
program has been able to reduce its reported improper payment rate from 3.27 percent in 
2017 down to 0.005 percent in 2019.  

Table 7:  FEMA FHMRA Improper Payment Results 

 
 
The FEMA FHMRA program utilized the 95/3 guidance for a statistically valid and robust 
sampling plan and had an achieved precision rate of 1.19%.  As such, the 2019 improper 
payment rate of 0.005% met the applicable reduction target rate of 0.50% established in 
2018. 
The following table summarizes, by program, the improper payment root causes as described in 
Appendix C to OMB Circular A-123. 
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Table 8:  FEMA FHMRA Root Cause of Improper Payments 

Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Program Design or Structural 
Issue -  - - - N/A N/A $0.00  0.00% 

Inability to 
Authenticate 
Eligibility 

Inability to 
Access Data -  - - - N/A N/A $0.00  0.00% 

Data Does Not 
Exist -  - - - N/A N/A $0.00  0.00% 

Failure to  
Verify Data 

Death Data -  - - - N/A N/A $0.00  0.00% 

Financial Data -  - - - N/A N/A $0.00  0.00% 
Excluded Party 
Data -  - - - N/A N/A $0.00  0.00% 

Prisoner Data -  - - - N/A N/A $0.00  0.00% 

Other Data -  - - - N/A N/A $0.00  0.00% 

Administrative 
or Process  
Errors Made 
by: 

Federal Agency -  - $0.009  0.005% N/A N/A $0.009  0.005% 

State or Local 
Agency -  - -  - N/A N/A $0.00  0.00% 

Other Party -  - -  - N/A N/A $0.00  0.00% 

Medical Necessity -  - -  - N/A N/A $0.00  0.00% 
Insufficient Documentation to 
Determine N/A N/A N/A N/A -  - $0.00  0.00% 

Total $0.00  0.00% $0.009  0.005% $0.00  0.00% $0.009  0.005% 

 
FEMA - National Flood Insurance Program (NFIP) 
The NFIP aims to reduce the impact of flooding on private and public structures.  It does so by 
providing affordable insurance, through insurers participating in the NFIP, to property owners, 
renters, and businesses and by encouraging communities to adopt and enforce floodplain 
management regulations.  These efforts help mitigate the effects of flooding on new and 
improved structures.  Overall, the program reduces the socio-economic impact of disasters by 
promoting the purchase and retention of general risk insurance, but also of flood insurance, 
specifically. 
Over the past years, the NFIP has continued to display a strong administrative process to 
include monitoring and internal controls and has continued testing and reporting improper 
payment rates substantially below the OMB threshold for a program to be considered 
susceptible to significant improper payments. 
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Table 9:  FEMA NFIP Improper Payment Results 

 
 
The FEMA NFIP utilized the 95/3 guidance for a statistically valid and robust sampling plan and 
had an achieved precision rate of 2.57%.  As such, the 2019 improper payment rate of 0.003% 
met the applicable reduction target rate of 0.10% established in 2018. 
The following table summarizes, by program, the improper payment root causes as described in 
Appendix C to OMB Circular A-123. 

Table 10:  FEMA NFIP Root Cause of Improper Payments 

Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Program Design or Structural 
Issue - - - - N/A N/A $0.00  0.00% 

Inability to 
Authenticate 
Eligibility 

Inability to 
Access Data - - - - N/A N/A $0.00  0.00% 

Data Does Not 
Exist - - - - N/A N/A $0.00  0.00% 

Failure to  
Verify Data 

Death Data - - - - N/A N/A $0.00  0.00% 
Financial Data - - - - N/A N/A $0.00  0.00% 
Excluded Party 
Data - - - - N/A N/A $0.00  0.00% 

Prisoner Data - - - - N/A N/A $0.00  0.00% 
Other Data - - - - N/A N/A $0.00  0.00% 

Administrative 
or Process  
Errors Made 
by: 

Federal Agency - - - - N/A N/A $0.00  0.00% 
State or Local 
Agency - - - - N/A N/A $0.00  0.00% 

Other Party $0.31  0.003% - - N/A N/A $0.31  0.003% 
Medical Necessity - - - - N/A N/A $0.00  0.00% 
Insufficient Documentation to 
Determine N/A N/A N/A N/A - - $0.00  0.00% 

Total $0.31  0.003% $0.00  0.00% $0.00  0.00% $0.31  0.003% 
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FEMA - Public Assistance (PA) Program 
The Robert T. Stafford Disaster Relief and Emergency Assistance Act, as Amended (Stafford 
Act), Title 42 of the United States Code (U.S.C.) § 5121 et seq., authorizes the President to 
provide federal assistance when the magnitude of an incident or threatened incident exceeds 
the affected state, territorial, tribal, and local government capabilities to respond or recover. 
The purpose of the PA Grant Program is to support communities’ recovery from major disasters 
by providing them with grant assistance for debris removal, life-saving emergency protective 
measures, and restoring public infrastructure.  Local governments, states, tribes, territories, 
and certain private nonprofit organizations are eligible to apply.  The FEMA PA Grant Program 
relies on Regional Offices to manage, operate, and maintain program activities and operations.  
For the breakout of FEMA Regions, please refer to the map below. 

 
Figure 2:  Map of FEMA regions 

Public Assistance is FEMA's largest grant program.  Since 2017, FEMA has given over five 
billion dollars through PA grants to help communities clear debris and rebuild roads, schools, 
libraries, and other public facilities. 
Through the Department’s risk assessment process, the PA program was initially identified as a 
program susceptible to significant improper payments.  The PA program has made significant 
and consistent improvements to its administrative process, grant monitoring, internal controls, 
and has continued testing and reporting improper payment rates below the OMB threshold. 
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Table 11:  FEMA PA Improper Payment Results 

 
Due to the size and changes to the payment populations, the FEMA PA program uses a non-
statistically valid plan and alternative measurement methodology utilizing a three-year 
assessment cycle, previously approved by OMB on September 23, 2011.  This approach is 
structured to assess the top states within specific regions on a cyclical basis.  To calculate the 
national error rate for 2019, the error rate from the regions tested in 201915, 201816, and 
201717 were applied to the payment populations from the 2019 tested regions to derive a 
national average.  Given the limited scope of testing under the approved alternative 
measurement methodology, the sample was not designed to achieve a specified level of 
precision.  As such, the 2019 national average improper payment rate of 0.71% was 
determined to meet18 the applicable reduction target rate as it is lower than the reduction 
target rate of 0.90% established in 2018. 
The following table summarizes, by program, the improper payment root causes as described in 
Appendix C to OMB Circular A-123. 
 
 
 
 
 

                                                 
15 The 2019 scope included Regions V, VI, and VII 
16 The 2018 scope included Regions IV, VIII, and IX 
17 The 2017 scope included Regions I, II, III, and X 
18 Per OMB Circular A-123, Appendix C a program using a non-statistically valid plan “should count reduction targets as being 
met only if their estimated improper payment rate is lower than or equal to the reduction target.” 
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Table 12:  FEMA PA Root Cause of Improper Payments 

Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Program Design or Structural 
Issue - - - - N/A N/A $0.00  0.00% 

Inability to 
Authenticate 
Eligibility 

Inability to 
Access Data - - - - N/A N/A $0.00  0.00% 

Data Does Not 
Exist - - - - N/A N/A $0.00  0.00% 

Failure to  
Verify Data 

Death Data - - - - N/A N/A $0.00  0.00% 

Financial Data - - - - N/A N/A $0.00  0.00% 
Excluded Party 
Data - - - - N/A N/A $0.00  0.00% 

Prisoner Data - - - - N/A N/A $0.00  0.00% 

Other Data - - - - N/A N/A $0.00  0.00% 

Administrative 
or Process  
Errors Made 
by: 

Federal Agency - - - - N/A N/A $0.00  0.00% 

State or Local 
Agency $26.72  0.71% - - N/A N/A $26.72  0.71% 

Other Party - - - - N/A N/A $0.00  0.00% 

Medical Necessity - - - - N/A N/A $0.00  0.00% 
Documentation to Determine 
Insufficient N/A N/A N/A N/A - - $0.00  0.00% 

Total $26.72  0.71% $0.00  0.00% $0.00  0.00% $26.73  0.71% 

 
FEMA – Vendor Payment (VP) Program 
FEMA strives to disburse prompt payments for goods and services that are covered by the 
Prompt Payment Act.  Most of the payments falling under the VP program are contractual, to 
include rental and lease agreements, purchase orders, delivery orders, blanket purchase 
agreements, etc., invoice payments based on the receipt of satisfactory performance of 
contract terms.  
For the testing conducted in 2019, FEMA incorporated the associated FY 2018 disaster 
supplemental funding disbursements of over $3 billion applicable for review under IPIA.  
Despite the increased program size with the inclusion of the disaster supplemental funding 
disbursed in FY 2018, due to continued focus and diligent FEMA efforts, the FEMA VP program 
has been able to reduce its reported improper payment rate from 1.70 percent in 2018 down 
to 1.02 percent in 2019.  
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Table 13:  FEMA VP Improper Payment Results 

 
 
The FEMA VP program utilized the 95/3 guidance for a statistically valid and robust sampling 
plan and had an achieved precision rate of 0.77%.  As such, the 2019 improper payment rate 
of 1.02% met the applicable reduction target rate of 1.60% established in 2018. 
The following table summarizes, by program, the improper payment root causes as described in 
Appendix C to OMB Circular A-123. 

Table 14:  FEMA VP Root Cause of Improper Payments 

Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Program Design or Structural 
Issue - - - - N/A N/A $0.00  0.00% 

Inability to 
Authenticate 
Eligibility 

Inability to 
Access Data - - - - N/A N/A $0.00  0.00% 

Data Does Not 
Exist - - - - N/A N/A $0.00  0.00% 

Failure to  
Verify Data 

Death Data - - - - N/A N/A $0.00  0.00% 

Financial Data - - - - N/A N/A $0.00  0.00% 
Excluded Party 
Data - - - - N/A N/A $0.00  0.00% 

Prisoner Data - - - - N/A N/A $0.00  0.00% 

Other Data - - - - N/A N/A $0.00  0.00% 

Administrative 
or Process  
Errors Made 
by: 

Federal Agency $39.10  0.89% $3.56  0.08% N/A N/A $42.66  0.97% 

State or Local 
Agency - - - - N/A N/A $0.00  0.00% 

Other Party - - - - N/A N/A $0.00  0.00% 
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Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Medical Necessity - - - - N/A N/A $0.00  0.00% 
Insufficient Documentation to 
Determine N/A N/A N/A N/A $1.92  0.04% $1.92  0.04% 

Total $39.10  0.89% $3.56  0.08% $1.92  0.04% $44.58  1.02% 

 
Federal Protective Service (FPS) – Payroll 
The U.S. Department of Homeland Security is the primary federal agency responsible for the 
protection of all federal property owned or occupied by the Federal Government, whether it is 
owned or leased by the General Services Administration.  The authority to carry out this mission 
has been delegated to FPS. 
To achieve that mission, FPS employees law enforcement security officers, criminal 
investigators, and police officers along with contract guard staff to conduct security screenings 
at federal buildings. 
When the Homeland Security Act of 2002 was passed, FPS was transferred from GSA to the 
newly formed U.S. Department of Homeland Security, structured within U.S. Immigration and 
Customs Enforcement.  In 2009, DHS transferred FPS to the National Protection and Programs 
Directorate19, 20.  During the 2018 IPIA review process, FPS Payroll was identified as 
susceptible to significant improper payments based on the comprehensive risk assessment 
results.  As such, in 2019, the FPS program conducted statistical sampling under IPIA with 
results reported below. 
  

                                                 
19 The Cybersecurity and Infrastructure Security Agency (CISA) was established on November 16, 2018 when the Cybersecurity 
and Infrastructure Security Agency Act of 2018 was signed into law.  
20 In May 2019, DHS announced its decision to transfer FPS from its Cybersecurity and Infrastructure Security Agency (CISA) to 
its Management Directorate, and to report to the Under Secretary for Management. 



Other Information 
 

U.S. Department of Homeland Security  - 169 - 

Table 15:  FPS Payroll Improper Payment Results 

 
 

The FPS Payroll program utilized the 95/3 guidance for a statistically valid and robust sampling 
plan and had an achieved precision rate of 2.35%.  FPS Payroll does not have reduction target 
percentage provided as 2019 was the first year that the program conducted IPIA sampling and 
reporting and, in accordance with OMB Circular A-123, Appendix C, has an allowance of 24 
months of reporting to establish a baseline before establishing a reduction target. 
The following table summarizes, by program, the improper payment root causes as described in 
Appendix C to OMB Circular A-123 

Table 16:  FPS Payroll Root Cause of Improper Payments 

Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Program Design or Structural 
Issue - - - - N/A N/A $0.00  0.00% 

Inability to 
Authenticate 
Eligibility 

Inability to 
Access Data - - - - N/A N/A $0.00  0.00% 

Data Does Not 
Exist - - - - N/A N/A $0.00  0.00% 

Failure to  
Verify Data 

Death Data - - - - N/A N/A $0.00  0.00% 

Financial Data - - - - N/A N/A $0.00  0.00% 
Excluded Party 
Data - - - - N/A N/A $0.00  0.00% 

Prisoner Data - - - - N/A N/A $0.00  0.00% 

Other Data - - - - N/A N/A $0.00  0.00% 
Administrative 
or Process  
Errors Made 
by: 

Federal Agency $1.28  0.62% $0.37  0.18% N/A N/A $1.65  0.80% 

State or Local 
Agency - - - - N/A N/A $0.00  0.00% 
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Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Other Party - - - - N/A N/A $0.00  0.00% 

Medical Necessity - - - - N/A N/A $0.00  0.00% 
Insufficient Documentation to 
Determine N/A N/A N/A N/A $3.27  1.60% $3.27  1.60% 

Total $1.28  0.62% $0.37  0.18% $3.27  1.60% $4.93  2.40% 

 
The table below summarizes improper payment amounts for all DHS programs deemed to be 
susceptible to significant improper payments.  It provides a breakdown of estimated proper as 
well as improper payments and associated rates for each applicable DHS program or activity.   

Table 17:  DHS Improper Payment Results and Reduction Outlook 

DHS 
Program 

Name 

Testing Conducted in 
FY 2018 

Testing Conducted in 
FY 2019 

Testing to be 
Conducted in 

FY 2020 

Outlays 
($M) 

Improper 
Amount 

($M) 

Improper 
Rate 
(%) 

Outlays 
($M) 

Proper 
Amount 

($M) 

Proper 
Rate 
(%) 

Improper 
Amount 

($M) 

Improper 
Rate 
(%) 

Reduction 
Target 

(%) 
DHS Programs Reporting on Disbursements from One Fiscal Year Prior 
Federal Emergency 
Management Agency 
(FEMA) – Flood Hazard 
Mapping & Risk Analysis 
(FHMRA) Program 

$144.16  $0.25  0.17% $174.91  $174.90  99.995% $0.009  0.005% 0.20% 

FEMA – National Flood 
Insurance Program (NFIP) $3,742.61  $0.17  0.005% $9,310.28  $9,309.97  99.997% $0.31  0.003% 0.10% 

FEMA – Public Assistance 
(PA) Program  $3,428.17  $33.07  0.96% $3,764.07  $3,737.34  99.29% $26.72  0.71% 1.00% 

FEMA – Vendor Pay (VP) 
Program $1,540.46  $26.12  1.70% $4,383.97  $4,339.39  98.98% $44.58  1.02% 1.50% 

Federal Protective Service 
(FPS) –  Payroll 

N/A - Program identified to begin 
reporting in FY 2019 $205.08  $200.15  97.60% $4.93  2.40% N/A21 

DHS Programs Granted OMB Relief from Reporting Effective in FY 2019 
Customs and Border 
Protection (CBP) – Refund 
and Drawback Program 

$1,871.28  $0.35  0.02% N/A - Program was granted OMB relief from reporting 

FEMA – Assistance to 
Firefighters Grant $306.47  $4.06  1.32% N/A - Program was granted OMB relief from reporting 

FEMA - Homeland Security 
Grant Program $851.77  $6.30  0.74% N/A - Program was granted OMB relief from reporting 

Immigration and Customs 
Enforcement (ICE) – 
Enforcement & Removal 
Operations Program 

$2,132.45  $0.29  0.01% N/A - Program was granted OMB relief from reporting 

TOTAL22 $14,017.38  $70.62  0.50%23 $17,838.30  $17,761.75  99.57% $76.55  0.43%24 N/A 

Upon analysis, it was determined that, for the programs testing in 2019, the improper 
payments were due to administrative or process errors (approximately 93%), and insufficient 
documentation to determine (approximately 7%).  In addition, approximately 65 percent of 

                                                 
21 FPS Payroll does not have reduction target percentage provided as 2019 was the first year that the program conducted IPIA 
sampling and reporting and, in accordance with OMB Circular A-123, Appendix C, has an allowance of 24 months of reporting 
to establish a baseline before establishing a reduction target. 
22 The total does not represent a true statistical improper payment estimate for the Department. 
23 The estimated DHS improper payment rate is not a true statistical estimate for the Department and was calculated using 
estimated total outlays as well as the estimated total improper payment amount as reported for testing conducted in 2018. 
24 The estimated DHS improper payment rate is not a true statistical estimate for the Department and was calculated using 
estimated total outlays as well as the estimated total improper payment amount as reported for testing conducted in 2019. 
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improper payments were attributed to payments made by the Federal agency and 35 percent 
due to payments made by recipients of federal funding (to include States, local agencies, and 
other parties).  These root causes were identified through improper payments testing 
conducted in 2019 and categorized using the error categories as defined in OMB Circular A-
123, Appendix C. 

Improper Payment Error Categories  

 
The following table summarizes, consolidated for DHS, the improper payment root causes as 
described in Appendix C to OMB Circular A-123 for the DHS programs found susceptible to 
significant improper payments.  In addition, the improper payment amounts are broken out to 
reflect the total overpayment, underpayment, and unknown / unable to discern improper 
payment amounts and summary associated rates.  For program specific breakouts, please 
refer to the tables reported within each program section above. 

Table 18:  DHS Root Cause of Improper Payments 

Reason for Improper Payment 
Overpayment Underpayment Unknown / Unable to 

Discern Total 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Amount 
($M) 

Percentage 
(%) 

Program Design or Structural 
Issue - - - - N/A N/A $0.00  0.00% 

Inability to 
Authenticate 
Eligibility 

Inability to 
Access Data - - - - N/A N/A $0.00  0.00% 

Data Does Not 
Exist - - - - N/A N/A $0.00  0.00% 

Failure to  
Verify Data 

Death Data - - - - N/A N/A $0.00  0.00% 
Financial Data - - - - N/A N/A $0.00  0.00% 
Excluded Party 
Data - - - - N/A N/A $0.00  0.00% 

Prisoner Data - - - - N/A N/A $0.00  0.00% 
Other Data - - - - N/A N/A $0.00  0.00% 

Administrative 
or Process  
Errors Made 
by: 

Federal 
Agency $40.38  0.23% $3.94  0.02% N/A N/A $44.32  0.25% 

State or Local 
Agency $26.72  0.15% - - N/A N/A $26.72  0.15% 

Other Party $0.31  0.002% - - N/A N/A $0.31  0.002% 
Medical Necessity - - - - N/A N/A $0.00  0.00% 
Insufficient Documentation to 
Determine N/A N/A N/A N/A $5.19  0.03% $5.19  0.03% 

Total25 $67.42  0.38% $3.94  0.02% $5.19  0.03% $76.55  0.43%26 

                                                 
25 The total does not represent a true statistical improper payment estimate for the Department. 
26 The estimated DHS improper payment rate is not a true statistical estimate for the Department and was 
calculated as a summation of the improper rates associated with the error categories listed. 
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Supplemental appropriations were designated as an emergency requirement in the 
Supplemental Appropriations for Disaster Relief Requirements, 2017 (P.L. 115-56, the 
Additional Supplemental Appropriations for Disaster Relief Requirements Act of 201 7 (P.L. 
115-72), and the Further Additional Supplemental Appropriations for Disaster Relief 
Requirements Act, 2018 (P.L. 115-123) were issued to specific agencies to provide the 
resources needed to recover and rebuild following recent hurricanes and other applicable 
natural disasters.  Within these supplemental appropriations, DHS received a total 
supplemental appropriation amount of $50.72 billion27.  The breakout of DHS Components 
receiving this supplemental funding is documented in the table below. 

Table 19:  DHS Breakout of Supplemental Appropriation Funding Received 

 
 
P.L. 115-123 requires any agency receiving funds under P.L. 115-123 as well as P.L. 115-72 
and P.L. 115-56 to consider any programs expending more than $10 million of funds in any 
one fiscal year highly susceptible to improper payments for the purposes of the IPIA.  In 
accordance with that requirement, the Department rolled all FY 2018 funding received and 
disbursed from the supplemental appropriations into individual programs for tracking 
disbursement amounts that are applicable for review under IPIA.  Once these disaster 
supplemental funded programs met or exceeded the $10M threshold in payments applicable 
for IPIA review, the program was deemed susceptible to significant improper payments and 
thus applicable for statistical sampling and reporting. 

                                                 
27 Due to rounding, amounts may not reflect exact appropriated values.  
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For 2019 testing and reporting, DHS is able to include statistical testing results for the FEMA 
FHMRA and FEMA VP programs, both of which incorporated their applicable FY 2018 disaster 
supplemental appropriations disbursements into the pre-existing program.  However, due to 
the burden of testing and reporting the remaining ten programs related solely to disaster 
supplemental appropriation disbursements, DHS will be reporting statistical testing results two 
years in arrears.  Therefore, FY 2018 disbursement testing and results will be reported in 2020 
for the following programs: 

• CBP Operations & Support (O&S) - Disaster Supplemental Funds 
• FEMA Commercial Bill of Lading - Disaster Supplemental Funds 
• FEMA Disaster Case Management - Disaster Supplemental Funds 
• FEMA Disaster Relief Fund (DRF) - Individuals and Households Program - Disaster 

Supplemental Funds 
• FEMA Payroll - Disaster Supplemental Funds 
• FEMA Public Assistance - Disaster Supplemental Funds 
• FEMA Travel - Disaster Supplemental Funds 
• FEMA Urban Search & Rescue - Disaster Supplemental Funds 
• ICE O&S - Disaster Supplemental Funds 
• USCG Coast Guard Operating Expense - Disaster Supplemental Funds 

 
Based on the FY 2018 disbursements made from the supplemental appropriation funding, the 
following table highlights the amount determined to be out of scope28, the amount tested and 
reported in 2019, and the amount to be tested and reported in 2020. 

Table 20:  Supplemental Appropriation Testing Breakout 

 
 

2. Recapture of Improper Payments Reporting 
During FY 2019, the Department did not have any recapture audit activities conducted.  DHS 
has conducted multiple cost analysis reviews over the past several years and determined that 
payment recapture audit programs are not cost-effective.  The determination regarding cost-
effectiveness considered recovery amounts, costs of audits exceeding recovery amounts 

                                                 
28 Out of Scope determination includes amounts that were disbursed as an intragovernmental payment as these are not 
applicable for IPIA review, other disbursements excluded from IPIA (to include non-disbursements, net $0.00 payments, Journal 
Vouchers, etc.), and IPIA applicable disbursements that were deemed to be not applicable as the program did not meet or 
exceed the $10M threshold of IPIA applicable disbursements. 
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identified for recapture, and no major changes to payment operations to justify performing a 
recapture audit. 
The following table identifies funds recaptured outside of the recapture audit program, as 
reported by the respective Components29.  These overpayments were identified though grant 
and contract closeout processes, high dollar overpayments reporting to include significant 
amounts identified during IPIA reviews, vendor identification, etc. 

Table 21:  Overpayments Recaptured Outside of Payment Recapture Audits 

DHS 
Component 

Amount 
Identified 

($M) 

Amount 
Recaptured 

($M) 

Percentage 
Recaptured 

(%) 
CWMD $0.38  $0.02  5.52% 
FEMA $3.47  $0.48  13.97% 
FLETC $0.11  $0.05  44.12% 
ICE $0.19  $0.19  100.00% 
MGA $0.03  $0.01  49.47% 
MGMT30 $0.53  $0.53  100.00% 
S&T $0.01  $0.01  100.00% 
TSA $2.59  $2.57  99.10% 
USCG $0.32  $0.23  72.75% 
USCIS $0.91  $0.59  64.42% 
DHS Total $8.55  $4.69  54.87% 

 

3. Agency Improvement of Payment Accuracy with the Do Not Pay Initiative 
The Do Not Pay (DNP) Initiative is a government-wide initiative mandated by OMB Memorandum 
M-12-11 dated April 12, 2012, Reducing Improper Payments through the “Do Not Pay List,” and 
IPERIA to match payments against DNP databases, prior to any payment of a grant or contract 
award.  The Treasury Department performs post-payment matches on DHS disbursements using 
the General Service Administration’s System for Awards Management and Social Security 
Administration’s Death Master File to identify improper payments.  Treasury also performs post-
payment matches using System for Award Management (SAM), Debt Check, Credit Alert 
Interactive Voice Response System, List of Excluded Individuals/Entities, and the Prisoner 
Update Processing System.  
The Department continues its efforts to prevent and detect improper payments via the DNP 
Business Center portal by implementing the screening of payments through the Treasury Do Not 
Pay Portal and, as appropriate, screen payments via the DNP databases directly.  Specifically, 
the Office of the Chief Procurement Officer (OCPO) ensures that its contracting staff complies 
with Federal Acquisition Regulation (FAR), applicable areas of the DHS Homeland Security 
Acquisition Regulation (HSAR) and Homeland Security Acquisition Manual (HSAM) through its 
internal control processes and procedures.  OCPO supplements the DHS HSAR and HSAM 
through the issuance of internal operating procedures for the review and approval of specific 
pre-award, award, and post-award documentation to ensure that acquisition staff checks data in 

                                                 
29 All DHS payment processing Components, to include CBP, FEMA, FLETC, ICE, USCG, and USSS, reported the respective 
amounts identified and recaptured for their respective Component and any applicable serviced Components.  Components not 
specifically listed did not report overpayment amounts identified and/or recaptured applicable for reporting. 
30 Amounts reported for the Management Directorate include amounts reported for OBIM.  The Office of Biometric Identity 
Management (OBIM) was transferred to DHS’s Management Directorate following the signing of the Cybersecurity and 
Infrastructure Security Agency (CISA) Act of 2018. 
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SAM and the Federal Awardee Performance and Integrity Information System (FAPIIS).  DHS and 
its finance centers’ program managers work with Treasury to leverage the Portal’s capabilities 
including analyzing current end-to-end payment processes and controls and engaging with 
Treasury to ensure additional DNP databases are utilized effectively.   
Accordingly, DHS complies with the DNP initiative through its internal control and oversight 
practices and review procedures.  From the period of October 2018 through September 2019, 
DHS conducted reviews on over 3.9 million payments, totaling over $33.36 billion dollars in 
disbursements under DNP.  Based on this review, there were no payments stopped and 1,257 
payments with matches flagged.  The total amount associated with matches flagged equated to 
a dollar value of $3.06 million with matches, well under 0.1% of the total payments reviewed.  
 

Table 22:  DNP Review Results 

 

Reviewed for Possible 
Improper Payments 

Payments with 
Matches 

Percentage of 
Payments Reviewed 

Number of Payments 3,901,108 1,257 0.03% 
Dollars of Payments ($M) $33,362.34 $3.06 0.009% 

 
Based on the 311 payments adjudicated as of September 2019, only 19 payments out of the 
flagged matches have been found to be improper. 
 

Table 23:  Breakout of DNP Adjudicated Payments 

 

Adjudicated 
Payments 

Percentage of Total 
Payments Adjudicated 
as of September 2019 

Number of Improper Payments 19 6.11% 
Dollars of Improper Payments ($M) $0.20 26.86% 

Number of Proper Payments 292 93.89% 
Dollars of Proper Payments ($M) $0.54 73.14% 

 

4. Barriers 
OMB requires the identification of all programs with improper payments exceeding the 
statutory thresholds defined as 1) both 1.5 percent of program outlays and $10 million or        
2) $100 million, regardless of the improper payment percentage of total program outlays.  
Using these criteria, no DHS programs identified as susceptible to significant improper 
payments exceeded the statutory threshold.  As such, the Department has no statutory or 
regulatory barriers identified that will impact the ability of DHS to successfully maintain and 
continue to reduce improper payment rates. 
 

5. Accountability 
The goals and requirements of IPIA are communicated to all levels of staff throughout the Office 
of the Chief Financial Officer and to relevant program office and procurement staff.  The 
Department has taken extensive measures to ensure that managers, accountable officers, to 
include Component Chief Financial Officers (CFOs), programs, States, and localities are held 
accountable for reducing and recapturing improper payments.  The Department’s CFO and 
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senior staff have incorporated improper payment expectations and performance in their annual 
performance plans.   
Component managers are responsible for completing internal control work on payment 
processing as part of the Department’s OMB Circular A-123 effort.  They are further responsible 
for establishing and maintaining sufficient internal controls, including a control environment that 
prevents improper payments from being made, effectively managing improper payment risks, 
and promptly detecting and recovering any improper payments that may occur.  Management’s 
efforts, to include within DHS Headquarters as well Components, around improper payments 
are subject to an annual compliance review by the DHS’s Office of Inspector General.  These 
measures are designed to hold the appropriate personnel accountable for meeting applicable 
improper payment reduction targets and establishing and maintaining strong internal controls 
around payment management. 
 

6. Agency Information Systems and Other Infrastructure 
The Department has the necessary internal controls, human capital, information systems, and 
infrastructure to continue its efforts of reducing improper payments and increase recoveries as 
demonstrated through reduction of estimated improper payment rates reported this year.  The 
Department monitors Component improper payment testing in accordance with OMB Circular 
A-123, Appendix C.  Additionally, each CFO provides an annual assurance statement attesting 
to the effectiveness of program controls within their Component.  
 

7. Sampling and Estimation 
The Department used a statistically valid, stratified sample design31 performed by a statistician 
to select and test FY 2018 disbursements for those programs identified as susceptible to 
significant improper payments.  Our procedures provided an overall estimate of the percentage 
of improper payment dollars within ±3 percent precision at the 95 percent confidence level, as 
specified by OMB Circular A-123 Appendix C. 
Using a stratified random sampling approach, payments were grouped into mutually exclusive 
“strata,” or groups based on total dollars.  A stratified random sample typically required a 
smaller sample size than a simple random sample to meet the specified precision goal at any 
confidence level.  Once the overall sample size was determined, the individual sample size per 
stratum was determined using the Neyman Allocation method.  The following procedure 
describes the sample selection process: 

• Grouped payments into mutually exclusive strata; 
• Assigned each payment a random number generated using a seed; 
• Sorted the population by stratum and random number within stratum; and 
• Selected the number of payments within each stratum (by ordered random numbers) 

following the sample size design32.   
 
To estimate improper payment dollars for the population from the sample data, the stratum-
specific ratio of improper dollars (gross, underpayments, and overpayments, separately) to 
total payment dollars was calculated. 
                                                 
31 The FEMA PA program used an OMB approved alternative sampling methodology for multi-year targeted sampling plan. 
32 For the certainty strata, all payments are selected for review. 
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8. Risk Assessment 
In accordance with IPIA, agency heads are required to periodically review all programs and 
activities that the relevant agency head administers and identify all programs and activities that 
may be susceptible to significant improper payments and perform the review at least once 
every three years.  
In FY 2017, the Department established a two-part process comprised of a preliminary 
assessment followed by a comprehensive assessment if necessary.  The preliminary risk 
assessment process is used on all programs not already reporting an improper payment 
estimate and that meet the minimum disbursement threshold of $10 million33.  The 
comprehensive risk assessment process is required based on the preliminary risk assessment 
results and the program’s three-year risk assessment cycle.  In FY 2019, the Department 
conducted 54 comprehensive risk assessments, please refer to the table below for specific 
programs assessed.   
 

Table 24:  DHS Program Performing a Comprehensive Risk Assessment in 2019 

Program Name 
Was the Program or Activity Susceptible 
to Significant Improper Payments During 

FY 2019 Risk Assessment? 
CBP - Refund and Drawback No 
CBP - Construction No 
CBP - User Fees No 
CBP - Automation and Modernization No 
CBP - Border Security Fencing No 
CBP - Operations and Maintenance No 
CBP - Payroll No 
CBP - Operations and Support:  Travel No 
CISA - NPPD Legacy No 
CISA - Office of Biometric Identity Management (OBIM) No 
CISA - Federal Protective Service (FPS) No 
CISA - Payroll:  NPPD Legacy and OBIM No 
CWMD - Procurement, Construction, and Improvements No 
CWMD - Operations & Support No 
CWMD - Mission Support No 
CWMD - Chemical and Biological Readiness:  Biological No 
FEMA - Emergency Management Performance Grants No 
FEMA - Federal Insurance & Mitigation Administration: 
Grants No 

FEMA - Federal Insurance & Mitigation Administration: 
Non-Claims (Write Your Own) No 

FEMA - Flood Hazard Map and Risk Analysis Program: 
Grants No 

FEMA - Emergency Food & Shelter No 
FEMA - National Flood Insurance Program Reinsurance No 
FEMA - Nonprofit Security Grant Program No 
FEMA - Port Security Grant Program No 
FEMA - Training Grants No 
FEMA - U.S. Fire Administration & Training No 

                                                 
33 Per OMB Circular A-123, Appendix C, a program is only susceptible to “significant improper payments” if the program has 
both a 1.5 percent improper rate and at least $10 million in improper payments or exceeds $100 million dollars regardless of 
the error rate.  
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Program Name 
Was the Program or Activity Susceptible 
to Significant Improper Payments During 

FY 2019 Risk Assessment? 
FEMA - Disaster Relief Fund (DRF) Individuals and 
Household Program No 

FEMA - Community Disaster Loans No 
FLETC - Law Enforcement Training No 
FLETC - Mission Support No 
ICE – Service-Wide Agreements No 
ICE - Purchase Card No 
ICE - Hurricane Other No 
MGA - Analysis and Operations No 
S&T - Research & Development No 
TSA - Aviation Security No 
TSA - Intelligence & Vetting No 
TSA - Surface Transportation No 
TSA - Federal Air Marshall No 
TSA - Administration Support No 
USCG - Civilian Payroll No 
USCG - Coast Guard Acquisition Construction & 
Improvements No 

USCG - Retired Pay No 
USCG - Military Payroll No 
USCIS - Adjudication Services No 
USCIS - Information Customer Services No 
USCIS - Administration No 
USCIS - Systemic Alien Verification for Entitlements No 
USCIS - Employment Status Verifications No 
USSS - Protection No 
USSS - Contribution for Annuity Benefits No 
USSS - Training No 
USSS - Procurement, Construction, and Improvements No 
USSS - Field Operations No 

 
The Department assessed all payment types except for federal intragovernmental payments, 
which were excluded based on the definition of an improper payment per OMB Circular A-123, 
Appendix C, and other excluded payments to include non-disbursements, net $0.00 payments, 
Journal Vouchers, etc. 
In conducting the comprehensive risk assessments, Components held meetings with program 
managers, key personnel, and other stakeholders to discuss the inherent risk of improper 
payments.  The Department’s comprehensive risk assessment involved evaluating attributes 
that directly or indirectly affect the likelihood of improper payments using the GAO Standards 
for Internal Control (Green Book) framework as well as requirements from OMB Circular A-123, 
Appendix C.  Based on that approach, DHS utilized the following risk factors in the 2019 
comprehensive risk assessment process: 

• Whether the program or activity reviewed is new to the agency (requires comprehensive 
risk assessment if new program or activity); 

• Whether the program has completed a comprehensive risk assessment more than two 
years ago; 

• Whether the program has received funding deemed to be susceptible to significant 
improper payments; 

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2015/m-15-02.pdf
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• The complexity of the program or activity reviewed, particularly with respect to 
determining correct payment amounts; 

• The volume of payments made annually; 
• Whether payments or payment eligibility decisions are made outside of the agency, for 

example, by a State or local government, or a regional Federal office; 
• Recent major changes in program funding, authorities, practices, or procedures; 
• The level of experience, turnover, and quality of training for personnel responsible for 

formulating program eligibility determinations or certifying that payments are accurate; 
• Significant deficiencies in the audit reports of the agency including, but not limited to, 

the agency Inspector General or the Government Accountability Office (GAO) audit report 
findings, internal control over financial reporting findings, or other relevant management 
findings that might hinder accurate payment certification; and, 

• Recent significant changes to legislation governing this program since the last year risk 
assessed. 

 
Program managers and Component’s internal controls division assigned a risk rating to each 
risk factor based on their detailed understanding of the processes and risk of improper 
payment.  Weighted percentages were assigned to each risk factor rating based on a 
judgmental determination of the direct or indirect impact on improper payments.  An overall 
risk score was then computed for each program, calculated by the sum of the weighted scores 
for each risk factor and overall rating scale.  Programs were assessed using both qualitative 
and quantitative risk factors to determine if they were susceptible to significant improper 
payments.  A weighted average of 65 percent for qualitative factors and 35 percent for 
quantitative risk yields the program’s overall risk score. 
Additionally, the Department conducted independent reviews of Component submissions to 
identify significant changes in the program compared to last year and assess the 
reasonableness of the risk ratings.  
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Fraud Reduction 
On June 30, 2016, Congress enacted Public Law 114-186, Fraud Reduction and Data Analytics 
Act (FRDAA).  The FRDAA requires agencies to conduct an evaluation of fraud risks and use a 
risk-based approach to design and implement financial and administrative control activities to 
mitigate identified fraud risks; collect and analyze data from reporting mechanisms on 
detected fraud to monitor fraud trends and periodically improve fraud detection through use of 
data analytics; and use the results of monitoring, evaluation, audits and investigations to 
improve fraud prevention, detection and response.  
For the third consecutive year, DHS continued implementation of several initiatives to comply 
with the FRDAA using GAO’s Fraud Risk Framework, GAO Standards for Internal Control, and 
OMB Circular A-123.  In FY 2019, the Department held several training sessions with fraud risk 
assessors, which improved its reliability over the fraud risk assessments that are integrated 
with internal control over financial reporting assessments.  The focus in targeting training with 
fraud assessors were to enable the community to engage better stakeholder engagement 
across the organization, to not only assess fraud risk, to bring heightened awareness of 
identifying and mitigating fraud risks by process owners who are responsible for implementing 
these controls.  The fraud risk assessments take into consideration, inherent risk and risk 
tolerance of the fraud, the controls in place to mitigate the risk, and the control suitability of the 
controls in place.  The output of the assessment is the residual risk that remains after the 
controls in place are taken into consideration, and the related response to elevated fraud risk.  
Applicable Components have assessed fraud risk and a majority have assessed control 
suitability, as part of the continuous monitoring assessments as part of the internal control 
over financial reporting program.  
Data Analytics 
In FY 2019, the Department conducted an assessment over the use of purchase cards during 
the lapse in appropriations using data analysis.  DHS Office of the Chief Financial Officer 
focused on cardholder transactions made by non-exempt Components and cardholders during 
the period covering December 22, 2018 through January 25, 2019, then sampled these 
transactions to verify that purchases had documentation to support a clear and direct 
relationship to activity necessary to continue during the lapse in appropriations.  
While initial work has started, DHS will continue to expand upon data analytic capability to 
strengthen its risk assessment process in areas such as payroll, charge cards, and travel to 
identify potential red flags, test targeted areas for potential for fraud, and develop and further 
matures its fraud risk management activities.  
Other Initiatives 
Other supporting initiatives include the following: 

• Contract award, monitoring and oversight – Embedded within Federal Acquisition 
Regulations and the Homeland Security Acquisition Manual are measures to identify 
indicators of procurement fraud, and internal controls to prevent such fraud.  OCPO 
monitors compliance with acquisition regulations and DHS policy across the 
Department, through its procurement oversight program.  In addition, OCPO has an 
established industry engagement and communication program, providing an external 
control for ensuring compliance with DHS procurement requirements by promoting 
meaningful communications with industry. 
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• Improper Payments – In accordance with IPERA, OMB requires programs identified as 
susceptible to improper payments to be tested and the root causes of improper 
payments include an analysis of potential for fraudulent activity.  As part of reporting 
efforts, Components are required to report if any potential fraudulent activity occurred 
and refer these matters appropriately; however, none of improper payments tested in FY 
2019 were attributed to fraud.  As part of OMB’s data call for payment accuracy, DHS is 
required report on confirmed fraud as reported by the OIG, which is a subset of amounts 
reported in the semi-annual report to Congress.  In FY 2020, the OIG and DHS will work 
together to identify root causes of confirmed fraud instances, to the extent possible, and 
DHS will work towards improving its internal controls to further mitigate and reduce the 
risk of fraud as the Department matures in this process.  

  



Other Information 
 

- 182 -  FY 2019 Agency Financial Report 

Reduce the Footprint 
OMB issued Management Procedures Memorandum No. 2015-01, Implementation of OMB 
Memorandum M-12-12 Section 3:  Reduce the Footprint, which superseded OMB Management 
Procedures Memorandum No. 2013-02, Implementation of OMB Memorandum M-12-12 
Section 3:  Freeze the Footprint, included a requirement for agencies to submit a five-year Real 
Property Efficiency Plan annually to the General Services Administration (GSA) and the Office of 
Management and Budget.  The Memorandum designated FY 2015 as the base year for this 
new measurement.  
In FY 2018, the Department indicated an increase in its Reduce the Footprint (RTF) inventory 
due to a location misclassification for some mission essential assets as well as expansion 
required to accommodate increased requirements for border security and immigration 
enforcement activities. 
Currently, the Department occupies more than 100 million square feet (SF), which is comprised 
of 43 million SF of owned space and 61 million SF of leased space.  Approximately one-third, or 
31.6 million, of the Department’s total SF has been identified as RTF building space.  The 
Department’s leased portfolio has annual costs of approximately $1.8 billion in rental cost and 
operations and maintenance costs.  
From FY 2020 through FY 2024, the Department anticipates a 0.3 percent reduction from its 
RTF baseline of 31.1 million SF for office and warehouse space.  Within this five-year plan, DHS 
projects to reduce its office space by approximately 90,000 SF.  In FY 2019, the Secretary 
relocated to the St. Elizabeths campus, a major consolidation that is not reflected in the 
current RTF plans, because it has already occurred. 
A major driver for future improvements will be led through the Field Efficiencies (FE) Program 
Management Office.  DHS has placed Regional Coordinators throughout the country to 
coordinate mission support efficiencies holistically across the Department.  The Regional 
Coordinators work closely with representatives within GSA, DHS, and Component real property 
programs and mission support teams in the field to improve real property coordination, 
planning, and execution.  These efforts are resulting in additional consolidation projects being 
submitted to GSA, reductions in surplus property and occupied space, and an overall 
improvement to DHS’s asset utilization.  In 2019, DHS also enhanced its portfolio management 
and strategic planning capability with emphasis on tenancies within the National Capital 
Region.  DHS intends to work to align our strategic plans with those of the servicing GSA 
regions to improve predictability and ensure the Department budgets for, and funds, relocation 
projects timely.   

Table 25:  Reduce the Footprint Baseline Comparison (square feet) 
 

 
RTF Baseline FY 2018 Actual 

Change (FY 2015 
Baseline to FY 2018) 

Total 31,135,962 31,557,176 421,213 
 

Table 26:  Reporting of O&M Building Costs 
($ in millions) 

 FY 2015 
Reported 

Costs 
FY 2018 

Costs 

Projected 
Change 
in Costs 

Operations and Maintenance Costs $85 $85 +0 
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Civil Monetary Penalty Adjustment for Inflation 
The Federal Civil Penalties Inflation Adjustment Act of 1990, as amended, requires agencies to 
make regular and consistent inflationary adjustments of civil monetary penalties to maintain 
their deterrent effect. 
The following represents the Department’s civil monetary penalties, all of which were last 
updated via regulation in 2019.  Additional information about these penalties and the latest 
adjustment is available in the Federal Register Volume 84, No. 66 
 

Table 27:  Civil Monetary Penalties 

Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
CBP 

Non-compliance with arrival and departure 
manifest requirements for passengers, crew 
members, or occupants transported on 
commercial vessels or aircraft arriving to or 
departing from the United States 

8 USC 1221(g); INA Section 231(g); 
8 CFR 280.53(b)(1) 2002 $1,394 

Non-compliance with landing requirements at 
designated ports of entry for aircraft 
transporting aliens 

8 USC 1224; INA Section 234; 
8 CFR 280.53(b)(2) 1990 $3,788 

Violations of removal orders relating to aliens 
transported on vessels or aircraft under 
section 241(d) of the INA, or for costs 
associated with removal under section 241(e) 
of the INA 

8 USC 1253(c)(1)(A); 
INA Section 243(c)(1)(A); 
8 CFR 280.53(b)(4) 

1996 $3,195 

Failure to remove alien stowaways under 
section 241(d)(2) of the INA 

8 USC 1253(c)(1)(B); 
INA Section 243(c)(1)(B); 
8 CFR 280.53(b)(5) 

1996 $7,987 

Failure to report an illegal landing or 
desertion of alien crewmen, and for each 
alien not reported on arrival or departure 
manifest or lists required in accordance with 
section 251 of the INA (for each alien) 

8 USC 1281(d); INA Section 251(d); 
8 CFR 280.53(b)(6) 1990 $378 

Use of alien crewmen for longshore work in 
violation of section 251(d) of the INA 

8 USC 1281(d); INA Section 251(d); 
8 CFR 280.53(b)(6) 1990 $9,472 

Failure to control, detain, or remove alien 
crewmen 

8 USC 1284(a); INA Section 254(a); 
8 CFR 280.53(b)(7) 1990 Minimum $947 

Maximum $5,683 
Employment on passenger vessels of aliens 
afflicted with certain disabilities 

8 USC 1285; INA Section 255; 
8 CFR 280.53(b)(8) 1990 $1,895 

Discharge of alien crewmen 8 USC 1286; INA Section 256; 
8 CFR 280.53(b)(9) 1990 Minimum $2,841 

Maximum $5,683 
Bringing into the United States alien crewmen 
with intent to evade immigration laws 

8 USC 1287; INA Section 257; 
8 CFR 280.53(b)(10) 1990 $18,943 

Failure to prevent the unauthorized landing of 
aliens 

8 USC § 1321(a); INA Section 271(a); 
8 CFR 280.53(b)(11) 1990 $5,683 

Bringing to the United States aliens subject to 
denial of admission on a health-related 
ground 

8 USC § 1322(a); INA Section 272(a); 
8 CFR 280.53(b)(12) 1990 $5,683 

Bringing to the United States aliens without 
required documentation 

8 USC § 1323(b); INA Section 273(b); 
8 CFR 280.53(b)(13) 1990 $5,683 

Improper entry 
8 USC § 1325(b) 
INA Section 275(b); 8 CFR 
280.53(b)(15) 

1996 Minimum $80 
Maximum $400 

https://www.govinfo.gov/content/pkg/FR-2019-04-05/pdf/2019-06745.pdf


Other Information 
 

- 184 -  FY 2019 Agency Financial Report 

Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
Dealing in or using empty stamped imported 
liquor containers 19 USC 469 1879 $531  

Transporting passengers between coastwise 
points in the United States by a non-
coastwise qualified vessel 

46 USC 55103(b); 19 CFR 4.80(b)(2) 1898 $798  

Towing a vessel between coastwise points in 
the United States by a non-coastwise 
qualified vessel 

46 USC 55111(c); 19 CFR 4.92 1940 
Minimum $930 

Maximum $2,924 
plus $159 per ton 

Failure to depart voluntarily 8 USC 1229(c)(d); INA Section 
243(c)(1)(A); 8 CFR 280.53(b)(3) 1952 Minimum $1,597; 

Maximum $7,987 

Failure to depart 8 USC 1324d; INA Section 274D; 8 
CFR 280.53(b)(14) 1952 $799 

Employing a vessel in a trade without a 
required Certificate of Documentation 19 USC 1706(a); 19 CFR 4.80(i) 1980 $1,329 

Transporting passengers coastwise for hire by 
certain vessels (knows as Bowaters vessels) 
that do not meet specified conditions 

46 USC 12118(f)(3) 1958 $531 

ICE 
Violation of Immigration 
and Naturalization Act (INA) sections 
274C(a)(1)–(a)(4) 
(First offense) 

8 CFR 270.3(b)(1)(ii)(A) 1990 Minimum $473 
Maximum $3,788 

Violation of Immigration 
and Naturalization Act (INA) sections 
274C(a)(5)–(a)(6) 
(First offense) 

8 CFR 270.3(b)(1)(ii)(B) 1996 Minimum $400 
Maximum $3,195 

Violation of Immigration 
and Naturalization Act (INA) sections 
274C(a)(1)–(a)(4) 
(Subsequent offenses) 

8 CFR 270.3(b)(1)(ii)(C) 1990 Minimum $3,788 
Maximum $9,472 

Violation of Immigration 
and Naturalization Act (INA) sections 
274C(a)(5)–(a)(6) 
(Subsequent offenses) 

8 CFR 270.3(b)(1)(ii)(D) 1996 Minimum $3,195 
Maximum $7,987 

Violation/prohibition of indemnity bonds 8 CFR 274a.8(b) 1986 $2,292 
Knowingly hiring, recruiting, referral, or 
retention of unauthorized aliens (per 
unauthorized alien) 
(First offense) 

8 CFR 274a.10(b)(1)(ii)(A) 1986 Minimum $573 
Maximum $4,586 

Knowingly hiring, recruiting, referral, or 
retention of unauthorized aliens (per 
unauthorized alien) 
(Second offense) 

8 CFR 274a.10(b)(1)(ii)(B) 1986 Minimum $4,586 
Maximum $11,463 

Knowingly hiring, recruiting, referral, or 
retention of unauthorized aliens (per 
unauthorized alien) 
(Subsequent offenses) 

8 CFR 274a.10(b)(1)(ii)(C) 1986 Minimum $6,878 
Maximum $22,927 

I–9 paperwork violations 8 CFR 274a.10(b)(2) 1986 Minimum $230 
Maximum $2,292 

Failure to depart voluntarily 8 USC 1229c(d); INA Section 240B(d); 
8 CFR 280.53(b)(3) 1996 Minimum $1,597  

Maximum $7,987 

Failure to depart 8 USC 1324(d); INA Section 274D; 
8 CFR 280.53(b)(14) 1996 $799 

CISA 
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Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
Non-compliance with CFATS regulations 6 USC 624(b)(1); 6 CFR 27.300(b)(3) 2002 $34,871 

TSA 

Certain aviation related violations by an 
individual or small business concern (49 CFR 
Ch. XII § 1503.401(c)(1)) 

49 USC 46301(a)(1), (4), (5); 49 USC 
46301(d)(8) 2003 

$13,669  
(up to a total of 

$68,347 total for 
small business, 

$546,774 for others) 
Certain aviation related violations by any 
other person not operating an aircraft for the 
transportation of passengers or property for 
compensation (49 CFR Ch. XII § 
1503.401(c)(2)) 

49 USC 46301(a)(1), (4), (5); 49 USC 
46301(d)(8) 2003 

$13,669  
(up to a total of 

$68,347 total for 
small business, 

$546,774 for others) 
Certain aviation related violations by a person 
operating an aircraft for the transportation of 
passengers or property for compensation (49 
CFR Ch. XII § 1503.401(c)(3)) 

49 USC 46301(a)(1), (4), (5); 49 USC 
46301(d)(8) 2003 

$34,174  
(up to a total of 

$546,774 per civil 
penalty action) 

Violation of any other provision of title 49 USC 
or of 46 USC ch. 701, a 
regulation prescribed, or order issued under 
thereunder (49 CFR Ch. XII § 1503.401(b)) 

49 USC 114(v) 2009 

$11,698  
(up to a total of 

$58,490 for 
individuals and small 

businesses, 
$467,920 for others) 

USCG 
Saving Life and Property 14 USC 521(c) 2014 $10,651 
Saving Life and Property (Intentional 
Interference with Broadcast) 14 USC 521(e) 2012 $1,093 

Confidentiality of Medical Quality Assurance 
Records (first offense) 14 USC 645(i); 33 CFR 27.3 1992 $5,350 

Confidentiality of Medical Quality Assurance 
Records (subsequent offenses) 14 USC 645(i); 33 CFR 27.3 1992 $35,668 

Aquatic Nuisance Species in Waters of the 
United States 16 USC 4711(g)(1); 33 CFR 27.3 1996 $39,936 

Obstruction of Revenue Officers by Masters of 
Vessels 19 USC 70; 33 CFR 27.3 1935 $7,975 

Obstruction of Revenue Officers by Masters of 
Vessels—Minimum Penalty 19 USC 70; 33 CFR 27.3 1935 $1,861 

Failure to Stop Vessel When Directed; Master, 
Owner, Operator or Person in Charge 19 USC 1581(d) 1930 $5,000 

Failure to Stop Vessel When Directed; Master, 
Owner, Operator or Person in Charge - 
Minimum Penalty 

19 USC 1581(d) 1930 $1,000 

Anchorage Ground/Harbor Regulations 
General 33 USC 471; 33 CFR 27.3 2010 $11,563 

Anchorage Ground/Harbor Regulations St. 
Mary's River 33 USC 474; 33 CFR 27.3 1946 $798 

Bridges/Failure to Comply with Regulations 33 USC 495(b); 33 CFR 27.3 2008 $29,192 
Bridges/Drawbridges 33 USC 499(c); 33 CFR 27.3 2008 $29,192 
Bridges/Failure to Alter Bridge Obstructing 
Navigation 33 USC 502(c); 33 CFR 27.3 2008 $29,192 

Bridges/Maintenance and Operation 33 USC 533(b); 33 CFR 27.3 2008 $29,192 
Bridge to Bridge Communication; Master, 
Person in Charge or Pilot 33 USC 1208(a); 33 CFR 27.3 1971 $2,126 

Bridge to Bridge Communication; Vessel 33 USC 1208(b); 33 CFR 27.3 1971 $2,126 
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Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
PWSA Regulations 33 USC 1232(a) 1978 $94,219 
Vessel Navigation:  Regattas or Marine 
Parades; Unlicensed Person in Charge 46 USC 70041(d)(1)(B); 33 CFR 27.3 1990 $9,472 

Vessel Navigation:  Regattas or Marine 
Parades; Owner Onboard Vessel 46 USC 70041(d)(1)(C); 33 CFR 27.3 1990 $9,472 

Vessel Navigation:  Regattas or Marine 
Parades; Other Persons 46 USC 70041(d)(1)(D); 33 CFR 27.3 1990 $4,735 

Oil/Hazardous Substances:  Discharges 
(Class I per violation) 33 USC 1321(b)(6)(B)(i); 33 CFR 27.3 1990 $18,943 

Oil/Hazardous Substances:  Discharges 
(Class I total under paragraph) 33 USC 1321(b)(6)(B)(i); 33 CFR 27.3 1990 $47,357 

Oil/Hazardous Substances:  Discharges 
(Class II per day of violation) 33 USC 1321(b)(6)(B)(ii); 33 CFR 27.3 1990 $18,943 

Oil/Hazardous Substances:  Discharges 
(Class II total under paragraph) 33 USC 1321(b)(6)(B)(ii); 33 CFR 27.3 1990 $236,783 

Oil/Hazardous Substances:  Discharges (per 
day of violation) Judicial Assessment 33 USC 1321(b)(7)(A); 33 CFR 27.3 1990 $47,357 

Oil/Hazardous Substances:  Discharges (per 
barrel of oil or unit discharged) Judicial 
Assessment 

33 USC 1321(b)(7)(A); 33 CFR 27.3 1990 $1,895 

Oil/Hazardous Substances:  Failure to Carry 
Out Removal/Comply With Order (Judicial 
Assessment) 

33 USC 1321(b)(7)(B); 33 CFR 27.3 1990 $47,357 

Oil/Hazardous Substances:  Failure to Comply 
with Regulation Issued Under 1321(j) 
(Judicial Assessment) 

33 USC 1321(b)(7)(C); 33 CFR 27.3 1990 $47,357 

Oil/Hazardous Substances:  Discharges, 
Gross Negligence (per barrel of oil or unit 
discharged) Judicial Assessment 

33 USC 1321(b)(7)(D); 33 CFR 27.3 1990 $5,683 

Oil/Hazardous Substances:  Discharges, 
Gross Negligence—Minimum Penalty (Judicial 
Assessment) 

33 USC 1321(b)(7)(D); 33 CFR 27.3 1990 $189,427 

Marine Sanitation Devices; Operating 33 USC 1322(j); 33 CFR 27.3 1972 $7,975 
Marine Sanitation Devices; Sale or 
Manufacture 33 USC 1322(j); 33 CFR 27.3 1972 $21,265 

International Navigation Rules; Operator 33 USC 1608(a); 33 CFR 27.3 1980 $14,910 
International Navigation Rules; Vessel 33 USC 1608(b); 33 CFR 27.3 1980 $14,910 
Pollution from Ships; General 33 USC 1908(b)(1); 33 CFR 27.3 1980 $74,552 
Pollution from Ships; False Statement 33 USC 1908(b)(2); 33 CFR 27.3 1980 $14,910 
Inland Navigation Rules; Operator 33 USC 2072(a); 33 CFR 27.3 1980 $14,910 
Inland Navigation Rules; Vessel 33 USC 2072(b); 33 CFR 27.3 1980 $14,910 
Shore Protection; General 33 USC 2609(a); 33 CFR 27.3 1988 $52,596 
Shore Protection; Operating Without Permit 33 USC 2609(b); 33 CFR 27.3 1988 $21,039 
Oil Pollution Liability and Compensation 33 USC 2716a(a); 33 CFR 27.3 1990 $47,357 
Clean Hulls; Civil Enforcement 33 USC 3852(a)(1)(A); 33 CFR 27.3 2010 $43,359 
Clean Hulls; False statements 33 USC 3852(a)(1)(A); 33 CFR 27.3 2010 $57,813 
Clean Hulls; Recreational Vessel 33 USC 3852(c); 33 CFR 27.3 2010 $5,781 
Hazardous Substances, Releases Liability, 
Compensation (Class I) 42 USC 9609(a); 33 CFR 27.3 1986 $57,317 

Hazardous Substances, Releases Liability, 
Compensation (Class II) 42 USC 9609(b); 33 CFR 27.3 1986 $57,317 
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Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
Hazardous Substances, Releases Liability, 
Compensation (Class II subsequent offense) 42 USC 9609(b); 33 CFR 27.3 1986 $171,952 

Hazardous Substances, Releases, Liability, 
Compensation (Judicial Assessment) 42 USC 9609(c); 33 CFR 27.3 1986 $57,317 

Hazardous Substances, Releases, Liability, 
Compensation (Judicial Assessment 
subsequent offense) 

42 USC 9609(c); 33 CFR 27.3 1986 $171,952 

Safe Containers for International Cargo 46 USC 80509; 33 CFR 27.3  2006 $6,265 
Suspension of Passenger Service 46 USC 70305; 33 CFR 27.3  2006 $62,656 
Vessel Inspection or Examination Fees 46 USC 2110(e); 33 CFR 27.3 1990 $9,472 
Alcohol and Dangerous Drug Testing 46 USC 2115; 33 CFR 27.3 1998 $7,710 
Negligent Operations:  Recreational Vessels 46 USC 2302(a); 33 CFR 27.3 2002 $6,974 
Negligent Operations:  Other Vessels 46 USC 2302(a); 33 CFR 27.3 2002 $34,871 
Operating a Vessel While Under the Influence 
of Alcohol or a Dangerous Drug 46 USC 2302(c)(1); 33 CFR 27.3 1998 $7,710 

Vessel Reporting Requirements:  Owner, 
Charterer, Managing Operator, or Agent 46 USC 2306(a)(4); 33 CFR 27.3 1984 $12,007 

Vessel Reporting Requirements:  Master 46 USC 2306(b)(2); 33 CFR 27.3 1984 $2,402 
Immersion Suits 46 USC 3102(c)(1); 33 CFR 27.3 1984 $12,007 
Inspection Permit 46 USC 3302(i)(5); 33 CFR 27.3 1983 $2,505 
Vessel Inspection; General 46 USC 3318(a); 33 CFR 27.3 1984 $12,007 
Vessel Inspection; Nautical School Vessel 46 USC 3318(g); 33 CFR 27.3 1984 $12,007 
Vessel Inspection; Failure to Give Notice IAW 
3304(b) 46 USC 3318(h); 33 CFR 27.3 1984 $2,402 

Vessel Inspection; Failure to Give Notice IAW 
3309 (c) 46 USC 3318(i); 33 CFR 27.3 1984 $2,402 

Vessel Inspection; Vessel ≥ 1600 Gross Tons 46 USC 3318(j)(1); 33 CFR 27.3 1984 $24,017 
Vessel Inspection; Vessel <1600 Gross Tons 46 USC 3318(j)(1); 33 CFR 27.3 1984 $4,803 
Vessel Inspection; Failure to Comply with 
3311(b) 46 USC 3318(k); 33 CFR 27.3 1984 $24,017 

Vessel Inspection; Violation of 3318(b)- 
3318(f) 46 USC 3318(l); 33 CFR 27.3 1984 $12,007 

List/count of Passengers 46 USC 3502(e); 33 CFR 27.3 1983 $250 
Notification to Passengers 46 USC 3504(c); 33 CFR 27.3 1983 $25,037 
Notification to Passengers; Sale of Tickets 46 USC 3504(c); 33 CFR 27.3 1983 $1,251 
Copies of Laws on Passenger Vessels; Master 46 USC 3506; 33 CFR 27.3 1983 $501 
Liquid Bulk/Dangerous Cargo 46 USC 3718(a)(1); 33 CFR 27.3 1983 $62,595 
Uninspected Vessels 46 USC 4106; 33 CFR 27.3 1988 $10,519 
Recreational Vessels (maximum for related 
series of violations) 46 USC 4311(b)(1); 33 CFR 27.3 2004 $331,174 

Recreational Vessels; Violation of 4307(a) 46 USC 4311(b)(1); 33 CFR 27.3 2004 $6,623 
Recreational Vessels 46 USC 4311(c); 33 CFR 27.3 1983 $2,505 
Uninspected Commercial Fishing Industry 
Vessels 46 USC 4507; 33 CFR 27.3 1988 $10,519 

Abandonment of Barges 46 USC 4703; 33 CFR 27.3 1992 $1,783 
Load Lines 46 USC 5116(a); 33 CFR 27.3 1986 $11,463 
Load Lines; Violation of 5112(a) 46 USC 5116(b); 33 CFR 27.3 1986 $22,927 
Load Lines; Violation of 5112(b) 46 USC 5116(c); 33 CFR 27.3 1986 $11,463 
Reporting Marine Casualties 46 USC 6103(a); 33 CFR 27.3 1996 $39,936 
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Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
Reporting Marine Casualties; Violation of 
6104 46 USC 6103(b); 33 CFR 27.3 1988 $10,519 

Manning of Inspected Vessels; Failure to 
Report Deficiency in Vessel Complement 46 USC 8101(e); 33 CFR 27.3 1990 $1,895 

Manning of Inspected Vessels 46 USC 8101(f); 33 CFR 27.3 1990 $18,943 
Manning of Inspected Vessels; Employing or 
Serving in Capacity not Licensed by USCG 46 USC 8101(g); 33 CFR 27.3 1990 $18,943 

Manning of Inspected Vessels; Freight Vessel 
<100 GT, Small Passenger Vessel, or Sailing 
School Vessel 

46 USC 8101(h); 33 CFR 27.3 1983 $2,505 

Watchmen on Passenger Vessels 46 USC 8102(a) 1983 $2,505 
Citizenship Requirements 46 USC 8103(f) 1983 $1,251 
Watches on Vessels; Violation of 8104(a) or 
(b) 46 USC 8104(i) 1990 $18,943 

Watches on Vessels; Violation of 8104(c), (d), 
(e), or (h) 46 USC 8104(j) 1990 $18,943 

Staff Department on Vessels 46 USC 8302(e) 1983 $250 
Officer's Competency Certificates 46 USC 8304(d) 1983 $250 
Coastwise Pilotage; Owner, Charterer, 
Managing Operator, Agent, Master or 
Individual in Charge 

46 USC 8502(e) 1990 $18,943 

Coastwise Pilotage; Individual 46 USC 8502(f) 1990 $18,943 
Federal Pilots 46 USC 8503 1984 $60,039 
Merchant Mariners Documents 46 USC 8701(d) 1983 $1,251 
Crew Requirements 46 USC 8702(e) 1990 $18,943 
Small Vessel Manning 46 USC 8906 1996 $39,936 
Pilotage:  Great Lakes; Owner, Charterer, 
Managing Operator, Agent, Master or 
Individual in Charge 

46 USC 9308(a) 1990 $18,943 

Pilotage:  Great Lakes; Individual 46 USC 9308(b) 1990 $18,943 
Pilotage:  Great Lakes; Violation of 9303 46 USC 9308(c) 1990 $18,943 
Failure to Report Sexual Offense 46 USC 10104(b) 1989 $10,067 
Pay Advances to Seamen 46 USC 10314(a)(2) 1983 $1,251 
Pay Advances to Seamen; Remuneration for 
Employment 46 USC 10314(b) 1983 $1,251 

Allotment to Seamen 46 USC 10315(c) 1983 $1,251 
Seamen Protection; General 46 USC 10321 1993 $8,678 
Coastwise Voyages:  Advances 46 USC 10505(a)(2) 1993 $8,678 
Coastwise Voyages:  Advances; Remuneration 
for Employment 46 USC 10505(b) 1993 $8,678 

Coastwise Voyages:  Seamen Protection; 
General 46 USC 10508(b) 1993 $8,678 

Effects of Deceased Seamen 46 USC 10711 1983 $501 
Complaints of Unfitness 46 USC 10902(a)(2) 1983 $1,251 
Proceedings on Examination of Vessel 46 USC 10903(d) 1983 $250 
Permission to Make Complaint 46 USC 10907(b) 1983 $1,251 
Accommodations for Seamen 46 USC 11101(f) 1983 $1,251 
Medicine Chests on Vessels 46 USC 11102(b) 1983 $1,251 
Destitute Seamen 46 USC 11104(b) 1983 $250 
Wages on Discharge 46 USC 11105(c) 1983 $1,251 
Log Books; Master Failing to Maintain 46 USC 11303(a) 1983 $501 



Other Information 
 

U.S. Department of Homeland Security  - 189 - 

Penalty Authority 
Year 

Enacted 
Adjusted New 

Penalty 
Log Books; Master Failing to Make Entry 46 USC 11303(b) 1983 $501 
Log Books; Late Entry 46 USC 11303(c) 1983 $375 
Carrying of Sheath Knives 46 USC 11506 1983 $125 
Documentation of Vessels 46 USC 12151(a)(1) 2012 $16,398 
Documentation of Vessels; Activities involving 
mobile offshore drilling units 46 USC 12151(a)(2) 2012 $27,331 

Engaging in Fishing After Falsifying Eligibility 
(fine per day) 46 USC 12151(c) 2006 $125,314 

Numbering of Undocumented Vessel; Willful 
violation 46 USC 12309(a) 1983 $12,519 

Numbering of Undocumented Vessels 46 USC 12309(b) 1983 $2,505 
Vessel Identification System 46 USC 12507(b) 1988 $21,039 
Measurement of Vessels 46 USC 14701 1986 $45,855 
Measurement; False Statements 46 USC 14702 1986 $45,855 
Commercial Instruments and Maritime Liens 46 USC 31309 1988 $21,039 
Commercial Instruments and Maritime Liens; 
Mortgagor 46 USC 31330(a)(2) 1988 $21,039 

Commercial Instruments and Maritime Liens; 
Violation of 31329 46 USC 31330(b)(2) 1988 $52,596 

Port Security 46 USC 70119(a) 2002 $34,871 
Port Security; Continuing Violations 46 USC 70119(b) 2006 $62,656 
Maritime Drug Law Enforcement 46 USC 70506(c) 2010 $5,781 
Hazardous Materials:  Related to Vessels 49 USC 5123(a)(1) 2012 $81,993 
Hazardous Materials:  Related to Vessels; 
Penalty from Fatalities, Serious Injuries/ 
Illness or substantial Damage to Property 

49 USC 5123(a)(2) 2012 $191,316 

Hazardous Materials:  Related to Vessels; 
Training 49 USC 5123(a)(3) 2012 $493 
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Other Key Regulatory Requirements 
Prompt Payment Act  
The Prompt Payment Act requires federal agencies to make timely payments (within 30 days of 
receipt of invoice) to vendors for supplies and services, to pay interest penalties when 
payments are made after the due date, and to take cash discounts only when they are 
economically justified.  The Department’s Components submit Prompt Payment data for the 
OMB CFO Council’s Metric Tracking System.  Metric statistics are reported with at least a six-
week lag.  DHS Components conduct periodic reviews to identify potential problems.  On time-
payments for FY 2019 were 93% versus the goal of 98%.  Total interest paid in FY 2019 was 
$2,588,846.32 or $71.97 per million invoiced, an 80 percent increase over the prior 
year.  Invoicing delays and the increase in interest penalties were primarily due to the funding 
lapse in FY 2019. 

Debt Collection Improvement Act  
In compliance with the Debt Collection Improvement Act of 1996 (DCIA), the Department 
manages its debt collection activities under the DHS DCIA regulation.  The regulation is 
implemented under the Department’s comprehensive debt collection policies that provide 
guidance to the Components on the administrative collection of debt; referring non-taxable 
debt; writing off non-taxable debt; reporting debts to consumer reporting agencies; assessing 
interest, penalties, and administrative costs; and reporting receivables to the Treasury.  The 
Digital Accountability and Transparency Act of 2014 was passed in May 2014 and updated 
DCIA requirements for referring non-taxable debt. 

Biennial User Charges Review 
The Chief Financial Officers Act of 1990 and OMB Circular A-25 Revised, User Charges, 
requires each agency CFO to review, on a biennial basis, the fees, royalties, rents, and other 
charges imposed by the agency for services and items of value provided to specific recipients, 
beyond those received by the general public.  While this is not a year for reporting results, the 
Department is using this opportunity to provide an update to a Government Accountability 
Office (GAO) report recommendation.   
In FY 2019, the Department, in coordination with the Fee Governance Council, reviewed the 
results of the FY 2018 Biennial Fee Review (BFR), took follow-on steps to track and report on 
deficiencies, and made recommendations to DHS Components on what steps can be taken to 
achieve full cost recovery or improve fee collections.  An example of a successful outcome of 
the BFR can be seen in the Student and Exchange Visitor Program (SEVP) fee Final Rule, which 
increased I-901 and I-97 fees, established a new fee for Appeals and Recertification efforts, 
and increased the scope of the Site Visit fee, all moving the SEVP closer towards full cost 
recovery. 
A copy of GAO’s full report (GAO-16-443) can be accessed at the following 
link:  https://www.gao.gov/assets/680/678598.pdf.  
  

https://www.gao.gov/assets/680/678598.pdf
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Office of Inspector General’s Report on Major Management and 
Performance Challenges Facing the Department of Homeland Security 
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Acronyms  
 
AFR – Agency Financial Report 
AGA -- Association of Government 

Accountants 
APG – Agency Priority Goal 
APP – Application 
BOD – Binding Operational Directive 
BRS – Blended Retirement System 
CBP – U.S. Customs and Border Protection 
CDL – Community Disaster Loans  
CDP – Center for Domestic Preparedness 
CEAR – Certificate of Excellence in 

Accountability Reporting  
CFATS – Chemical Facility Anti–Terrorism 

Standards 
CFO – Chief Financial Officer 
CFR – Code of Federal Regulations 
CIO – Chief Information Officer 
CISA – Cybersecurity and Infrastructure 

Security Agency 
COBRA – Consolidated Omnibus Budget 

Reconciliation Act of 1985 
COTS – Commercial Off–the–Shelf 
CSRS – Civil Service Retirement System 
CUAS – Counter Unmanned Aircraft 

Systems 
CWMD -- Countering Weapons of Mass 

Destruction 
DADLP – Disaster Assistance Direct Loan 

Program 
DATA Act – Digital Accountability and 

Transparency Act of 2014 
DC – District of Columbia 
DCIA – Debt Collection Improvement Act of 

1996   
DHS – Department of Homeland Security 
DIEMS – Date of Initial Entry into Military 

Service 
DMO – Departmental Management and 

Operations  
DNP – Do Not Pay 
DOD – U.S. Department of Defense 
DOL – U.S. Department of Labor 
DRF – Disaster Relief Fund 
ECTF – Electronic Crimes Task Force  
EDS – Explosive Detection System 

EMI – Emergency Management Institute 
ERM – Enterprise Risk Management 
FAA – DHS Financial Accountability Act 
FBwT – Fund Balance with Treasury 
FCRA – Federal Credit Reform Act of 1990 
FECA – Federal Employees Compensation 

Act of 1916 
FEMA – Federal Emergency Management 

Agency 
FERS – Federal Employees Retirement 

System 
FEVB – Federal Employee and Veterans’ 

Benefits 
FFMIA – Federal Financial Management 

Improvement Act of 1996 
FHMRA – Flood Hazard Mapping & Risk 

Analysis 
FISMA – Federal Information Security 

Management Act 
FLETC – Federal Law Enforcement Training 

Centers 
FMFIA – Federal Managers’ Financial 

Integrity Act 
FPS – Federal Protective Service  
FRC – Fast Response Cutter 
FRDAA – Fraud Reduction and Data 

Analytics Act 
FSM – Financial Systems Modernization 
FY – Fiscal Year 
GAAP – Generally Accepted Accounting 

Principles 
GAO – U.S. Government Accountability 

Office 
GETS – Government Emergency 

Telecommunications Service 
GSA – General Services Administration 
GTAS – Government-wide Treasury Account 

Symbol 
HSAM – Homeland Security Acquisition 

Manual 
HSAR – Homeland Security Acquisition 

Regulation  
HS-STEM – Homeland Security Science, 

Technology, Engineering, and 
Mathematics 
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I&A – Office of Intelligence and Analysis 
ICE – U.S. Immigration and Customs 

Enforcement 
ICMM – Internal Control Maturity Model 
IEFA – Immigration Examination Fee 

Account 
IHP – Individuals and Households Program 
INA – Immigration Nationality Act  
IPE – Information Produced by Entity 
IPERA – Improper Payments Elimination 

and Recovery Act of 2010 
IPERIA – Improper Payments Elimination 

and Recovery Improvement Act of 
2012 

IPIA – Improper Payments Information Act 
of 2002 

IT – Information Technology 
LOI – Letter of Intent 
MERHCF – Medicare–Eligible Retiree 

Health Care Fund 
MGMT – Management Directorate 
MHS – Military Health System 
MRS – Military Retirement System 
NCCIC -- National Cybersecurity and 

Communications Integration Center 
NFA – National Fire Academy 
NFIP – National Flood Insurance Program 
NHS – National Household Survey 
NPPD – National Protection and Programs 

Directorate 
OBIM – Office of Biometric Identity 

Management 
OCPO – Chief Procurement Officer 
OIG – Office of Inspector General 
OMB – Office of Management and Budget 
OM&S – Operating Materials and Supplies 
OPA – Oil Pollution Act of 1990 
OPCON – Operational Control 
OPEB – Other Post Retirement Benefits 
OpEx – Operational Experimentation 

OPM – Office of Personnel Management 
OPS – Office of Operations Coordination 
ORB – Other Retirement Benefits 
OSLTF – Oil Spill Liability Trust Fund 
OTA – Other Transaction Agreement 
PA – Public Assistance 
PP&E – Property, Plant, and Equipment 
PSC – Passenger Screening Canines 
Pub. L. – Public Law 
RDC – Research & Development Center 
Risk MAP – Risk Mapping, Assessment and 

Planning  
RTF – Reduce the Footprint 
SAM – System for Award Management 
SBR – Statement of Budgetary Resources 
SEAR – Special Event Assessment Ratings 
SEP – Special Events Program 
SF – Square Feet 
SFFAS – Statement of Federal Financial 

Accounting Standards 
SFRBTF – Sport Fish Restoration Boating 

Trust Fund 
SNC - Statement of Net Cost 
SOS – Schedule of Spending 
S&T – Science and Technology Directorate 
TAFS – Treasury Appropriation Fund Symbol 
TCM – Trade Compliance Measurement 
TSA – Transportation Security 

Administration 
UNGA – United Nations General Assembly 
U.S. – United States 
USC – United States Code 
USCG – U.S. Coast Guard 
USCIS – U. S. Citizenship and Immigration 

Services 
USSGL – U.S. Standard General Ledger 
USSS – U.S. Secret Service 
VA – U.S. Department of Veterans Affairs 
VP – Vendor Pay 
WYO – Write Your Own 
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This Agency Financial Report (AFR) was produced with the tireless energies and talents of Department of 
Homeland Security Headquarters and Component employees and contract partners. 

  
• Within the Office of the Chief Financial Officer, the division of Financial Management is responsible for 

financial management policy, preparing annual financial statements and related notes and schedules, and 
coordinating the external audit of the Department’s financial statements. 

• The division of Risk Management and Assurance provides direction in the areas of internal control to 
support the Secretary’s assurance statement, risk management, and improper payments. 

• The division of Program Analysis and Evaluation conducts analysis for the Department on resource 
allocation issues and the measurement, reporting, and improvement of DHS performance, and coordinates 
the Performance Overview section of the AFR. 

• The division of GAO-OIG Audit Liaison facilitates Department relationships with audit organizations and 
coordinates with OIG on the Management Challenges report. 

 

We offer our sincerest thanks to all the offices involved in 
the Department’s FY 2019 Agency Financial Report for their 

hard work and contributions. 
 

Acknowledgements 

 



 
 

 

 


	Other Information
	Tax Burden/Tax Gap
	Revenue Gap

	Combined Schedule of Spending
	Summary of Financial Statement Audit and Management Assurances
	Payment Integrity
	1.  Payment Reporting
	FEMA - Flood Hazard Mapping & Risk Analysis (FHMRA) Program
	FEMA - National Flood Insurance Program (NFIP)
	FEMA - Public Assistance (PA) Program
	FEMA – Vendor Payment (VP) Program
	Federal Protective Service (FPS) – Payroll

	2. Recapture of Improper Payments Reporting
	3. Agency Improvement of Payment Accuracy with the Do Not Pay Initiative
	4. Barriers
	5. Accountability
	6. Agency Information Systems and Other Infrastructure
	7. Sampling and Estimation
	8. Risk Assessment

	Fraud Reduction
	Data Analytics
	Other Initiatives

	Reduce the Footprint
	Civil Monetary Penalty Adjustment for Inflation
	Other Key Regulatory Requirements
	Prompt Payment Act
	Debt Collection Improvement Act
	Biennial User Charges Review

	Office of Inspector General’s Report on Major Management and Performance Challenges Facing the Department of Homeland Security

	Acronym List



