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1

From:
Sent: Wednesday, October 12, 2011 9:01 AM
To:
Cc:
Subject: Reporting on OWS?

Have we started to see products for CRCL review related to the protests? This news story portends an escalation that
could lead to reporting…

http://pajamasmedia.com/tatler/2011/10/11/occupy l a speaker violence will be necessary to achieve our goals/
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From:
Sent: Friday, November 04, 2011 1:47 PM
To:
Cc:

FW: FPS

I received an email from at FPS regarding out phone conversation yesterday
afternoon. He provided the email below for our review and consideration. The drafted email is
a summary of our conversation and recommended way ahead that he intends to send to senior
leadership. I have reviewed the email and recommend we concur with his email draft. Please
advise on whether you agree with my recommendation.

Thank you,

Office:
Cell:

Original Message
From:
Sent: Friday, November 04, 2011 8:35 AM
To:
Subject: FPS

,

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

Division Director
Threat Management Division
Federal Protective Service

cell
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From:
Sent: Friday, November 04, 2011 3:06 PM
To:
Subject: RE: FPS

Great, thank you I'll send the reply and CC you.

Office:
Cell:

Original Message
From:
Sent: Friday, November 04, 2011 3:06 PM
To:
Cc:
Subject: RE: FPS

I agree; I'm okay with this.

Original Message
From:
Sent: Friday, November 04, 2011 1:47 PM
To:
Cc:
Subject: FW: FPS

I received an email from at FPS regarding out phone conversation yesterday
afternoon. He provided the email below for our review and consideration. The drafted email is
a summary of our conversation and recommended way ahead that he intends to send to senior
leadership. I have reviewed the email and recommend we concur with his email draft. Please
advise on whether you agree with my recommendation.

Thank you,

Office:
Cell:

Original Message
From:
Sent: Friday, November 04, 2011 8:35 AM
To:
Subject: FPS

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)



2

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

Division Director
Threat Management Division
Federal Protective Service
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From:
Sent: Friday, November 04, 2011 3:06 PM
To:
Cc:

RE: FPS

I agree; I'm okay with this.

Original Message
From:
Sent: Friday, November 04, 2011 1:47 PM
To:
Cc:

FW: FPS

I received an email from at FPS regarding out phone conversation yesterday
afternoon. He provided the email below for our review and consideration. The drafted email is
a summary of our conversation and recommended way ahead that he intends to send to senior
leadership. I have reviewed the email and recommend we concur with his email draft. Please
advise on whether you agree with my recommendation.

Thank you,

Office:
Cell:

Original Message
From:
Sent: Friday, November 04, 2011 8:35 AM
To:
Subject: FPS

,

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

Division Director
Threat Management Division
Federal Protective Service
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From:
Sent: Friday, November 04, 2011 4:09 PM
To:
Cc:
Subject: RE: FPS

Thank for reaching out to CRCL to discuss this issue. You have accurately characterized our
conversation and the recommendations CRCL put forth. We agree with your recommended approach
and look forward to continuing to work with you on this issue.

Thank you and have a great weekend,

Office:
Cell:

Original Message
From:
Sent: Friday, November 04, 2011 8:35 AM
To:
Subject: FPS

,

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

Division Director
Threat Management Division
Federal Protective Service

cell
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From:
Sent: Wednesday, November 09, 2011 5:10 PM
To:
Subject: FW: Protest Activity Guidance (FPS)
Attachments: Occupy Guidance.docx

Can we talk about this tomorrow? Shall I forward to the rest of the team for their consideration?

From:
Sent: Wednesday, November 09, 2011 3:16 PM 
To:
Cc:
Subject: Protest Activity Guidance (FPS) 

Good afternoon.  I am requesting CRCL vetting of the attached document.  FPS would like to send this guidance to our 11 
regional field offices.  In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 

Thanks, 
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From:
Sent: Wednesday, November 09, 2011 5:22 PM
To:
Subject: RE: Protest Activity Guidance (FPS)

Yes, happy to chat. Let’s discuss tomorrow before you send it anywhere.

From:   
Sent: Wednesday, November 09, 2011 5:10 PM 
To:
Subject: FW: Protest Activity Guidance (FPS) 

Can we talk about this tomorrow? Shall I forward to the rest of the team for their consideration?

From:
Sent: Wednesday, November 09, 2011 3:16 PM 
To:
Cc:
Subject: Protest Activity Guidance (FPS) 

Good afternoon.  I am requesting CRCL vetting of the attached document.  FPS would like to send this guidance to our 11 
regional field offices.  In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 

Thanks, 
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From:
Sent: Thursday, November 10, 2011 5:07 PM
To:
Cc: ; ;
Subject: RE: Protest Activity Guidance (FPS)
Attachments: Occupy Guidance_CRCL.docx

Hi

Thank you for giving CRCL the opportunity to review the Protest Activity Guidance. We have reviewed the guidance and
offered some line edits that seek to further protect civil rights and civil liberties. In addition, we offered a few minor
format suggestions for your consideration. Please feel free to call me to discuss. Have a great weekend,

Office:        
Cell: 

From:
Sent: Wednesday, November 09, 2011 3:16 PM 
To:
Cc:
Subject: Protest Activity Guidance (FPS) 

Good afternoon.  I am requesting CRCL vetting of the attached document.  FPS would like to send this guidance to our 11 
regional field offices.  In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 

Thanks, 
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From:
Sent: Wednesday, November 16, 2011 4:59 PM
To:
Cc:
Subject: RE: FPS Arrest At Portland Occupy

Thanks .

Original Message
From:
Sent: Wednesday, November 16, 2011 4:52 PM
To:
Subject: FPS Arrest At Portland Occupy

http://www.google.com/m/url?client=safari&ei=Yy7ETvjpI6PdlgeCeg&gl=us&hl=en&q=http://www.exam
iner.com/top news in minneapolis/dhs s federal protective services seen at portland occupy
arrests&source=mog&tbm=nws&ved=0CB4QqQIwAQ&usg=AFQjCNGAU0SbeE0Nsb_5kPHE3TUAmTrGeA
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From:
Sent: Monday, November 21, 2011 11:57 AM
To:
Cc:
Subject: FW: Protest Activity Guidance (FPS)
Attachments: Occupy Guidance_CRCL.docx

DELIBERATIVE,

As discussed with , here is some of the guidance we have provided to FPS.

V/R,

Office:        
Cell: 

From:   
Sent: Thursday, November 10, 2011 5:07 PM 
To:
Cc: ; ;
Subject: RE: Protest Activity Guidance (FPS) 

Hi

Thank you for giving CRCL the opportunity to review the Protest Activity Guidance. We have reviewed the guidance and
offered some line edits that seek to further protect civil rights and civil liberties. In addition, we offered a few minor
format suggestions for your consideration. Please feel free to call me to discuss. Have a great weekend,

Office: (        
Cell: (

From:
Sent: Wednesday, November 09, 2011 3:16 PM 
To:
Cc:
Subject: Protest Activity Guidance (FPS) 

Good afternoon.  I am requesting CRCL vetting of the attached document.  FPS would like to send this guidance to our 11 
regional field offices.  In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 
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Thanks, 
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• Attached is the articule from the El Paso Times. 
• We can only see about 5 individuals holding up home made signs and passing out flyers at the corner of 

El Paso and Sixth st. 
• Traffic has not been effected up to this point and the demonstrators have not attempted to enter the 

POE's footprint 

-Chief CBP Officer 
U.S. Customs and Border Protection 
Port of El Paso, Texas 
Paso Del Norte Inspection Station 
1000 South El Paso Street 
El Paso, Texas 79901 

Office 
BB 

communication may contain confidential and n itive U .. Government information, and i FOR OFFICIAL USE 0 L Y. It 
i not for relea e, review retran mi ion, dis emination or u e by anyone other than the intended recipient. Please notify the sender if 
thi e-mail ha been misdirected and immediately de troy all original and copie of the original. Any di closure of this document 
mu t be approved by the Office of Field Operation EI Pa o Field Office, U . . Cu toms and Border Protection, Department of 
Homeland ecurity 
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Another hacker struck the website of the Florida Family Association. In an Internet posting, he told the family 
association he was reading its email, and he published email addresses and partial credit-card information of 
two dozen or so of the group's supporters. 

A third hacker posted 18,000 emails, names and passwords of customers from Special forces. com, a website that 
sells military-style clothing and weapon accessories. A brief review suggested that many of the customers might 
be police officers or military personnel and identifiable as such by their emails. 

Traditional Media Sources (some page content may change or not be available over time): 
-Washington Times 
-- http://www. washingtontimes.corn/news/20 11 /dec/20/hackers-post-cops-personal-data-online/ 

Operations Analyst 
DHS NOC Media Monitoring 
Phone: 
Cell: 
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• Attached is the articule from the El Paso Times. 
• We can only see about 5 individuals holding up home made signs and passing out flyers at the comer of 

El Paso and Sixth st. 
• Traffic has not been effected up to this point and the demonstrators have not attempted to enter the 

POE's footprint 

-Chief CBP Officer 
U.S. Customs and Border Protection 
Port of El Paso, Texas 
Paso Del Norte Inspection Station 
1000 South El Paso Street 
El Paso, Texas 79901 

Office 
BB 

This communjcation may contain confidential and ensitive U.S. Government information, and i FOR OFFICIAL U ONLY. It 
i not for relea e, review, retran rnis ion, di emination, or use by anyone other than the intended recipient. Please notify the sender if 
thi e-mail has been rnj dir cted and immedjately de troy all originals and copie of the origjnal. Any di closure of this document 
must be approved by the Office of Field Operation , El Pa o Field Office, U . . Customs and Border Protection Department of 
Homeland Security 
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I 
i 
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tnqteLAsst:f'tE:Bf.'LAW EHfORCEMENT s-eiSITIVe/"-FQ~ o~c1 A r uss ow v 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

Enforcement and Removal Operations (ERO) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

Prepared by the Office a/Operations Coordination and Planning 

t»fEbAggJ~leb'tQ;. A 'ij' li~I.FOR cs~4liWT SFNSITrvF" FOR apFrcrA r 1 rsE ONI .x 
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SMOKE BOMB LAUNCHED OVER WHITE HOUSE FENCE. The AP (1/18) reports that "an apparent smoke bomb was 
thrown -over the fence of the White House as hundreds of Occupy protesters massed outside the gates. The crowds were 

2 



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

Not Responsive



Not Responsive

Not Responsive



Not Responsive

Not Responsive

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)(b) (6), (b) (7)(C)(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



2 



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(E)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(E)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)
(b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(E)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (7)(E)

(b) (7)(E)

2 



(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (7)(E)

(b) (6), (b) (7)(C)



(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (6), (b) (7)(C)
(b) (7)(E) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



I 

• ' 

3 



(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (7)(E)

(b) (7)(E) (b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (7)(E)
(b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

· .. 

Warnmg: tis UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains infonnation that may be exempt 
from public release under the r - ation Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS po 1c UO information and is not to be released fo the public or 
other personnel who do not have a valid "need-to-know" without prior approva · HS official. No portion of this . 
report should be furnished to the media, either in written or verbal form. 

2 



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

Senior Watch Officer 
DHS 

Center 

2 



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6)
(b) (6)

(b) (6)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

Program Manager 
DHS/ICE 
Homeland Security Investigations 
Atlanta, Georgia 

Office : 

2 



(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)(b) (6), (b) (7)(C)(b) (6), (b) (7)(C)

Not Responsive

(b) (7)(E)



(b) (7)(E)

JIOC-ICE 

From: 
Sent: PM 
To: 
Subject: Anonymous "Day of Vengeance" Announcement for 24 Sept 2011 

To: Government and Industry Partners, 

Background: 

The purpose of this situational awareness bulletin is in regards to the Hacktivist group Anonymous is planning 
to hold a special "Day of Vengeance" in several cities around the U.S. at 1200 EDT, 24 September 2011. Late 
last night, Anonymous--or at least people claiming to be from Anonymous--posted a press release on Pastebin, 
saying that Saturday will be marked by peaceful protests in cities across the U.S. combined with cyberattacks 
on "various targets, including Wall Street, Corrupt Banking Institutions, and the New York City Police 
Department." Anonymous' decision to release its "communique" and call for a Day ofVengeance is a response 
to the recent New York City "Occupy Wall Street" demoQstration. Last week, about 1,000 people from various 
groups descended on Lower Manhattan to protest the corporate world's close ties to American politics. The 
protesters were urged by the "Occupy Wall Street" organizers to "flood into lower Manhattan, set up tents, 
kitchens, peaceful barricades and occupy Wall Street for a few months." In last night's release, Anonymous 
criticized how those protesters were handled, saying that they "faced phalanxes of heavily armed paramilitary 
police officers from local and federal jurisdictions." Although some protesters were arrested last week, 
Anonymous' real issue with the events came on Tuesday when, the organization claims in its release, police 
used "excessive force against and arresting innocent peaceful protesters, several of whom were abused and 
injured." "Anonymous & the other cyber liberation groups around the world together with all the freedom 
loving people in the USA will NOT stand for this," the release reads. "We will peacefully yet forcefully resist 
the abuses of the NYC Police Department." Even so, Anonymous has b~en very successful in launching 
cyberattacks. Just last month, the group claimed that it had hacked into the DNS servers of Symantec, Apple, 
Facebook, Microsoft, and several other major organizations. The group has also allegedly been involved in 
attacks on government organizations, taking aim at the Tunisian government Web site and the city of Orlando. 

NCS/NCC Watch Activities: 

The NCC Watch is in coordination with US-CERT and NCCIC elements to monitor this event over the 
weekend period. In the event there are specific reports of impact to communications and operational assets as 
result these cyber-related activities, the NCC Watch will generate a request of information (RFI) to ascertain 
full impact of this event to its constituents. The intelligence community is aware of the event and conducting an 
threat assessment. 

Refer to below open source URLs for additional information. 

Open source URLs: 
http://news. cnet. com/8301-13506 3-20110004-17 /anonymous-plan n ing-day-of-vengea nee-on-sept -24/ 
http://www.pcmag.com/article2/0,2817,2393411,00.asp 
http://siliconangle.com/blog/2011/09/22/anonymous-alleges-%E2%80%9Cday-of-vengeance%E2%80%9D-against-the
us-on-septem ber-24/ 

1 



(b) (6), (b) (7)
(C)

http://www.securitvnewsdaily.com/anonymous-hacking-group-to-hold-day-of-vengeance-1176/ 

NCCWatch 
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Subject: Re: Occupy Portland 

Caitlin: yes, that is our position; it's been vetted with our Administrator and Michael Robertson, our chief of 
staff, and we have communicated with the WH, which has afforded us the discretion to fashion our approach to 
the Occupy issues. Michael: correct me if I've mischaracterized that in any way. 

Through our Regional Administrator, George Northcroft, and Regional Commissioner, Rob Graf, in our 
Northwest Arctic Region, headquartered in Auburn, Washington and responsible for Portland, we have 
communicated with the FPS commander in the region. They have also been in contact with the City of 
Portland, whose park is immediately adjacent to the federally-controlled park. The arrests last week were 
carried out despite our request that the protesters be allowed to remain and to camp overnight, so long as they 
did not pose a threat to life and public safety and so long as they were not engaged in criminal activity. We 
have improved our communication with FPS in the region. We also met with an FPS operations official in 
Washington last week. 

We have a meeting of our Facility Security Committee at GSA HQ tomorrow and Director Patterson was 
scheduled to attend before the Portland situation arose. By the way, Director Patterson and I have established 
what I think is an excellent working relationship. He has appointed some top-notch operations commanders, one 
of whom spent the day with our national senior management council at our most recent meeting. 

I have been in touch today with our Regional Commissioner about the latest developments in Portland, with the 
protesters chaining themselves to a barrel or together. You do have an accurate account of our position. We are 
trying to be flexible, cognizant at the same time of first amendment rights to petition and our need to protect 
Federal property and access to Federal buildings. 

In Portland, the park that GSA controls is across the street from the Edith Green-Wendall Wyatt Federal 
Building. That building is undergoing a complete modernization and has been entirely vacated and physically 
stripped to its framework, so there is not issue of restricting public access to the building. 

We have given this very careful consideration and I'll be happy to discus with you. 

ROBERT A. PECK 
Commissioner, Public Buildings Service 
U.S. General Services Administration 
1800 F Street, NW 
W DC20405 

www.gsa.gov 

Susan and Bob-

I am sorry to be emailing you on a Sunday night, but wanted to let you know our Press Shop has received 
a couple of calls from Portland media outlets about a group of ll protesters who again set up camp at 
Terry Schrunk Plaza in Portland last night They have chained themselves to each other and to a large 
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Shlossman, Amy 

From: 
Sent: 
To: 
Subject: 

~0, 2012 10:10 AM 
Shlossman, Amy 
RE: US-CERT Leadership Alert- Department of Justice Reports DOoS [INITIAL] 

Just circling back, it looks like the sites are up and running again: 

Federal websites back online after Anonymous attack By the CNN Wire Staff updated 9:49 AM 
EST, Fri January 20, 2012 

(CNN) -- Most of the websites shut down by a hackers group were up and running early Friday, 
including the U.S. Department of Justice, FBI and some entertainment sites after one of the 
federal government's largest anti -piracy crackdowns. 

"Hacktivist" collective Anonymous took credit for taking down the sites Thursday after the 
arrests of leaders of Megaupload.com and shut down the popular hub for illegal media 
downloads. 

Hours after the announcement of the arrests, some of Megaupload's fans turned the table on 
the feds, knocking the U.S. Department of Justice and the FBI websites offline. 

Both sites appeared to be back up early Friday. A law enforcement official told CNN the FBI 
was investigating. 

Anonymous said 10 websites in all were targeted and early Friday the sites for music 
publishing and licensing group, BMI and record company Universal Music were still down. 

Hackers and the Occupy movement "The Site is under maintenance. Please expect it to be back 
shortly," was the message on the Universal Music page early Friday. 

The hacker collective announced its attentions on Thursday. 

"We Anonymous are launching our largest attack ever on government and music industry sites. 
Lulz," the group said in a statement posted late Thursday on an associated Twitter account. 
"The FBI didn't think they would get away with this did they? They should have expected us." 

The group also posted personal information on former Connecticut Sen. Chris Dodd, chairman of 
the Motion Picture Association of America, one of the targeted sites. 

A Justice Department spokesperson, who did not want to be identified, said its Web server was 
''experiencing a significant increase in activity, resulting in a degradation in service . " 

"The department is working to ensure the website is available while we investigate the 
origins of this activity, which is being treated as a malicious act until we can fully 
identify the root cause of the disruption," the spokesperson said. 

The website glitches came soon after various Twitter accounts associated with the collective 
took aim at the government. 

Anonymous' favorite weapon for these attacks is what's called a "distributed denial of 
service" (DDoS) attack, which directs a flood of traffic to a website and temporarily crashes 
it by overwhelming its servers. It doesn't actually involve any hacking or security breaches. 
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IMPACT 

Users are unable to access the www.justice .gov website at this time. 

EXECUTIVE OVERVIEW 

On January 19, 2012, the United States Department of Justice (DOJ) 
reported to US-CERT a Distributed Denial of Service (DDoS) attack 
against their public-facing website. US-CERT sensors also detected DDoS 
activity against the website. According to open source reporting, the 
hacker group Anonymous claimed responsibility for the attack in 
"retaliation for Megaupload". 

Earlier today, DOJ released an indictment charging the leaders of 
file-sharing website Megaupload with engaging in a racketeering 
conspiracy, conspiring to commit copyright infringement, conspiring to 
commit money laundering and two substantive counts of criminal copyright 
infringement . DOJ also seized and took down the Megaupload website. 

DHS ROLE 

US-CERT provided feedback to DOJ and FBI on potential impacts before the 
takedown and blowback was expected. US-CERT also provided an analyst 
on-site to support . US-CERT reached out to DOJ SOC requesting more 
information on the attack and to provide any assistance requested . 
US-CERT contacted NCS asking them to reach out to ISP vendors advising 
them to watch for UDP traffic towards the justice .gov site. US-CERT 
sensors also detected the DDoS activity. 

INTERAGENCY I PRIVATE SECTOR ROLE 

DOJ coordinated with DHS before taking down the Megaupload website . OOJ 
and DHS prepared a joint Public Service Announcement on the website take 
down which was released via the US-CERT portal to designated 
authorities . OOJ is currently attempting to mitigate effects of the 
DDoS. 

PRESS ACTIVITY 

Widespread coverage. 

SOURCE : 

http://rt.com/usa/news/anonymous-doj-universal-sopa-235/ 

http://www.washingtonpost.com/blogs/federal-eye/post/justice-department
web-site-goes-down-after-feds-seize-megaupload/2012/01/19/giQAd2GpBQ_blo 
g. html 

REQUIREMENT: 

PIR #6 - Successful denial-of-service (natural or manmade) of any 
Department, Agency, or critical asset, to include major infrastructure 
of any foreign government. 

Respectfully, 
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Warning: This document is tJI4flASSII"IEB//f6~ 6FFICIAL tJ~! ONLy· 
(U//FOUO). It contains information that may be exempt from public 
release under the Freedom of Information Act (5 u.s .c. 552). It is to 
be controlled, stored, handled, transmitted, distributed, and disposed 
of in accordance with the Department of Homeland Security (DHS) policy 
relating to FOUO information and is not to be released to the public or 
other personnel who do not have a valid "need-to-know" without prior 
approval of an authorized DHS official. 

ONCLASSIFIED//FOR OFFIC!At ~5! ONLY 
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Shlossman, Amy 

From: Shlossman, Amy 
Sent: 
To: 
Cc: 
Subject: 

The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 
funds as early as May 1 when the Occupy protest start, but I thought the NSSE was limited to 
a specific event/ date range? Thx. 
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Shlossman, Amy 

From: 
Sent: 
To: 
Subject: 

Boogaard, Peter 
Tuesday, February 28, 2012 7:50PM 
Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Michael Hastings 
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To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 
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To : Kroloff, Noah; Col burn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 
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Shlossman, Amy 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:00 PM 
To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Thanks. 

Original Message -- -- 
From: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 2012 09 : 58 PM 
To: Sandweg., John; Boogaard., Peter; Kroloff, Noah; Colburn, Brent; Chandler., Matthew; 
Shlossman., Amy; Grossman, Seth 
Subject: RE: Michael Hastings 

Concur. 

-- ---Original Message- - - -
From: Sandweg, John 
Sent : Tuesday., February 28., 2012 9:57 PM 
To: Boogaard, Peter; Callahan., Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman., Seth 
Subject: Re: Michael Hastings 

Based on all the other ongoing related issues., this seems appropriate. 

Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 28., 2012 09:40 PM 
To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Caitlin durkovich 

Original Message 
From: Sandweg., John 
Sent: Tuesday, February 28., 2012 09:36 PM 
To: Boogaard., Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject : Re: Michael Hastings 

Who in NPPD? 

Original Message ----
From: Boogaard., Peter 
Sent: Tuesday, February 28., 2012 09:34 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 
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Kroloff, Noah 

From: Shlossman, Amy 
Sent: 
To: 
Cc: 
Subject: 

The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 
funds as early as May 1 when the Occupy protest start, but I thought the NSSE was limited to 
a specific event/ date range? Thx. 
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Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 
National Protection and Programs Directorate U.S. Department of Homeland Security 

Original Message ----
From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 07:52 PM 
To: ~Davis, Robert M; Spaulding, Suzanne; 
Cc: 111111111111111 Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Beland, Michael 

Can we get the link to the blog post? Need to understand the context. 

-----Original Message----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: Davis Robert · Spaulding, Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
tatement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message ----
From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 07:48 PM 
To: ~e; Beland, Michael 
Cc: 111111111111111 Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 

http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 

Please let me know if this is ok. 

Bob 

4 



Original Message ----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 07:31 PM 
To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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Shlossman, Amy 

From: Kroloff, Noah 
Sent: Tuesday, February 28, 2012 11 :13 PM 
To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Cc: ~ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
~ary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Where r we on this 

Original Message 
From: Sandweg, John 
Sent: Tuesday, February 28, 2012 10 :26 PM 
To: ~Spaulding, Suzanne; Durkovich, Caitlin; Beland, 
Cc: 111111111111111 Epley, Veronica; Flores, Gina; Flynn, William; 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Michael; Davis, Robert M 
Hess, David; Grossman, 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 

Original Message 
From: Boogaard, Peter 
Sent : Tuesday, February 28, 2012 10:21 PM 
To: ~e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: 111111111111111 Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 

Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:19 PM 
To: -auldin Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc : Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 

From: 
Sent: 
To: 

Original Message -- - -
Spaulding, Suzanne 
Tuesday, February 28, 2012 10:04 PM 

tlin; Boogaard, Peter; Beland, Michael; Davis , Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, 

Statement 

1 
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Original Message ----
From: Beland, Michael 
Sent: Tuesday, February 28, 2012 07:55 PM 
To: ich Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 

Protection and Programs Directorate U.S. Department of Homeland Security 

Original Message ----
From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 07 : 52 PM 
To: ~Davis, Robert M; Spaulding, Suzanne; 
Cc: 111111111111111 Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Beland, Michael 

Can we get the link to the blog post? Need to understand the context. 

-----Original Message----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: · Spaulding, Suzanne; Beland, Michael 
Cc: Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject : Re : Statement 

If we are going this route, we need to oush back stronger . We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership . 

Original Message ----
From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 07:48 PM 
To: ~e; Beland, Michael 
Cc: 111111111111111 Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 
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